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Tang euong quan ly déi véi hoat dong
trang thong tin dién tu vd mang xa hoi
trong giai doan hién nay

ThS. PO HOU QUYET
Phé Gidm doc S6 Thong tin va Truyén thong

Tdng cudng céng tdc quan ly déi véi hoat ddng trang théng tin
thong tin dién tirva mang xa héi trong giai doan hién nay la mét
vdn dé ddt ra khéng chi véi co quan qudn ly nha nuéc ma cdn cé
su' phéi hop va vao cuéc déng bé cia cdc cdp uy Pdng, chinh

quyén va cdc co quan chirc néng.

oat dong truyén thong
xa hoéi hién nay da va

dang phat trién nhanh
chéng, hiéu qua, vuot ra ngoai
gidi han vé khéng gian va thoi
gian, c6 vai trd ngay cang quan
trong trong ddi séng xa hoi hién
dai; thdng qua moi trudng mang
giup cho céc t8 chic, ca nhan
giao tiép véi cac co quan nha
nuéc mot cdch minh bach va
thuan tién. Su phat trién cua
truyén thong xa héi, véi uu thé
thong tin dugc cap nhat thudng
xuyén, ndéi dung théng tin
phong phu, da dang ti nhiéu
nguén, nhiéu linh vuc doi séng
xa hoi, khong bién gidi, co kha
nang giao luu, chia sé, két noi
cdng dong rat nhanh va thuan
lgi da tao ra hiéu Ung rat I6n,
ngay cang thu hut dong dao
ngudi dung internet, nhat la
trong gidi tré, va dang co6 su dich
chuyén théi quen tim kiém
thong tin tu cac website thong
tin chinh théng sang cac website
truyén thong xa hoi, nhat la cac
trang thong tin dién tirténg hap.

Viéc quan ly cac trang théng
tin dién t& va mang xa hoi da
dugc Chinh phu, B6 Thong tin
va Truyén thong quan tam chi
dao, ban hanh nhiéu van ban
hudng dan trién khai, quan ly
ciing nhu nhiing quy dinh bat
budc trong viéc cung cap
théng tin, dang tai, trich dan
ndi dung thoéng tin va trach
nhiém clia cac t6 chuc, cad nhan
trong viéc thiét 1ap, quan tri
théng tin nhu: Chi thi s6 30-
CT/TW ngay 25/12/2013 cha B6
Chinh tri vé phét trién va tang
cudng quan ly bdo chi dién tu,
mang xa hoi va cac loai hinh
truyén théng khac trén Inter-
net; Nghi dinh 72/2013/ND-CP
cta Chinh pha vé quan ly, cung
cap, st dung dich vu Internet va
théng tin trén mang; Thong tu
s6 09/2014/TT-BTTTT clha Bo
Thong tin va Truyén théng quy
dinh chi tiét vé hoat dong, quan
ly, cung cap, st dung théng tin
trén trang thong tin dién t va
mang xa hoi va gan day nhat la
Théng tu s6 38/2016/TT-BTTTT
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ngay 26-12-2016 ctia B6 Thong
tin va Truyén thong quy dinh
chi tiét vé viéc cung cap thong
tin cong coéng qua bién gidi...
Trong thgi gian qua, nhiéu
co quan, t6 chic, doanh
nghiép, dia phuong trén dia
ban tinh da thiét 1ap va té chuc
hoat déng trang théng tin dién
td nham phuc vu coéng tac chi
dao, diéu hanh; théng tin,
tuyén truyén va thuc hién cac
nhiém vu chinh tri ctia don vi,
dia phuong. Tuy nhién, thuc
trang hoat déng clia cac trang
thong tin dién t trén dia ban
tinh va viéc tham gia mang xa
hoi clia gidi tré hién nay cho
thay van con nhiéu cac té chuc,
ca nhan chua cap nhat va nam
bat day du cac quy dinh cua
phép luat trong t6 chic hoat
dong trang thong tin dién tirva
tham gia mang xa hoi, dan dén
tinh trang mot s6 co quan, don
vi, doanh nghiép t6 chuc hoat
dong trang thong tin dién tu
chua dung véi quy dinh; mot s6
trang thong tin dién tU hoat
déng dudi dang téng hap
nhung khong xin cap phép; c6
trang hoat déng chua dung
quy dinh tai giday phép da cap,
chua cap nhat thudng xuyén va
day du cac théng tin lién quan



dén cong tac chi dao diéu hanh,
cac chuong trinh quy hoach, ké
hoach, tht tuc hanh chinh cla
don vi; vi pham cac quy dinh vé
viéc tu'y trich dan lai cac théng
tin tU cac co quan bao chi
nhung khéng tuan thu cac quy
dinh vé ban quyén..;, Mot sé
trang thong tin dién ti téng
hop cung cdp thong tin lén
trang tin vugt qua chuc nang,
nhiém vu clia co quan dugc cap
phép; c6 trang thong tin dién tu
téng hop khong phai la trang
théng tin dién ti téng hop cla
cac co quan bao chinhung van
cho phép ngudgi st dung binh
ludn sau moi bai viét. Hién
tugng nhiing thong tin bia dat,
sai trai, xau doc dugc tung 1én
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mang xa héi véi dung y xau co
ngay cang nhiéu va dugc nhiéu
ngudi dung tham gia binh luan,
chia sé nhiing thong tin do, da
gay nén nhiing tac hai khéng
nho trong ddi s6ng xa hoi. Dé
chan chinh tinh trang nay, ngay
08/11/2017, B6 Théng tin va
Truyén théng da ban hanh
Cong van s6 4064/BTTTT-
PTTH&TTDT vé viéc tang cudng
cong tac quan ly hoat dong
trang thong tin dién ti téng
hap, trong dé nghiém cam viéc
téng hap, trich dan lai théng tin
tU cac ca quan bdo chi nhung
khong tuan tha cac quy dinh vé
ban quyén, tu y trich dan cac
tin, bai khéng xin phép; thay
doi tiéu dé bai viét, cat xén,
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thém bét ndi dung, hinh anh
bai viét, yéu cau cac daon vi,
doanh nghiép than trong khi
trich dan lai cac nguon tin tu
cac bao, tap chi dién ti khong
thuc hién dung tén chi, muc
dich, thuong xuyén bi co quan
quan ly nha nudc nhac nha, x
ly; Ban Thudng vu Tinh uy
Thanh Héa ban hanh Chi thi s6
13 -CT/TU, ngay 29/11/2017 vé
“Tang cudng su lanh dao cla
Dang doi véi cong tac phong
ngla dau tranh chng am muu
“dién bién hoa binh” trén linh
vuc tu tudng van hda trong tinh
hinh méi”.

Nham tang cudng cdng tac
quan ly hoat déng thong tin
dién ti va mang xa hdi, trong
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thai gian qua, S& Théng tin va
Truyén théng da ban hanh
nhiéu van ban chi dao, hudng
dan d6i voi cac t6é chuc, ca
nhan, trong do, tap trung yéu
cau cac t6 chuc, doanh nghiép
thiét 1ap trang thong tin dién tu
chd déng ra soat toan bd hoat
doéng, nang cao trach nhiém
trong quéan ly t6 chuc hoat
ddng thong tin trén maoi truong
mang do don vi thuc hién, cung
cap thoéng tin, cling nhu nang
cao nhan thuc d6i véi ngudi
tham gia st dung mang xa héi.
Pong thoi S& Thong tin va
Truyén théong thudng xuyén
cht tri t6 chic cac cudc thanh
tra, kiém tra, xt ly nghiém
nhiing t6 chic, cd nhan vi
pham céc quy dinh trong té
chuic hoat déng théng tin trén
moi trudng mang va tham gia
mang xa hoi. Tuy nhién qua
thuc t€ cong tac kiém tra cling
cho thay, nguén phat tan théng

tin sai pham chd yéu la tu cac
mdy chu dat & nudc ngoai, nén
viéc xtr ly, ngan chan théng tin
sai pham con nhiéu bat cap va
khé khan; luc lugng va phuaong
tién ky thuat phuc vu cho céng
tac thanh tra, kiém tra con thiéu
khéng dap Ung yéu cau dat ra,
muc xd ly vi pham d6i véi mot
s6 hanh vi vi pham chua du stc
ran de doi tugng...

Theo xu thé phat trién cla
Internet, thi su bung né cla
truyén théng tin trén moi
trudng mang trong thdi gian tdi
cang manh mé hon. Do dé,
cong tac quan ly ctia nha nudc
doi véi linh vuc nay trong thoi
gian t6i cang khoé khan, phuc
tap hon. D& thuc hién t6t nhiém
vu nay can phai cé su tham gia,
vao cudc cla cac nganh, cac
cép, cac td chic xa héi va trudc
mat cac co quan, don vi, doanh
nghiép can phoi hgp thuc hién
nhtng ndi dung sau:

1. Cac co quan, don vi, dia
phuong, doanh nghiép hoat
doéng trang TTDT, trang TTDT
téng hop va mang xa hoi cha
dodng ra sodt toan bo hoat dong
cung cap dich vuy; trién khai day
dd cac diéu kién, tha tuc xin cap
phép hoat déng, bdo ddm hoat
doéng cung cap dich vu ctia don
vi minh dugc thuc hién theo
dung quy dinh ctia phap luat.

Thuc hién nghiém viéc cung
cap thong tin trén trang chud
cla trang thong tin dién tu
téng hop theo dung quy dinh
tai Khoan 3 Diéu 2 Thong tu sé
09/2014/TT-BTTTT ngay 9
thang 8 nam 2014 cla Bo
Thong tin va Truyén théng quy
dinh chi tiét vé hoat ddng quan
ly, cung cap, st dung thong tin
trén trang thong tin dién td va
mang xa hoi. Khong tu y téng
hop, trich dan lai cac thong tin
tU cac co quan bao chi khichua
thuc hién cac quy dinh vé ban
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quyén; khong tu y thay déi tiéu
dé bai viét, cat xén hoac thém
b6t cac ndi dung, hinh anh
trong bai viét dang tai lai tir cac
bao. Dac biét can than trong khi
dan lai nguén tin tir cac béo, tap
chi dién ti khong thuc hién
dung tén chi, muc dich va
thudng xuyén bi co quan quan
ly nha nuéc nhac nha, xtr phat.

2. Cac co quan bao chi trén
dia ban tinh, co quan dai dién,
phéng vién thuong trd tang
cuong céng tac thdéng tin,
tuyén truyén cac quy dinh cla
phap luat trong viéc quan ly,
cung cap, sir dung dich vu In-
ternet va théng tin trén mang
xa hoi; tuyén truyén nang caoy
thuic, trach nhiém doi véi nguoi
tham gia mang xa héi; tich cuc
dau tranh phan bac cac thong
tin xdu doéc, xuyén tac, vu
khéng anh huéng dén tinh
hinh chinh tri va trat tu an toan
xa hoi.

3. Cac s0, ban, nganh cap
tinh, UBND cdac huyén, thi xa,
thanh phé, cacTé chuc chinh tri
- Xa hoi, T8 chuic chinh tri - Xa
héi nghé nghiép va Doanh
nghiép trén dia ban tinh:

-Tang cudng cong tac tuyén
truyén, giao duc cho can bo,
cOng chuc, vién chuc va nguoi
lao d6ng nang caoy thuc, trach
nhiém khi tham gia mang xa
hoéi; nghién ctu thiét lap trang
thong tin dién to theo hinh
thiic phu hgp dé phuc vu
nhiém vu clia co quan, dan vi,
qua do6 dé tang cudng giao tiép
V@i cac tang I6p nhan dan trong
qua trinh thuc hién nhiém vu
lanh dao, diéu hanh, tuyén
truyén duong 16i, chl truong
cla Dang, chinh sach phap luat

cta Nha nudc, thuc hién an
sinh xa hoi;

- Hudng dan can bd, cong
chuc, ngudi lao dong khong
tham gia ddng tai, chia sé cling
nhu nang cao y thuc trach
nhiém trong viéc dau tranh,
phan bac déi véi nhiing thong
tin xuyén tac, xau, doc, loi dung
dién dan dé tuyén truyén, kich
doéng bao luc, anh hudng dén
tinh hinh an ninh chinh tri, gay
phuong hai dén an ninh quéc
gia, trat tu an toan xa hoi; thong
tin vu khéng, xtiic pham uy tin
danh du cua té chc, cd nhan
gdy chia ré mat doan két ndi bo,
doan két dan toc.

-Tang cudng theo déi, kiém
tra, phat hién kip thdi cac sai
pham dé c6 gidi phap ngan
chan xtt ly hoac phéi hop vai S&
Thong tin va Truyén théng xt ly
vi pham theo quy dinh cla
phap luat; phéi hop véi S&
Théng tin va Truyén thong té
chic tdp huan vé cach khai
thac, s dung mang xa hoi qua
dé phat huy tinh tich cuc cla
mang xa hoéi trong thuc thi
cOng vu.

4. Cac co quan nha nudc
thudng xuyén dang tai kip thdi,
chinh xac cac thong tin chinh
théng trén trang thong tin dién
t’ chia co quan don vi theo quy
dinh  tai Nghi dinh s6
43/2011/ND-CP ngay
13/6/2011 ctia Chinh pha quy
dinh vé viéc cung cap thong tin
va dich vu céng tryc tuyén trén
trang thong tin dién tU hodc
céng théng tin dién ta nha
nudc dé moi ngudi dan c6 thé
tiép can thong tin. Bén canh
website clla minh can mg thém
mot kénh théng tin gidi thiéu

vé chuyén nganh va linh vuc
minh quan ly qua d6 tiép can va
dua théng tin dé dang dén
nguai dan.

Khi phat hién théng tin bia
dat, vu khong, sai su that, xtc
pham danh du cuta té chirc va
ca nhan cla co quan, don vi, dia
phuong, gay hoang mang va
bat binh trong du luan xa hoi
dang tai trén mang xa hoi, can
cht déng phan bac thong tin,
dong thaoi phéi hop véi cac co
quan chuc nang dé kip thai co
bién phap xt ly, ngan chan.

5. SG théng tin va Truyén
théng sé tiép tuc phéi hgp vai
cac cd quan chuic ndng clia tinh
tang cudng céng tac thanh tra,
ki€ém tra, x(r ly nghiém cac hanh
vi, sai pham theo quy dinh cta
phap luat.

Hoat dong trang théng tin
dién t& va mang xa héi trong
tinh hinh hién nay ngay cang
phat trién 1a mot xu hudng tat
yéu, c6 vai trd ngay cang quan
trong trong doi séng xa hoi
hién dai, dé quan ly tot hoat
dong nay can co su phéi hop
chat ché va vao cuéc déng bo
clia cac cap ay Pang, chinh
quyén va cac cd quan, té chuic,
cing nhu moi can bo, dang
vién va ngudi dan phai nang
cao nhan thuc va trach nhiém
khi tham gia st dung théng tin
trén mang internet, qua dé
phuc vu tét cong tac hoc tap,
nghién ctiu, bdo vé quan diém,
chu truong cla Pang, chinh
sach phap luat nha nudc, thuc
hién thang lgi muc tiéu phat
trién kinh t€ - xa hoi, qudc
phong, an ninh cta dat nudc./.

TRUNG TAM CNTT&TT THANH HOA - S0 08



Chii dong tich cuc dau tranh phan hac thong tin xau, déc
trén internet va cac trang mang xa hoi

PHAM VAN TUAN
Trudng Phong Tuyén truyén, Ban Tuyén gido Tinh ity

Ngay nay, cing véi su phat
trién cua internet, mang xa
héi la “manh dat mau mé”
cho viéc phdt tdn théng tin
xdu, déc.

hiing thong tin bia dat,
N sai su that, bop méo,

xuyén tac van dé, “doi
trang, thay den’, that gia, ding
sai lan 16n; hodc c6 mot phan su
that nhung dugc dua tin véi
dung y xau, phan tich va dinh
huéng du luan bang cac quan
diém va ludn diéu sai trai, thu
dich. La cac dang thong tin cé
ndéi dung khong phu hop vé
chudn muc dao durc, van héa,
thuan phong my tuc, nhu: Boi
nho dai tu, vu khéng cé nhan...;
thong tin co tinh chat t6i pham
tin hoc, nhu: Lua dao trén
mang, danh cap théng tin, mat
khau, tan phat vi rat...; thong tin
sai trai cé tinh chat chinh tri,
nhu: Xuyén tac su that lich s,
pht nhan Chi nghia Mac -
Lénin, tu tuéng H6 Chi Minh,
chéng pha duong 16i, cha
truong, chinh sach cta Pang,
Nha nudc va dia phuong, bia
dat, vu cdo, noi xau cac déng
chi lanh dao cap cao clia Dang,
Nha nudc va dia phuong, dién
hinh nhu, cuéi nam 2016, B6
Cong an phéi hgp véi Cong an
tinh Thanh Hoa bat d6i tugng
Nguyén Danh Diing, thuéng tru

tai phudng Tao Xuyén (TP
Thanh Héa), la chu tai khoan va
quan tri, diéu hanh kénh
Youtube “ThienAn TV” dang tai
hang tram video ¢6 ndi dung
xuyén tac, boi nho, ha uy tin cac
dong chi lanh dao Bang, Nha
NUGC va phat tan trén mang in-
ternet, mang xa hoi.

Tac hai cdia nhiing thoéng tin
xau, doc trén internet va mang
xa hoi do cac thé luc “mang
den” tung ra cé tac déng tiéu
cuc dén tinh hinh tu tuéng, du
luan xa hoéi, gay nghi ngg, gieo
rac su hoang mang, dao déng,
lam gidm sut long tin cia mot
bo phan can b, dang vién va
nhan dan d6i véi Dang, Nha
nudc va cap Uy, chinh quyén
cac cap. Hé luy clia théng tin
xau, doc anh hudng rat Ién dén
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dao duc, 16i séng, nhan cach
cla ca nhan va cong déng xa
hoi.

Diéu dang ban khoan hién
nay la cé khéng it can b, dang
vién va nhan dan do nhin nhan
cac van dé chua toan dién, nén
da dua ra nhirng quan diém bat
man d6i véi Pang, véi ché do;
chia sé, binh luan nhiing théng
tin thiéu chinh xac, tao du luan
trai chiéu, gy anh hudng tiéu
cuc dén su 6n dinh, phat trién
chung cla tinh va dat nudc.
Khéng it can bg, dang vién nup
dudi danh nghia tri thic, van
nghé si, nha tu thién... thong
qua facebook, zalo dua nhiéu
thong tin quy chup, phién dién,
anh huéng dén viéc thuc hién
cac nhiém vu chinh tri clia cac
dia phuong, don vi, la cc s& dé



cac thé luc thu dich théi phéng, xuyén tac su that.
Khi c6 ngudi nao d6 Ién an thud doan, muu mo
cla cac déi tugng nay thi ching dung luc lugng
“danh héi déng”, lang ma, chi béi, de doa, triét
tiéu ngudi tot, ngudi thé hién chinh kién. Nhiéu
ngudi do cht quan, mat canh giac nén dé bi roi
vao “bay” ctia nhiing ké co hoi, phan déng.

Cac théng tin xau, déc da dugc lan truyén
nhanh chéng sau khi ch nhan ctia ching déng
tdi trén trang thong tin ca nhan. Hang nghin lugt
ngudi, trong do c6 can bd, dang vién da thé hién
quan diém ca nhan trén facebook nhu “Like”
(thich), nhiéu nguai trong s6 d6 con nhiét tinh
“Share” (chia sé) tao du luan x6n xao, bat an.

Chi thi sé
13-CT/TU,
ngay 29-11-
2017 cla Ban
Thudng  vu
Tinh Gy Thanh
Hdéa néu: “Hién
nay mot sé cap
Gy dang, chinh
quyén, MTTQ,
cac doan thé
va mot bod
phan can bg,
dang vién va
nhan dan chua
nhan thac day
da tinh chat
nguy hiém vé
am muu, hoat
dong  “dién

bién hoa binh”
cla cac thé luc thu dich; chua nhan thuc ré tac
hai cGa “tu dién bién”, “tu chuyén héa” trong noi
b0, tiém an nguy co c6 thé gdy mat 6n dinh chinh
tri - xa hoi trén dia ban, nén trong céng tac lanh
dao, chi dao chua quan tam dung muc t6 chuic
thuc hién cac bién phap dau tranh, ngan chan;
nhat la cong tac dau tranh phan bac thong tin sai
trai, xuyén tac va cac hoat dong chéng pha cla
cac thé lyc thu dich con ling ting, bi dong, thiéu
sac bén, hiéu qua chua cao”.

Dé tao su thdng nhat va chu déng tich cuc
dau tranh phan bac théng tin xau, doc trén inter-

net va cac trang mang xa hoi, thiét nghi cac cap
ay dang, chinh quyén, doan thé, co quan, don vi
can thuc hién tot cac giai phap sau:

Mot 13, lam t6t cong tac tuyén truyén nang
cao nhan thurc clia cac cap Uy, chinh quyén, doan
thé, co quan, dan vi, can bo, dang vién va cac
tang I6p nhan dan thay ré tinh hai mat cta inter-
net va mang xa hoi; nhan dién cac tha doan, ndi
dung chua dugc kiém chiing, nhiing théng tin
xau doc, tinh chat nguy hai cta no6 doéi véi ca
nhan va xa héi. Qua do trang bi kién thic can
thiét dé moi ngudi c6 thé tu sang loc, ti€p nhan
thong tin hitu ich, chinh thong, dong thai “mién
dich” v&i nhiing thong tin xdu, doc lam nhiéu
loan moi
truong xa hoi.

Hai la, dinh
hudng kip thai
viéc s dung
mang xa hoi
trong can bg,
dang vién,
cong  chug,
vién chuc, hoc
sinh, sinh vién;
ngan chan,
chan  chinh
viéc s dung
cac mang xa
hoi dé dang
tdi, chia sé,
binh luan
nhing thoéng
tin c6 ndi dung
xau, doc,
xuyén tac chu truong clia Bang, chinh sach, phap
luat ctia Nha nudc, nhiing hinh anh tréi véi thuan
phong, my tuc va chuan muc dao duc xa hoi, xam
pham dai tu, danh du, nhan phdm ngudi khac.

Ba la, chtl déng ndm bat tinh hinh tu tuéng va
du ludn xa hoi; sém phat hién va xu ly kip thoi
nhing biéu hién phuc tap, n6i cdm phat sinh,
nhiing van dé bat cap buc xdc trong xa hoi,
khéng dé cac thé luc thu dich Igi dung kich déng,
khi€u kién, bi€u tinh gdy mat 6n dinh chinh tri.
Can t6 chic tap huan, béi dudng nghiép vu trang
bi kién thuic, ky nang cho luc lugng nong cot,
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thudng truc dau tranh, phan
bac cac théng tin xau, doc trén
cac trang mang xa hoi.

Bén la, phat huy vai tro cla
cac t6 chuc quan ching, cac té
chtc chinh tri - xa hoi, huy déng
lyc lugng quéan chdng san sang
t6 chiic dau tranh truc dién véi
nhing thong tin xau, doc trén
internet va mang xa hoi; san
sang tham gia chia sé, binh
luan, nhan réng cac bai viét vé
guong ngudi tét, viéc tét, dién
hinh tién tién, mé hinh mdi,
cach lam hay nham cé v, dong
vién déng dado moi ngusi tham
gia, tao hiéu Ung t6t trong xa
héi. Khi ti€p can vai cac bai viét,
cac thong tin thi€u chuan xac
vGi muc dich pha hoai su én
dinh, kich déng, xuyén tac
duong 16i, chu truong cla
Dang, chinh sach, phap luat ctia
Nha nudc va dia phuong phai
thé hién ré chinh kién bao vé
chinh nghia, |1é phai, tranh tinh
trang a dua. Khéng tham gia
chia sé, binh luan nhing thong
tin khéng chinh théng cé néi
dung gay phuang hai dén uy
tin cla té chuc, danh du, nhan
pham cda ca nhan.

Nam |3, tang cudng cac bién
phap ky thuat ngan chan thong
tin xau, doc; phat hién yéu té
mat an toan, an ninh théng tin,
cacvu I, lot tai liéu bi mat Nha
nudgc trén internet; thuc hién
té6t coéng tac quan ly bao chi
dién t, mang xa héi va cac loai
hinh truyén théng khac trén in-
ternet va mang xa hoi; kip thaoi
phat hién, x{t ly nghiém nhiing
trudng hgp vi pham theo quy
dinh cta Bang, Nha nudc, gop
phan bao vé an toan, an ninh
thong tin, bi mat Nha nudc./.

Ky nang phaj:ﬁ?I;;inQW =
T'HT“C GIA
TREN MANG

NGUYEN THI THU HA
Phong qudn Iy CNTT, S6 Thong tin va Truyén thong

ang Internet cho chiing ta co héi tiép xuc vdi tin tic
M mot cach nhanh chéng, doéi khi sy viéc chua kip 1én

bao chi chinh théng thi chiing ta da kip biét thong qua
internet. Tuy nhién, viéc moi ngudi déu cé thé lam nha bao
ciing mang dén mot phién phuc hét stc I6n, d6 1a van nan tin
tuc gid mao, hay con goi la fake news. Trén thé gidi, tin gia tran
lan, va Viét Nam cling khéng nam ngoai xu thé nay. Ching ta
da ching kién c6 rat nhiéu noi dung vé thudng vo phat, tham
chi sai léch, da dugc ngudi dung mang xa héi gop phan phat
tan réng rai. Trong s6 nhiing ngudi chia sé cac théng tin that
thiét nhu vay trén mang xa héi c6 ca nhiing nhan vat cé uy tin,
¢ anh hudng, tham chi dugc cho la "thao tin" hon nhiéu nguai
dung khac.

Su bung né cda tin tuc gid mao (tin bia dat, khéng dung su
that) da lan tran trén mang xa hoi trong nam viia qua. Tai My,
tin tuc gid mao (fake news) cling tran ngap trén Facebook,
Google, Twitter... Tai Viét Nam, theo sé liéu théng ké tir chuang
trinh danh gia an ninh mang cua Bkav cho thdy, 63% nguoi
dung thudng xuyén doc dugc tin tuc gia mao trén Facebook,
trong d6 40% la nan nhan hang ngay.

Viéc doc thong tin gid mao khong chi khién ngusi doc
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hoang mang ma con tiém an nguy co gay bat 6n
xa hoi khi ké xdu ¢6 tinh dua tin sai su that lién
quan dén tinh hinh kinh té, chinh tri cha dat
nuac.

Tham chi, nhiéu ngudi con mat tién oan bai
nhiing thong tin gid mao trén mang xa hoi. Trong
do, trang tin clia cdc nhan hang I6n tai Viét Nam
bi gida mao nhiéu nhat. Vi qua tin vao nhiing
thuong hiéu nay véi nhiing 16i mai chao hap dan
nhu share trang va dé lai théng tin dugc tang
qua, mua hang gidm gid khing con vai chuc
ngan dong, khuyén mai dén hon 70% gia tri hang
hoa... da khién nhiéu ngudi bi Ila. Hinh thic Itra
phan I6n la khi dé lai s6 dién thoai, thong tin ca
nhan trén trang thong tin ltia ddo, nhiing ngudi
nay sé nhan dugc tin nhdn chuyén khoan dé “dat
coc” moén qua, mén hang siéu ré...

Dién May Chd Ldn da thém 2 anh mdi.
' gt @

R

<~ Cach d3t mua hang trong sy kién * GIAI PHONG HANG TON KHO - GIA
CHITU 30K " =
» D& thudn tién trong viée nhin va trd 16i don d3t hing cla quy khich,
tranh céc tin nhin Spam am chdm cdng viéc. Khi mua hang quy v vui lang
dat trudc 20.000d bing Thé cao dién thoai cho clia hang, théng qua
website dit hang cla Dién mdy Chg Ldn (tign dit trudc s& dugc trif ra).
B3 Website dit hang https://goo.gl/9TYXsb
) Céch thife dét dé dit tién + don hang qua website
= Bude 1: Chon loai thé cio quy khach hién cé, hién hé trg 3 loai Mobifone,
Vinaphone va Viettel. Sau dé ghi diing S Seri va M3 58 Thé.
- Budc 2: Ghi ho tén quy khéch trong & [TEén nha tai trg], Ghi cdc mat hang
cén mua, dia chi giao, s6 dién thoai quy khéch trong & [Ldi nhin hodic yéu
cdu]
- Budc 3: Nhin DOMATE Thé Cao, nhin vién sé& xde nhin thé va lign hé
giao hang trong chua day 1 phiit
»- Thong tin gid ca
» MNdi Com Dién 45K
= Ban Ui 30K
A . A [ s A
Mot Fanpape gid mao trén Facebook khién nhiéu
N, R BN A, <A
nguoi bi lita mat tien.

Ngoai ra, nhiéu ngudi khi thay trang tin cé tiéu
dé hay, hap dan da vao xem, nhung sau d6 da bi
Itra vao trang khac bat dang nhap thong tin tai
khodn Facebook; hay khi mua hang tring trang
web lira ddo da “vo tinh” tiét 16 théng tin tai
khoan ngan hang... ciing khién nhiéu ngugi bi
mat tién oan.

Nhu mgi day nhat, ngay 19/12/2017, nhiéu
ngudi dung tai Viét Nam da lay nhiém ma doc
dao tién 4o trén Facebook véi téc do lay lan
chéng mat, ci 3 phut lai c6 mét ngudi bi lay
nhiém ma déc nay. Sau khi lay nhiém, ma déc sé
am tham st dung tai nguyén ctia mady nan nhan

dé chay cac chuang trinh dao tién. Théng ké tu
hé théng giam sat virus cta Bkav, tinh dén nay
da c6 hon 23.000 may tinh tai Viét Nam nhiém
loai ma déc dao tién do nay.

Mét hinh thiic phé bién trong viéc gia danh
nhling trang bao chinh thong, nhiing kénh tin
tlic ndi ti€ng nham lam tang muc tin tudng cla
ngudi dung facebook vao nhiing tin tuc dé. Bién
hinh nhu khi ching ta doc tin tuc trén facebook
va thay thong tin chia sé nhu sau:

KHAN CAP: Hang loat tré em nhap vién vi ngd déc thit lgn
¢6 chifa thudc an than

1

Thoat nhin thi day cling la mét tin tuc binh
thuong, noéi 1én cai van dé ma moi ngudi déu
quan tam nhat la cac bac phu huynh. Nhin tin
nay, chac chan khong it ngudi sé chdng suy nghi
va nhan vao dé doc tin. D& y thay goc bén trai co
ch@ “Tudi tré Viét Nam”, trong dau ai ciing nghi
chac la tén trang web cha tin dé, nghe n6 ciing
giébng tén mét trang chinh théng day chd, nhu
tuoitrevietnam.vn chang han, mot trang vé doan.

Khi nhap vao tin d6, n6 sé dua ta dén mot
trang web nhu sau:

e L’f

KHAN CAP: Hang loat tré em
nhdp vién vi ngd doc thit lom 6
chira thudc an thin

aTHANG 102017

Xét nghi¢m ban diu tir cic tré nhip vién cho thily
céic bé déu c6 difu higu bj ngf doe véi chiit
acepromazin, ddy 1a chilt c6 trong thude an thin
thiromg dwgee tiém cho heo trirére khi mé. Hign
i 6 63 tré nhjp vign trong tinh trang nguy
hiém, s6 wgmg cic tré nhip vién ciip ciu ngiy

mét ting cao.

B o8 viét cia Ann

o 0 2

Xem thém b
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Van dé chinh & day la nhiing ké xau lgi dung
diéu nay dé thuc hién dua nhiing tin tuc gia, giat
gan nham gay hoang mang cho ngudi doc ciing
nhu thu dugc Igi nhuan tur quang cado khi cé
ngudi doc tin tuc va click vao quang cdo trong
bai viét.

Chung ta c6 thé dé dang thay d6i banner cua
trang web thanh bat ki trang web nao minh
mudn, nham dé dang danh Ila ngudi doc tin
tudng vao tin tuc hon khi do la nhiing trang web
tin tuc chinh théng. Tuy nhién, néu ching ta
kiém tra ky dia chi cGa trang web dua tin trén
bang cach bdm chudt vao “Sao chép lién két” dé
copy dia chi ra mot chd khac hoac “Mé bang trinh
duyét” dé biét dugc link trang web géc.

@ Facebook wil & 3

16:52 @ 73% wm

quochoi.org &

KHAN CAP: Hang loat tré em
nhap vién vi ngo doc thit lon
c6 chira thuéc an than

(Xa hai) - Xét nghiém ban dau tr cac tré nhap
vién cho thay cac bé déu c6 diu hiéu bi ngd déc

it
KY NANG PHAN BIET

Tl

N GIA TREN MANG

BA BUGC BON GIAN KIEM TRA TIN GIA

@ xiic win 00 PH soN
Tin phai xuat hién

chinh théng

”
TIN LUA DA

@ KIEM TRA NGUGN THONG TIN

i y
hau hét trén cac i)
phuong tién d == l NI‘EH\;VS l %
truyénthéong I \;', >

CAC LOAITIN GIA

Te bao uy tin hoac
nguén chinh théng

“'T:L-

@ riehaa cieo

Théng qua céc
trang web
kiém tra
suthat
(Snopes,
Politifact)

]

0 TIN THIEN VI

Chi chiia 1 phan tl

sy that (1 théng tin,

13y ra tir 1 b&i canh).

hong tin Sukién thuc té bi ngudi viét
1 cau trich thao ting theo hudéng cé loi
.. dé truc lgi cho 1 muc dich

o
=z v =)
~
- - [T
TIN CAU "VIEW" TIN VU KHONG

Tua bai gay séc nhung
khac ndi dung, kich thich
ngudi doc bdm vao dé ting view

C4t ghép, nguy tao hinh anh,
clip, tao ra 1 cau chuyén
khéng ding... dé boi nho

v&i chat acepromazin, day 1a chat cé trong thuéc
an than thwong dwoc tiém cho heo trwéc khi

mé. Hién da c6 63 tré nhap vién trong tinh trang
nguy hiém, sé Iwong cac tré nhap vién cap clru
ngay mét tang cao.

KIEMTRAXURTXG  KIEM TRA TUA BAI CO KHGP VI NOI DUNG =
THONG TIN Bimng nén chidoc tua ma thamchi I
L khéng nhap vao dé xem thuc chit
Tin tur cac trang cé néi dung
: "dudi" tén mién '
™~ = % J la ldam nhu = = =
] AR 0 "co' hay“su'., | | KIEMTRATHEI GIAN THONG TIN
hay canh giacl!! Nhiéu théng tin bj “khai quat” chinh ~
Chung ta c6 thé thay, trang web goc la & - il E
quochoi.org thay vi dia chi hién thi nhu ban dau. - ’ =
Nhu vay, tin tlc gid mao mang lai nhiéu hé — XEM XET NGUGN TIN TRONG BAl 3
, NN n . N V== Tin gid khéng néu dugc thong bao —
qud cho ngudi dung trén moi trudng mang. Sau ﬂ hay tuyén b6 gl cda nhing don v ¥ I
day 1a nhitng ky ndng co ban gitp cho ngudi St onigRes ihen s B
dung dé dang phan biét tin tic gid mao trén moi TAUYLAINHONG | XEMXETBOPHOSONG | | XEMLAICH QUAN
trudng mang. CAU TRICH DAN Tim kiém them cac BAN THAN
: Tim kiém, kiém tra nguon tin Néu doc dugc mot
chinh théng khac

[P TRUNG TAM CNTT&TT THANH HOA - SO 08

KV NANG KIEM TRA TIN GIA

phat ngén ctia nhiing
ngudi néi tiéng
vira dugc dé cap
trong bai bao

,'.O\

xem c6 noéi gl vé
su viéc do6 khéng

théng tin va nhan thdy
c6 vé nhu "hay toi
mc kho tin" va
"diding nhu minh nghi”
thi héy%cin trong!!

T




Tong hop cic bién phap bio vé tii khodn mang xa hoi an toan

NGO THI PHUONG
Trung tam CNTT&TT Thanh Héa

acebook Ia mang xa hoéi khéng 16 vé6i gan 2 ek
ty ngudi dung. Chinh diéu nay da bién Face-
book trd thanh muc tiéu tan cong véi cac
t6i pham mang. Sau day la téng hop 10 cach ma

| session hijacking

cac hacker dung dé tan céng va chiém doat tai 58 dénh Néu ban oong Fiefox hay i tien (ch
: , o 100 ke TLS: ndy ben oo

2 £} A \ ~ 7 e = Chrome thi c&l KB SSL Enforcer. C& hai
khodn Facebook cta ngudi dung. Cling nhu cac : : _ F e o o i b

cla trang web ban dang xem.

bién phap bao vé tai khoan mang xa hoi an toan.

HACK #1

Gia dang Facebook la hinh thirc phé bién nhat ma cac
hacker dang ap dung hién nay dé hack cac tai khoan.
Cé nhiéu thu doan dé tan céng theo dang nay. b kit i ciin minh dang b) theo dBL.

don g

trang dang

o dign gibng voi
Facebook that

—h

HACK #5

Mot emall gl dén yéu

cau dang nhap Fac

dé dang nhap trang do.
Sidejacking la phuong phép
phé bién dé hack tai khoan
email va Facebook. Pay la
céch danh cdp théng qua
viéc ngudi ding sir dung
mang Wi-Fi céng céng dé
dang nhap mét trang Web.

Firesheep dugc ding mét
cach rdng rii dé thuc hién
sidejacking, dac biét hiéu
qua khi ngudi ding va
hacker dang ding chung
mét mang Wi-fi.

R\

€6 thé néi Sidejacking la
Hai cach Keylogging mét cai tén khac cla session
g nhung tdp trung
Chuong trinh cl y8u vao ngudi dung
keylogger Wi-Fi.

A

Chay dugc trén
chc 1 didu
hanh hign nay.

P-hén cling
Keylogger HACK #6

iy JOBILE PHONE H

Hang triéu ngudi ding ding nhip Facebook qua dién
thoai cia minh. N&u Hacker cé thé xdm nhap vao dién
thoai ciia nan nhén thi ngudi ding cé thé bi mat tai
khoan cia minh. Ngoai ra con cé rat nhiéu chuong
trinh m& déc dugc thiét ké cho dién thoai.

Lam sao dé ch&ng hack Facebook qua dién thoai?

Hon 80% ngudi dung thudng luu mat khau trén — Xac nhan s& dién thoal
trinh duyét cua minh dé dang nhap Facebook. B 1 Xac nhan s6 dién thosi ug:::g

Han cach nay rat thuan tién cho ban, nhung cuc [ ! ] mét trong nhidu céch dé {
ky dang lo ngai vi cac hacker c6 thé dé dang truy Sy, At khdu
cap danh cap mat khau luu trir cda ban. & cho ban mi

Cach ngan cac Stealers hack tai khoan Facebook

Néu ban
Sur d i an ly 1 Tranh luu mat khdu trén trinh duyét
X n i v ? nhap mot
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HACK #7

Néu hacker c¢é thé truy cap truc tiép
qua may tin h cia ban, han cé thé gén
mot USB cé cai mét chuong trinh tu
déng xuat cac mat khau duge luu trén
trinh duyét.

Cach chéng hack qua USB

1. Birng dé laptop ¢ noi khéng an toan
2. Cai chuang trinh canh bao may tinh
khéng chdp nhin cac thiét bila

HACK #8

MAN IN THE MIDDLE ATT

N&u nan nhan va hacker dang ding chung métt mang
LAN, hacker cé thé x&m nhép vao gilia ngudi ding véi
server, hodc c6 thé gid lam gateway mic dinh va danh
chp tét ca théng tin truy cap.

E K&t néi théng thudng i

———

Hacker s& bi mat chuyén tiép va cd
kha n&ing thay déi ndl dung glao tiép

s
gifa 2 bén, l1am cho ho tin ring ho
dang giao ti€p trye tiép véi nhau. -

HACK #9

Botnets khong thudng ding dé hack tai khoan
Facebook bdi vi chi phi cai dit kha cao. Ching
thuéng ding cho cac tan céng nghiém trong hon.

Botnet la cac mang may tinh dugc tao lap tir cac
may tinh ma hacker cé thé diéu khién tir xa. Céc
may tinh trong mang botnet la may da bj nhiém
malware va bi hacker diéu khién. Mét mang botnet
c6 thé ¢ toi hang trdm ngan, tham chi la hang triéu f:
may tinh.

Mbét 58 botnet ndi ti€ng co thé ké dén 1a Spyeye va
Zeus.

HACK #10

két ndi, hacker c6 théd ing DNS Spoofing tin cdng va
thay déi trang facebook.com chinh thire thanh trang
gla cla h&\.Tﬁde hén cé thé chiém quyén truy cip tal
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Lam sao dé biét tai khoanFacebookcé bi
hack hay khéng?

Cé mot cach don gian dé kiém tra. Trén giao
dién cta Facebook sau khi da dang nhap vao, vao
biéu tuong c6 hinh dang 3 gach ngang & géc
phai (trén thiét bi di dong) hodc ddu tam giac
ngugc (trén PC). Dén phan Cai dat > Cai dat tai
khoan > Bao mat > Noi ban da dang nhap.
.TI,:. . T —5

& Chung Bao mit va dang nhip

B qurin,
1) Dong i gian va gin the:

® wocasen

(i) i aang st it 101 ban 43 gang i

@ Tanavie [E5] My tinh Windows - Dism Thu, Vistnam
B oigong ang hoat Gong
D il vibt coog kot

8 U dung v wang v

iPhone 7 - Thanh Héa, Vietnam III

Kndngphiiban?

- Aa gl
@ st s bl v b o]

I
Danh sach tat ca cac thiét bi ma ban da dang
nhap va vi tri cla chidng sé dugc néu ra & day.
Né&u cé mét dia chi dang nhap bat thudng thi rat
c6 thé ban da bi tan cong. Néu ban thay bat cu
thar gi khong phai la ban, hay click vao biéu tugng
Dang xuat tai khoan dé ngay hoac click vao
Dang xuat khoi tat ca cac phién

1.1. Mét vai dau hiéu cho thay tai khoan
facebook da bi tan céng

Mét s6 biéu hién cho thay tai khoan facebook
da bi tan cong la:

- Tén, ngay sinh, email hodc mat khiu cua
ngudi dung da bi thay déi.

- Mét ngudi nao do6 da gui yéu cau két ban téi
nhling ngudi ma ching ta khong biét.

-Tin nhan messenger da dugc gui ti tai khoan
clia chung ta, nhung ching ta khéng soan tin
nhan dé.

- Bai dang xuat hién trén dong thai gian ma
ching ta khéng dang.

1.2. Lam gi khi tai khoan bi tan céng?

Sau khi da két thac nhiing dang nhap khong
rd nguén goc & budc trén, hay thay déi ngay mat
khau cla tai khoadn facebook. Tiép theo, nhg dén
su giup d& cla Facebook. Facebook cé mot hé
théng gitp ban néu ching ta bi tan cong.

Tai khoan bi hack va gia mao

Tai khoan ciia ban phai dai dién cho ban va chi minh ban ¢6 quyén truy cap vao tai khodn do.
Néu ai 6 4y duoc quyén truy cap vao tai khodn cisa ban hodc tao tai khoan dé gia danh ban
hoac nguoi khéc, chiing 16i mudn trg gidp. Chiing 16i ciing khuyén khich ban cho chiing ti biét
vé tai khodn dai dign cho nguoi, this cung, nhan vat ndi tiéng hoac 18 chic gia mao hoac khang
co thy

Tai khon b hack va gid
mao

Tai khoan bj hack

T6i cho rang tai khoan ciia minh dé bi hack hodc ai d6 dang sir dung trai phép tai khoan cia -
6.

Toi nghi tai khon cita ban 16i da bi hack.
Tai khoan mao danh

Lam cach nao 8 bao céo mdt tai khoan mao danh?

Lam cach nao @8 bao cao mdt tai khoan dang gia danh 16i?

Lam cach nao dé yau cau thong tin vé dong thol gian dang mao danh 13i?



Truy cap trangTrg giupcla Facebook, click
chudt vao Téi nghi rdng tai khodn cta téi da bi
hack sau dé click vao Cdc céng cu va meo sau.
Facebook sé dua ching ta dén moét trang mdi,
hudng dan cac buéc dé bao vé tai khoan cda
ngudi dung.

1.3 Lam sao dé tu bao vé tai khoan?

Facebook cé rat nhiéu tinh ndng bao mat, chi
can kich hoat ching. Bdng cach vao biéu tugng
c6 hinh dang 3 gach ngang & goc phai (trén thiét
bi di déng) hoac dau tam giac ngugc (trén PC).
Dén phan Cai dat > Bdo mat. Bat Canh bao
dang nhap dé nhan dugc théng béo khi tai
khodn dang nhap. Diéu nay gitp phat hién sém
nhiing dang nhap trai phép, ngan chan sém nhat
cac thiét hai gap phai.

Q Teang chi &
o Dhimitiniy crinsi
@ Ding nhip bing dnh dal dign Chimby i
Bt - Nhdn Pod: @ who deih (3i dién 98 dBng
i thue 2yt
e e O B
() Pangnhip heply Hem
Mgt khdu (mg dyng

Tan curdrrg bido mat

Chinh sira

4 Nhan cinh bio v nhiing 13n ding nhip khéng nhin ra
Bt » Chiing 101 56 cho ban bilt ndu 31 34 ding ahdp K thidt b hoke rinn durét mé

21 Chen3 @én 5 ngudl ban @& l1én hé néu ban bl knéa til khedn

Tiép theo kich hoat Xac thuc 2 yéu té dé tang
cudng kha nang bao mat.

Céac thiét 1ap co ban dé ban bao vé cho tai
khoan Facebook clia ca nhan

2.1 Pang ky sé dién thoai véi Facebook

Diéu dau tién can lam la thiét 1ap so6 dién thoai
clia minh gan véi tai khoan Facebook, bang cach
truy cap vao Cai dat > Di ddng. Sau d6 nhan tién
hanh nhap sé dién thoai ctia minh vao 6 tréng
theo yéu cau dé nhan ma xac nhan.

o® Chung
12} Biio mitva dling nhdp

Cai datdi dong

B Curnridngtr

1] Dang thin Gean vd hn he
@ Locaron

© crin

2 Hatn noir

[ Mg dang khwiin mat

X33 ki 1 Bhodn cda ban

* Thim 50 dun 1o o1 30ng khic

B0 MALDEn M7

Nt i By t ' Chinh 3ira

B v dursg vi trang wibs

Sau khi da nhap ma xac nhan xong, sé c6 thé
kich hoat tinh nang nhan tin nhan SMS tu Face-
book. V&i tinh ndng nay, khi cé tin nhdn méi hoac
bai viét mé&i dugc dang trén trang ca nhan cla
minh, ching ta sé nhan dugc tin nhan gui dén
dién thoai.

2.2 Thudng xuyén “sang loc” lai nhiing ting
dung da lién két véi tai khoan Facebook cua
minh

o® Chung

Ung dung va trang web
4 Gang nhap bing Facebook

8 Bao matva ding nhsp

Hoatdong o Héthan  Paxta Tim 6ém tng dung va trang web

Dugc phép truy cap di liéu

€ Hapthu hé try

Video
L Tay chen

Hau hét cac ing dung va website hién nay
déu bd sung thém tinh nang lién két vaéi tai
khodn Facebook nham don gian hoa viéc dang
nhap va st dung dich vu ctia ho. Tuy nhién, doi
khi ching ta cling nén ra soat lai danh sach cac
tng dung va website ma minh da lién két vdi tai
khoan Facebook dé tranh bi ro ri nhiing thong tin
ca nhan khi khéng con st dung cach dich vu cta
ho nita bang cach truy cap vao Cai dat > Ung
dung.

2.3. Sao luu dit liéu trén Facebook

Dé tranh cac trudng hgp xau nhat cho tai
khoan clia minh, chiing ta nén sao luu tat ca noi
dung nhu nhing buc anh, video, cac bai viét, cac
tin nhan,... ctia minh vé may tinh bang cach su
dung tuy chon “Tai xuéng ban sao dir liéu Face-
book” trong muc “Cai dat tai khoan chung”.

Cai dat ti khoan chung

T Bao mat va Gang nhgp

() Nnén dang khusn mat

@ méngbio
8 oicing

88 Ung ung va trang web

2.4. Thiét 1ap mdt mat khau manh cho tai
khoan Facebook
Mot su that la c6 kha nhiéu ngudi dung sur

dung ngay sinh, ho tén, s6 dién thoai ciia minh
ra dé lam mat khau, hoac st dung nhitng mat
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Thong tin <o bin vi lién hy

khau don gian dé dang nhap. Khi hacker mudn
tan cong nick facebook thi dau tién ho sé nham
vao nhimng théng tin d6 dé do tim mat khau.
Riéng email dang ky tai khodn facebook thi ciing
nén dat mat khau that an toan, vi néu tan céng
khong dugc & facebook thi hacker sé chuyén
sang tan cong email.

2.5. Khong cong khai thong tin ca nhan
trén Facebook

Dé tan céng dugc mot tai khodn facebook
theo ki€u do tim mat khau thi ké tdn cong dua
vao théng tin cGia ngudi dung. Vi thé chang co li
do gi public (cong khai) thong tin ca nhan dé moi
ngudi déu c6 thé xem ca. Théng tin ca nhan khi
ban dang ky facebook bao gobm ngay sinh, s6
dién thoai, email. Va vé sau facebook bat ban
phai cap nhat nhitng thong tin nhu: qué quan,
trudng hoc, cong viéc...

DE an dugc thong tin ca nhan thi ¢ thé vao
day dé thiét lap:

Vao trang facebook cd nhdn > Gidi thiéu:

Vao cac muc tuang ting: Téng quan, Thong tin
co ban valién hé... 8 day can an hét nhiing théng
tin khong can thiét bang cach bam vao chinh
stia > chi minh téi (biéu tuong cai khéa). Hay
an nhiing théng tin sau: sd dién thoai, email,
ngay thang nam sinh... Néu ching ta da cam thay
chua an toan thi cho an hét tat ca.

Déngthéigian  Gisithigu  Banbé Anh  Xem thim -

A Giéi thigu

X
D Mol repuriri
b i
o i O i 1
& Tiychlen

* Tiryehonknde

2.6. Khong luu lai mat khau trén trinh
duyét

Hién nay cac trinh duyét déu ho trg luu lai mat
khau khi ngusi diing dang nhap mot website nao
do, cling nhu tinh nang duy tri dang nhap cua
facebook. Chung ta khéng nén chon tinh nang
nay béi tac dung cda né la luu lai mat khau tai
khoan facebook cho lan dang nhap tiép theo.
Tuy nhién, diéu nay cling tiém an cac rdi ro trong
viéc 16/lot mat khau. Ké tan cong chi lam vai thao
tac la 1dy dugc mat khau luu trén trinh duyét.

{38 TRUNG TAM CNTT&TT THANH HOA - SO 08

Mat khau

Mat khiu d3 luu

‘ R addmefastcom/recover/cSas7Bflb.., nh™=-

gmailcam  sssseees
i “ cpanelhostingervn/ordérfaccount.,  sssesses
i mxhviet.com/wp-login.php B ERNER S
i (] https:/flogin.five.com/login.sr truong i iy, PN

| [ https:/flogin.five.com/ppsecure/po...
\

N f] https:/Avi-vn.facebook.com v

Vi thé hay bo dau check & 6 duy tri dang nhap
clia facebook va vao chrome://settings/ (google
chrome) kéo xuéng phan Mat khau va biéu mau
va bo dau check dé trinh duyét khéng luu lai mat
khau khi dang nhap nira.

2.7.Thiét lap email cho tai khoan facebook

Khi dang ky tai khoan facebook thi dung sé
dién thoai dang ky va khéng thém email vao.
Hoac c6 ngudi lai dang ky bang email va khong
thém sé dién thoai vao. Binh thudng khong co
van dé gi thi khéng sao, nhung néu tai khoan
facebook bi hack hay bi block tai khodn thi moi
lién lac hé trg véi Facebook déu thong qua email.
Sau day la huéng dan dang ky thém email va s6
dién thoai cho Facebook.

Nhap vao dau tam giac nguoc (trén PC) & goc
trén cung bén phai ctia Facebook va chon Cai dat

1. Bam chuét vao Chung

2. Bam chuét vao Lién hé dé thém mot email
m&i vao tai khoan hoac nhap vao Xéa dé xoa
email khoi tai khodn ctia ban

3.Nhdp vao Luu thay déi

LiL

%% Chung
1 Blo mitvd ding nhip

Cai dgt tal khoan chung
Tén
4 ginmi Tén tagured iy s Darwracet rmoanganttuon

Lién b Thiirag tin #én b chink

(& rende gang Khutn it

Trbm oma node 56 & ing Kae

B Thing bio
8 oidtng
B3 B idt cng bl

Cha phép ban i thi ¢ dia cnl email ciia th1 wong T théng n cda
ban mubng

Lo

L ot 1 Khoie quing cho ity tgmail.com

Nt 60

Clng tai budc nay, ban cling c6 thé thém ca
s6 dién thoai vao tai khoan Facebook.

S el I

ciink sira



thoi diém hién tai da chinh thic thong bao
vao ngay 4/4, thong tin cd nhan cuia 87 triéu
ngudi dung cé thé da dugc chia sé véi cong ty tu
van chinh tri Cambridge Analytica ctia Anh. Con
sO tai khoan bi thu thap théng tin do céng ty nay
trudc do la 50 triéu.
Theo d6 c6 86.273.879 tai khoan Facebook bi
[6 lot thong tin ca nhan, Viét Nam dung thu 9
trong danh sach cac quéc gia ¢ s6 nguadi dung
bi 16 théng tin véi 427.446 tai khoan (chiém
0,5%), diing dau danh sach la My vai 70.632.350
tai khoan (chiém 81,6%), tha 2 la Philipines véi
1.175.870 tai khoan (chiém 1,4%). Cong ty Cam-
bridge Analytica bi cdo budc da str dung toan bo
nhiing thong tin d6 vao chién dich tranh c( cla
Téng théng My Donald Trump nam 2016 va cudc
trung cau dan y Brexit vé viéc Anh r&i khoi Lién
minh chau Au trén cac trang mang xa hoi. Theo
do, moét s6 chuyén gia nhan dinh tir dit liéu thu
thap dugc, cong ty Cambridge Analytica tién
hanh phan tich hanh vi, théi quen, s& thich, tinh
cach clia ngudi dung dé dua ra nhiing quang cao

F acebook, mang xa hoéi I6n nhat thé gidi tai

K&thu fthap theng tininguo:
nhustheinao?

TRINH VAN KIEM
Trung tam CNTT&TT Thanh Héa

trén Facebook tuong ung dé tac dong ngudi
dung hanh déng, quyét dinh theo huéng ma nha
quang cao muén.

Hoat dong dung Facebook quanh thé gigi s« 85%

Mic 46 phé bién .-

Céc nuéc vdi hon 5 triéu ngudi dung Téng 56 ngudi ding - 240 trdur
Trigu — 100

Dliéu tirt6 chic S6iéu théing ke Internet Thé gidi
thing 6/2017 30
g "! -

X £
i &::*. % (P
: sy

A

v

Top 10 theo s6 lugng ngudi dung
Trigu

Top 10 theo miic d¢ phé bién

. %
An Do S 2] UAE 85,1

My S 20 Thai Lan 824
Brazil N 13)

Pai Loan 76,9

Indonesia NG 126 My 734
Philippines IS 69 Chile S ——
Mexico IS 9 Thé Nhi Ky 69,6
Viét Nam SN G4 Hong Kong 68,9
ThaiLan EEEEEEES 57 Argentine 67,1
Thé Nhi Ky EEES 56 Viét Nam 66,3
Anh EEEEEES 44 Brazil 659

Bang cach nao ma Facebook c6 thé thu thap
dugc théng tin cla nguoi st dung? Dudi day la
cac cach Facebook c6 dugc théng tin ngudi
dung.
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1. Khai bao khi dang ky tai khoan Facebook

DE st dung Facebook, ngudi dung phai khai
bdo ho tén, ngay thang nam sinh, gigi tinh, s6
dién thoai/ dia chi email ctia minh. Bay clng la
cach thiic don gian nhat dé Facebook thu thap
nhiing théng tin dau tién vé nguadi dung.

2. Thu thap thong qua hanh vi nguoi dung

Facebook cling luu trir danh sach cac dia chi
mang (IP) ma ngudi dung da st dung dé dang
nhap tai khodn, cac quang cdo ma ngudi dung
da truy cap vao... Mang xa hoéi nay cling theo déi
cac dirliéu ma ngudi dung khai bdo nhu tén thai
tré, thong tin thé tin dung, qué quan, dia chi,
trudng hoc hay quan diém chinh tri...

!
1
§

May 2016

5!5!55!!5;
i P OF OB H

312 03 walchad a vsso

3
=
®

Facebook luu trit dir liéu chi tiét vé tat ca sé
thich ctia nguai dung va moi thi ching ta "like".
Mang xa hoi cling st dung chinh nhiing thong
tin nay nham ti€p can quang cdo mot cach "siéu
chinh xac". Phan Ung cta ching ta véi cac bai
dang trén Facebook la cach ngudi dung vo tinh
tham gia vao cudc khao sat vé muc do tiép can
chinh xac ctia cdc quang céo.

@, search History

Clear Sparches g

March 2018
Only you can see your search history. Learn mose

TooAY

B3 vou searched for your ex a8 -]
3 ou searched for your ex & @
i ou searched for someane you saw on a @
Tinder
I3 ou searched for your ex's new boo &8 2
Moi hogt déng ctia ngudi ding déu dugc Face-
book ghi lai.

Nhat ky hoat déng (Activity log) luu lai tat ca
cac hanh déng clia ngudi dung trén Facebook,

{E3 TRUNG TAM CNTT&TT THANH HOA - SO 08

tur viéc chung ta tim kiém diéu gi, "like" bai viét
nao hay binh luan ra sao. Nhiing gi xuat hién trén
Tudng (Timeline) thi chi c6 ban be cla ching ta
m&i thdy nhung Facebook thi biét tat ca moi
hanh ddng, thong tin cda ho.

3. Qua cac tng dung bén thi ba ctia Face-
book

Nhiéu ing dung va website cho dang nhap
badng tai khoan Facebook.

Khoéng chi ndm gilr théng tin clia ngudi diing
cho riéng minh, Facebook con chia sé né véi bén
thd ba khi ngudi dung dong y. Rat nhiéu tng
dung va website hién nay c6 tuy chon dang nhap
nhanh bang Facebook va mét khi chiing ta bam
"ti€p tuc" thi déng nghia véi viéc ngudi dung
chdp nhan chia sé dir liéu ca nhan cho bén do.

Chéng han, tng dung hen ho Tinder yéu cau
truy cap vao danh sach ban bég, gigi tinh ma ban
quan tam, ngay sinh nhat, cong viéc, anh, cac noi
dung ma ban "like" hay dia chi email. Diéu dang
quan tam la chung ta thudng "nham mat" bam
"ti€p tuc" ma khong dé y ky cac dit liéu bén thua
ba thu thap la gi.

4. Quyén truy cap trén thiét bi di déng

Thiét bi di déng ca nhan dugc cai dat ung
dung Facebook sé yéu cau nhiéu quyén truy cap
khac nhau dé hoat dong. Viéc nay cho phép
mang xa hoi thu thap dugc rat nhiéu thong tin
guan trong.

Cac budc han ché mang xa héi thu thap
thong tin ca nhan

1. Tat chic nang xac dinh dia diém cda
ngudi ding

Théng tin vé dia diém hién tai cia ngudi dung
[a mét dir liéu nhay cdm ma cac Uing dung hay
dich vu lubn mong muén dugc biét dén. Vai
théng tin nay, cac cong ty sé biét dugc ngudai
dung dén tu dau, dang di dau, yéu thich nhiing
dia diém nao... V&i Facebook, dir liéu nay thuc su
quan trong, c6 thé giup mang xa hdi nay dua ra
nhing ndi dung quang cdo phu hgp véi nhiing
dia di€m ma ngudi dung hay lui tai.

Néu khéng muén Facebook quan ly noi minh
& hay nhiing ngi minh di t&i thi nén tat di chuc
nang dinh vi trén Ung dung Facebook.

Dé thuc hién diéu nay, d6i v6i ngudi dung iOS,
truy cap vao chuc nang cai dat ing dung trén



smartphone, tim dén muc“Privacy” bén dudi tab
General, sau dé chon muc“Location Services”. Tai
day kéo xuéng dudi dé tim Facebook chuyén
sang ché dé “While Using the App” hodc “Never”.

Con d6i véi ngusi dung Android, truy cap vao
ing dung Facebook trén smartphone, nhan vao
biéu tuong cai dat & goc trén bén phai, kéo
xudng tim “Cai dat tai khoan” va chon “Vi tri” ti
menu hién ra.

Cai 48t chung

@ Cai din 1ai khodn
o L tit quyn ridng tur

i Quyln ridng

-
&

& Baomitva ding nhip
q

©

o CAi 88 img dung T3 Déng thisi gian v gén thé
"
o Cai 851 thing b ® v
e B
Tiay chon Bang tin
& woonngr
e Nhét ki Hogt déng o
& Caidat nhdn dang khudn mt
o Dif Ku i dag
= & Thing bdo
. Ngin ngir
E Nhdn tin van bdn
e Trinh toft kigm diF lidu S oy it cng khal
o Trinh tao mé © Ungdung

a Cai dat thanh toén = | :

2. Kiém tra cac ung dung lién két véi tai
khoan Facebook

Néu ching ta dang dung Facebook dé dang
nhap vao cac trang web, tro chai hoac tng dung
vGi bén thit ba thi rat c6 thé cac dich vu nay van
dang khai thac théng tin cia ngudi dung hang
ngay.

T6i phan Cai dat > Ung dung dé kiém tra cac
quyén cdp ung dung. Néu thay co bat ky ung
dung nao dang ngg, hay xda ngay lap tuc.

I i P4 ding nhip bing Facebook
upbn néng s

i Dong i gian va gan thé

a Chan Face :‘.."- :\'\ ]:"I'”:;é i "ﬂb .I. \ A .‘-.'..ll'll. ‘I 1I
[ ngén nglv * Ml sl e = ;
G& Nhén dang khudn mat
4shared » ¢ BGAG
@ Thong bia E a / % a
B Dideng
B3 Baiviét cing khai Adobe PROIOSNOp ... By appon
& A &
158 irng dung
I Quéng cio v Arsenal Social Sig... a Autodesk
=% Thanh toin & &
& HipurnB iy
Bl viceo Birthday Cards Bitdefsnder Login
o 2 -
Candy Crush Soda ... Causes
> @

3. Kiém tra Cai dat bao mat Facebook

Giam thiéu chia sé cac théng tin ca nhan, hinh
anh va bai viét duéi ché d6 cong khai. Cach tét
nhat la cai dat tat ca & ché do ban bé va tuy chinh
danh sach ban bé vé ché dé xem riéng tu.

Cai dit quyén riéng tr va céng cy

Hogt e ciia ban 7 Mgl nguwin Chinh sira

B dung Sir dung nhit i hoat ding
Git han bdl wit tede &dy

Cdch moi nguds vl Bén 400
e vin ban

Wl mgurit Chink 53

Moi it Chinh 368

Mol mgurén Chinh 5in

Ml i Chink sira

Ca Chink sy

4. Doc chinh sach bao mat

Khi dang ky tai khodn trén Facebook, ching
ta nén doc ky cac diéu khoan, dac biét la cac diéu
khoan lién quan dén quyén va viéc cap quyén
chia sé.

5. Thiét 1ap quyén truy cap facebook trén
dién thoai

Thiét 1ap han ché quyén thu thap cac di liéu
cudc goi ciing nhu tin nhan SMS trén dién thoai
di dong cda chung ta nla.

Dau tién, truy cap muc Cai ddt (Settings) trén
dién thoai Android. Chon muc Ung dung (Apps)
dé ti€n hanh thao tac.

¢ Device maintenance 1)
; Battery, Storage, Memory, Device security

oo Apps

Default apps, App permissions

Lock screen and security
Always On Display, Face Recognition, Fingerpri.

Cloud and accounts
Samsung Cloud, Backup and restore, Smar Sw

@ Google

Google settings

Tim va nhap vao Uing dung Facebook.
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Excel

127 MB

&
Lt

Facebook

596 MB

Facebook App Installer

/99 kB

Facebook App Manager
12.43 MB

O 0 B

ﬁ Facebook Services

689 MB

Cudn xuéng muc Quyén (Permissions).

Storage
596 MB/64 GB of internal storage used

Memory

159 MB/3.5 GB used on average in last 3 hours

APP SETTINGS

Notifications
Allowed

Permissions
No permissions allowed

Set as default
Nane set as default

-

{  APP PERMISSIONS

(’ Facebook

(3 Calendar

[ Camera
E Contacts
@ Location
Y Microphone
B svs

B Storage

L, Telephone

4. Cai dat trinh chan theo do6i

Véimot s6 ing dung ngudi dung cé thé cai
dat trén trinh duyét ctia minh dé chan theo doi
ching trén cac trang web. Tuy nhién d6i khi cac
ting dung nay co6 thé gay anh hudng dén qua
trinh hoat dong truy cap vao mot sé trang web.

Chung ta c6 thé tham khao cai dat Disconnect
va Privacy Badger, day la hai cong cu dugc danh
gid cao trong viéc chdn theo déi trén trinh duyét
Chrome.

Hon nira, viéc kiém tra va han ché quyén chia
sé thong tin trén Facebook noi riéng va cac mang
xa hoéi ndéi chung con bao vé nguoi dung khai cac
ma&i nguy hiém khac nhu bi danh cap tai khoan,

Dam bao rang ca hai quyén Telephone va SMS

R . mat khau tin dung, quay réi, Itra d3o hay tham chi
déu dugc tat. d INg, quay y the

la téng tién.
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THONG KE TINH HINH

AN TOAN THONG TIN

I. Tinh hinh An toan thong tin Quy | nam
2018 trong nudc va qudc té

1. Tinh hinh tan céng DDoS

Theo bdo cdo cdia An ninh mang trong Quy 1
cUa Kaspersky cac cudc tan cong DDoS tiép tuc
dién bién phuc tap. V&i muc tiéu tan céng & 79
quéc gia (giam so vai 84 qudc gia trong quy
trudc). Cudc tan cong dai nhat lén dén 297 gis
(12 ngay). Trong s6 10 quéc gia bi tan cong nhiéu
nhat, Viét Nam ding tha 10.

[ S% 0% %% 20%  25%  30% 3%  40%  45%  S50%  SS% 0%

® w7 @ o1

Danh sdch 10 quéc gia bj tdn céng DDoS trong
quy /2018 (nguén securelist.com)

ICMP 6.1%

HTTP 8.8%,

_S¥YN 57.3%

TCP 14.7%

Théng ké cdc kiéu tdn cé6ng DDoS théng qua cdc
giao thuc trong quy Ill.

2.Théng ké danh sach cac ting dung bi khai
thac diém yéu dé tan cong

Theo téng hgp cua Kaspersky trong quy
1/2018 danh sach cac Ung dung bi téi pham
mang khai thac cac diém yéu/ld héng dé tan
cong. Ty lé khai thac cla Microsoft Office
(47,15%) tang hon gap d6i so vsi muc trung binh
clia nam 2017.Thu 2 la khai thac thong qua trinh
duyét (23,47%).

Kaspersky

N

guoén:

N

@ POF @ Adobe Flash

3. Tinh hinh tdn c6ng bang ma déc ma héa
dit liéu

Bao cdo téng két cua Kaspersky Lab vé tinh
hinh ma déc hai trong quy 1/2018 cho biét, Viét
Nam ding & vi tri thd 3 trong 10 nudc bi tan cong
badng loai hinh ma doc doi tién chudc /ma héa dir
liéu.

Java @ Android @ Browser @ office

Country* % of users attacked by cryptors**
1 Uzbekistan 112
2 Angola 111
3 Wietnam 104
4 Venezuela 0.95
5 Indonesia 0.5
6 Pakistan 0.53
7 China 0.87
8 Azerbaljan 075
9 Bangladesh 0.70
10 Mongolia 0.64

Danh sach 10 dong ma déc ma hoa lay nhiém
nhiéu nhat

Name Verdicts* % of attacked users**

1 WannaCry Trojan-Ransom Win32 Wanna 3833
2 PolyRansom/VirLock Virus.Win32.PolyRansom 407
3 Cerber Trojan-Ransom Win32 Zerber 406
4 Cryakl Trojan-Ransom.Win32.Cryakl 299
5 (generic verdict) Trojan-Ransem Win32.Crypren 277
13 Shade Trojan-Ransom.Win32.Shade 2.61
7 Purgen/Gl Trojan-R: Win32 Purgen 164
8 Crysis Trojan-Ransom Win32 Crusis 162
9 Locky Trojan-Ransem.Win32.Locky 123

=
o

(generic verdict) Trojan-Ransom Win32.Gen 115

4.Tinh hinh Spam va tan céng Phishing

Bao cdo téng két cla Kaspersky Lab vé tinh
hinh thu rac va lira dao truc tuyén trong quy
1/2018 cho biét, Viét Nam ti€p tuc nam trong
nhom cac quéc gia ¢ ngudn phat tan thu rac
ding dau vai vi tri tha 1 (9,22%), diing tha 2 la
My (8,58%) va thi 3 la Trung Quéc (7,87%).
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@ viewam @ unitedstates @ China @ india @ Germany @ France @ Brazil @ Russia  Spain

@ iran @ GreatBritain @ Poland @ Mexico @ Argentina @ Indonesia @ Italy @ Turkey @ Colombia

@ Pakistan @ Romania @ Other

Bdo cdo cla Kaspersky Lab vé tinh hinh tan
céng Phishing trén pham vi toan cau trong quy
1/2018. Dan dau la Brazil véi 19.07%, thu 2 la Ar-
gentina vai 13.301%...

Country %
Brazil 15.07
Argentina 13.30
Venezuela 1230
Albania 1256
Bolivia 12.32
Réunion 11.88
Belarus 1162
Georgia 1156
France 1140
Portugal 1126

Top 10 countries by percentage of users attacked by phishers

Théng ké tinh hinh tdn céng Phishing trén
pham vi toan cau (Nguon: Kaspersky)

5. L6 héng Spectre va Meltdown anh
huéng dén hang ti thiét bi

Dau thang 1/2018, gidi cdng nghé toan thé
gidi chdn doéng khi théng tin vé cac 16 hdng Spec-
tre va Meltdown trong bé vi xtr ly ctia Intel, AMD,
ARM va Apple dugc cdng bé. Cac 16 héng cho
phép ké tan céng doc dugc théng tin nhay cam
trén may ngudi dung, anh hudng dén gan nhu
moi hé diéu hanh: iOS, MacOS, tvOS, Microsoft
Windows (Windows 7 dén Windows 10, Windows
Server), Windows Phone, Linux (Ubuntu, Cent OS,
FreeBSD...), Android va Chrome OS...

{2

Meltdown Spectre

Meltdown (CVE-2017-5754) va Spectre (CVE-
2017-5753 va CVE-2017-5715) la cac 16 hong trén
CPU, cho phép ngudi dung quyén thap (khéng
cé quyén quan tri/root, chi can chay dugc file
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thuc thi trén hé thong), doc dugc cac thong tin
nhay cam trong bé nha, bao gém hé diéu hanh
va cac chuang trinh khac. Nghiém trong hon, cac
16 héng nay c6 thé bi khai thac bang ma
javascript thong qua trinh duyét khi truy cap
web.

6. Hon 35.000 smartphone tai Viét Nam
nhiém virus GhostTeam danh cdp mat khau
Facebook

Theo thong ké tir hé théng giam sat virus cla
Bkav, dén ngay 25/01, da c6 hon 35.000 thiét bi
smartphone tai Viét Nam nhiém virus GhostTeam
danh cadp mat khiu Facebook. Ma doc nay loi
dung hang loat ting dung Viét phé bién nhu lich
van nién, dén pin, la ban... trén Google Play dé
phat tan. Chuyén gia Bkav khuyén cdo ngudi
dung can tién hanh quét virus va déi ngay mat
khau tai khodn Facebook néu phat hién dién
thoai cla minh nhiém.

Hacker dua img dung
lén Google Play Ngudi diing cai dat

A~ &~

Virus chi€m quyén digu khién dién thoai,
&n c3p mat khdu facebook

Hién canh bao gia lira
nguai dung kich hoat virus

Dién thoai nhiém virus

D -0

7. Hang tram nghin may tinh tai Viét Nam
bi chi@m quyén diéu khién do nhiém virus dao
tién ao

Theo hé théng gidm sat ctia Bkav, han 139.000
may tinh tai Viét Nam bi nhiém virus dao tién do
md&i W32.AdCoinMiner, phat tan qua dich vu
quang cao truc tuyén Adfly va 16 héng phan
mém. Nguy hiém hon, sau khi chiém dugc quyén
diéu khién may tinh, virus cé thé tai thém ma doc
khac tu server diéu khién cta hacker phuc vu
muc dich gian diép, an cdp thong tin ca nhan,
tham chi la xé6a d{ liéu.

Ngusi ding bém Chuyén dén trang quang céo
vao link rit gon da bi hacker cai ma déc Nhim virus
| O e
http:/ fadfly/...
! = % ‘ =) i
v i -

Virus diéu khién may tinh
dao tién ao

&

Backdoor tai thém
ma déc khac

B -




Chuyén gia khuyén cdo ngugi dung can cap
nhat ngay ban va mai nhat cho hé diéu hanh va
cai thudng truc phan mém diét virus c6 tich hop
tudng Ia ca nhan trén may tinh dé duoc bao vé
ty dong.

8. Dii liéu gan 87 triéu tai khoan Facebook
bi si dung trai phép

Facebook cho biét 87 triéu nguai duing bi chia
sé thong tin cho Cambridge Analytica, trong khi
ngudi sang lap mang xa hoéi nay, Mark Zucker-
berg, sé sém diéu tran trudc quoc hoi My. Trudc
do, Facebook bi to da lam 16 dit liéu ctia 50 triéu
ngudi dung Facebook cho Cambridge Analytica
khai thac trai phép trong sudt cudc bau ctr téng
théng My nam 2016.

Trong s6 hon 87 triéu ngudi dung Facebook
bi Cambridge Analytica, cong ty cé tru s& tai Anh,
khai thac va sir dung thong tin trai phép, c6 dén
hon 420 ngan ngudi dung tai Viét Nam. Viét Nam
x€p thir 9 trong téng s6 10 québc gia co s6 Ngudi
dung Facebook bi Cambridge Analytica khai thac
thong tin nhiéu nhat.

9. L6 hdng trong giao thiic Remote Desk-
top anh hudng tat ca phién ban Windows

Mot 16 héng nghiém trong da dugc phat hién
trong giao thuc Credential Security Support
Provider (CredSSP). L6 héng CredSSP nay gay
anh hudng truc tiép dén tat ca cac phién ban hé
diéu hanh Windows va cho phép attacker khai
thac RDP va WinRM tU xa dé an cap d liéu va
chay ma doc hai.

Giao thuic CredSSP dugc thiét ké dé st dung
bai RDP (Remote Desktop Protocol) va Windows
Remote Management (WinRM) nham dam bao
viéc chuyén ti€p cac théng tin dugc ma hoa tu
khach hang ctia Windows sang cadc mdy chu véi
muc dich xac thuc tu xa.

CVE-2018-0886 dugc phat hién bai cac nha
nghién clu tai cong ty Cybersecurity Preempt Se-
curity la mét 16 hng mat ma trong CredSSP. N6
c6 thé duoc khai thac bai attacker st dung
phuong thic tan cdng man-in-the-middle, thong
qua Wi-Fi hodc truy cap vat ly vao mang dé lay
cap di liéu xac thuc nguai dung hoac thuc hién
mot cudc tan cdng Remote Procedure Call (tam
dich la tan céng cudc goi tha tuc ti xa).

D& bdo vé ban than va t6 chuc clia ban khoi

Remote Deskiop Connection (CredSsP)
N Malicious DCE/RPC
Code Execution
N

Attacker
Attacked Server

Figure 1 - An illustration of CVE-2018-0886 exploit scenario
su khai thac cta attacker thong qua 16 héng
CredSSP, ngudi dung dugc khuyén khich va cac
may tram va mdy chl cia ho bang cac ban cap
nhat co san ti Microsoft. Déng thai can thiét lap
bé sung mét s6 cac chinh sach bdo mat trong hé
théng thong tin cha don vi.

10.L6 héng an toan théng tin trén hé quan
tri n6i dung Drupal

Trong nam 2017 va cac thang dau nam nay,
Drupal da cong bé 7 16 héng bao mat. Tuy nhién,
chiriéng tur cudi thang 3/2018 dén nay Drupal da
boc 16 2 16 héng bao mat cé6 muc dé nguy hiém
cao ¢ muc nghiém trong can dugc theo doi, x
ly khan cap: mét 13, 16 héng Drupal cho phép
thuc thi cac Iénh diéu khién tur xa trai phép (Re-
mote Code Execution, ma |6i quéc té CVE-2018-
7600 hodc SA-CORE-2018-002), dugc cong bé
ngay 28/3/2018.

L6 héng nguy hiém tha hai la 16 hong tan
cong kich ban lién trang (Cross Site Scriptting, ma
16i quoc té la SA-CORE-2018-003), dugc cong bb
ngay 18/4/2018. L6i Cross Site Scriptting dugc
danh gia c6 muc do nghiém trong & muc cao.

Client Machine

Drupal

Come for the software, stay for

community

héng an toan théng tin nghiém trong cé ma SA-
CORE-004 (ma quéc té theo CVF cé tén CVE-
2018-7602), 16 héng thu ba nay dac biét nguy
hiém c6 thé cho phép ké tan cdng chiém quyén
diéu khién hoan toan cac trang web o 16i.
Theo théng ké trong téng s6 khodng 1.000
website Drupal tai Viét Nam dugc quét, co6 dén
hon 500 website van dang st dung phién ban
Drupal c6 16 héng va c6 kha nang bi hacker khai
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thac, trong d6 c6 nhiéu website quan trong cua
cac ngan hang, tap doan cdng nghé, cac trudng
dai hoc, va ca cac website co quan nha nudc...
II. Tinh hinh An toan thong tin trén dia ban
tinh trong quy 1/2018
1.Théng ké cac website trén dia ban tinh bi
tdn céng

Domain
http://daxaydungthanhhoa.com/pcs.php
http://dulich.samson.com.vn/by.htm
http://noihoithanhhoa.com/by.htm
http://lohoithanhhoa.com/by.htm
http://daoplatthanhhoa.com.vn/by.htm

Ngay
19/01/2018
27/3/2018
27/3/2018
27/3/2018
27/3/2018

2.T8ng hop tinh hinh (ing ciiu su ¢6 trén dia
ban tinh

Canh bdo (2}
3%
Website (5]
7%

W5y o (62)
W Website (5}

m Canh bdo (2)

Sur cdi (62)
%0%

Trong quy |, T6 Ung ctiu su ¢ clia Trung tam
ho trg iing cliu sy ¢ cho cac ca quan nha nudc
trén dia ban tinh véi 62 lugt ho trg, ban hanh 07
céng van canh bao lién quan dén ma déc, Web-
site va an toan thong tin.

Theo s6 liéu giam sat an toan thong tin cla
nha mang Viettel, trén dia ban tinh ghinhan hon
51.000 cac lugt tan cong bao gébm cac tan cong
c6 cht dich APT, cac ma déc két néi va tham gia
vao mang may tinh ma Botnet nhu Andromeda,
APT, Kazy, Ramnit, Sality...

Theo ghi nhan cda Trung tam An ninh mang
va An toan dir liéu, trong thai gian tir 01/01-30/3
ghi nhan c6 544 cudc tan cong khai thac chiém
quyén quan tri; 286 cudc tan cong bang ma doc;
155 cudc tan cong vao Ung dung Website; 04
cudc tan coéng tir chéi dich vu vao cac dich vu
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dang hoat dong tai Trung tam.

3.Cong van an toan thong tin

- Ngay 25/01/2018 S& Théng tin va Truyén
théng ban hanh céng van s6 86/STTTT-CNTT vé
viéc cdnh bao cac sdn phdm may tinh xach tay
cla hang HP bi cai cdm ma déc.

- Ngay 08/02/2018 S& Théng tin va Truyén
théng ban hanh cong van s6 134/STTTT-CNTT vé
viéc ra soat, kiém tra, phong chéng ma déc trén
hé thong may tinh.

- Ngay 20/4/2018 SG Thong tin va Truyén
théng ban hanh cong van s6 416/STTTT-CNTT vé
huéng dan, kiém tra, ra soat, va 16 hdng bao mat
trén cac thiét bi modem, router.

- Ngay 19/01/2018 Trung tam Céng nghé
thong tin va Truyén thong Thanh Hoa ban hanh
ké hoach s6 27/KH-TTCNTT&TT vé viéc phoi hap
kiém tra, ra soat, danh gia bdo dam an toan
théng tin cho cac hé théng thong tin va ho trg
(ng ctiu su ¢d an toan théng tin mang clia cac co
quan quan ly nha nudc trén dia ban tinh Thanh



Hoa nam 2018.

-Ngay 24/4/2018 Trung tam Céng nghé théng
tin va Truyén thong Thanh Héa ban hanh cong
van s8 75/TTCNTT&TT-QTHT vé canh bao 16 hong
an toan théng tin hé quan tri noi dung Drupal.

- Ngay 03/5/2018 Trung tam COng nghé
thong tin va Truyén thong Thanh Héa ban hanh
cong van s6 77/TTCNTT&TT-QTHT vé viéc canh
bdo 16 héng an toan théng tin SA-CORE-2018-
004 clia hé quan tri néi dung Drupal.

TIN HOAT DONG

Hbi nghi truc tuyén trién khai mét s6 nhiém
vu Uing dung cong nghé thong tin cuta tinh
nam 2018

Ngay 05/3/2018, UBND tinh t6 chiic Hoi nghi
trién khai mét s6 nhiém vu iing dung céng nghé
théng tin (CNTT) cuta tinh nam 2018, gom: Kién
tric Chinh quyén dién t tinh Thanh Hoa, phién
ban 1.0; Quy ché quan ly, van hanh, khai thac su
dung phan mém quan ly van ban, hé so céng
viéc; quy ché dam bao an toan théng tin mang
trong hoat dong tng dung CNTT clia cac co quan
quan ly nha nudc tinh Thanh Hoa; ké hoach tng
dung CNTT trong cac ca quan nha nudc trén dia
ban tinh nam 2018. H6i nghi dugc td chuc truc
tuyén vai 03 diém cau trung tam dat tai Van
phong Tinh Qy, Van phong UBND tinh, S& Théng
tin va Truyén théng va 28 diém cau dau cudi (27
huyén, thi xa, thanh phé va Ban Quan ly Khu Kinh
té Nghi Son). Day la hoi nghi truc tuyén dau tién
cUa tinh sau khi du an xay dung hé thong phong
hop truc truyén cho cac co quan nha nudc tinh
Thanh Héa hoan thanh viéc dau tu xay dung va
san sang di vao hoat dong.

Phat biéu chi dao héi nghi, déng chi Nguyén
Van Phat - Uy vién Ban Thudng vy, Trudng ban
Tuyén giao Tinh Gy ghi nhan va danh gia cao su
c6 gang ctia S6Théng tin va Truyén thong va cac
nganh, don vi lién quan trong viéc xay dung hé
théng phong hop truc tuyén trén dia ban tinh.
Hé théng phong hop truc tuyén la phuong tién,
coéng cu hién dai dé phé bién, quan triét cac cha
truong clia Bang, chinh sach phap luat ctia nha
nudc; cac y kién lanh dao, chi dao cla cap ay
dang va chinh quyén céac cap dén can b, cong
chuc, vién chic, doanh nghiép va ngudi dan
dugc nhanh nhat, kip thai va hiéu qua. Théong
qua viéc quan ly, van hanh, khai thac hiéu qua hé

théng hoi nghi truc tuyén sé gop phan quan
trong dé nang cao hiéu qua, hiéu luc lanh dao,
chi dao, diéu hanh clia cap ay, chinh quyén cac
cap, tiing budc d6i mai tac phong, 1€ 18i lam viéc
trong céc co quan nha nudc trén dia ban tinh
theo hudng hién dai, chuyén nghiép; dong thdai,
g6p phan gidm thiéu cac chi phi hanh chinh, thuc
day cai cach hanh chinh cla tinh. Bong chi yéu
cau S& Thong tin va Truyén thong cha tri, phoi
hop véi cac ca quan don vi (Van phong Tinh ay,
Van phong UBND tinh va céac diém cau dau cudi
tai cac huyén, Ban Quan ly Khu Kinh té Nghi Son)
tang cudng to chuc tap huén, béi dudng dé nang
cao trinh d6 va ky nang s dung, van hanh hé
thong cho déi ngli can bo truc tiép quan ly, van
hanh ky thuat dé hé théng hoi nghi truc tuyén
cda tinh hoat déng 6n dinh, chat lugng va phat
huy t6t hiéu qua dau tu.

Thay mat cac dai biéu tham du hoi nghi tai cac
diém cau, déng chiTran Duy Binh - Giam déc S&
TT&TT da phat biéu cdm on cac déng chi lanh
dao Tinh Gy, UBND tinh da quan tam lanh dao, chi
dao sat sao trong qua trinh thuyc hién nhiém vu
xay dung hé théng Héi nghi tryc tuyén cda tinh.
S& Thong tin va Truyén thong khan truang phoi
hagp véi cac ca quan, dan vi lién quan tham muu
xay dung phuong an quan ly van hanh, khai thac
hiéu qua hé théng hoi nghi truc tuyén cla tinh;
t6 churc tap huan, béi dudng nang cao ky nang
nghiép vu cho déi ngii can bo truc tiép quan ly,
van hanh hé théng tai cac diém cau trung tam va
cac diém cau dau cudi dé hé théng hoat dong 6n
dinh, chat luong t6t dé phuc vu c6 hiéu qua cac
hoat dong chung cla tinh. Bat dau tiU thang
3/2018 Tinh ty, HDND tinh, UBND tinh; cac Ban
cla tinh Qy; cac doan thé chinh tri cap tinh; cac
s&, ban, nganh cédp tinh bt dau dang ky va té
chtic cac hoi nghi giao ban truc tuyén gilra cap
tinh dén cap huyén dé tiét kiém thai gian, chi phi
va sé lugng cac cudc hop tap trung, nang cao
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hiéu qud céng viéc trong céng tac lanh dao,chi
dao, diéu hanh cta lanh dao cac cap ay dang va
chinh quyén./.

Lé Van Tuan

Ra mét giao dién mé&i cia Bao Thanh Héa
dién tur

Sang 29/3, déng chi Trinh Vin Chién - Uy vién
Trung uang Bang, Bi thu Tinh uy, Chti tich HDND
t6i du va phat biéu y kién tai budi gap mat giira
cac thé hé nguai lam Bao Thanh Hoa nhan ky
niém 56 nam ngay Bao Thanh Hoa ra s6 dau tién
(20/3/1962 - 20/3/2018). Cung tham du budi toa
dam cé cac dong chi: Nguyén Van Phat - Uy vién
Ban Thuong vy, Trudng ban Tuyén gido Tinh Qy;
Pham Bang Quyén, Phé Cha tich UBND tinh; dai
dién lanh dao cac s6, nganh cé lién quan.

Dén tham va guii nhiing |6i chic mung tét dep
nhat dén cac can b, phdng vién, bién tap vién
dang cong tac tai cdc phong chuyén mén cua
Bao Thanh Hoa, dong chi Bi thu Tinh Gy dong
vién, khich & nhiing ngudi lam bdo Thanh Hod
ti€ép tuc nd luc vuaon 1én, vugt qua moi kho khan,
thach thuic, bam séat cudc séng, phan anh chan
thuc khach quan tinh hinh thuc té, dua ra nhiéu
y ki€n phén bién xac dang thé hién & nhiing tac
pham bao chi xuat sic, déng gop tich cuc vao
phong trao cdch mang chung cuta tinh.

Tai Toa soan, déng chi Bi thu Tinh Gy, Ch tich
HDND tinh da thuc hién nghi thic an nat ra mat
giao dién md&i cla Bdo Thanh Hdéa dién tu.

Trudc do, Trung tam CNTT&TT Thanh Héa da
phoi hop véi Bao Thanh Héa trong viéc xay dung
giao dién mdi ctia Bdo Thanh Héa dién tu trén
nén tang coéng nghé, ky thuat hién dai, co tinh
bao mat cao, bdo ddm cac yéu cau clia bao chida
da phuong tién theo xu hudng truyén thong hién
dai, than thién, dé dang tuong tac vsi ban doc
trén may tinh va cac thiét bi di dong... Ngoai giao
dién m&i cla Bdo dién tl. Trung tam cling da
phéi hop trong viéc trién khai phan mém toa
soan hoi ty, quan ly van ban va nhuan but cho
Bao Thanh Héa.

Cao Viét Cuong

Trung tam CNTT&TT Thanh Héa xay dung
trang théng tin dién tir cia Pai Truyén thanh,
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truyén hinh huyén Thach Thanh

Ngay 03/3/2018, dugc sy dong y clia Huyén
Uy, HDND, UBND huyén va S&Théng tin va Truyén
thong tinh Thanh Hoa, Bai TTTH huyén Thach
Thanh da long trong té chuc & khai truong trang
thong tin dién t& tai dia chi http://
thachthanhtv.vn

Tham du cé d/c Lé Quang Tuén, Phé Giam doc
cung cac d/c trong doan céng tac ctia S& Thong
tin va truyén thong tinh Thanh Hoa. Vé phia
huyén Thach Thanh, t6i du cé cac d/c: Bui Thi
Mudi, Tinh Qy vién, Bi thu Huyén Qy, Chu tich
HDBND huyén; Lé Van Trinh, Phé Bi thu, Chu tich
UBND huyén cung cac d/c trong BTV Huyén Uy,
Thuong truc HDND, UBND, UBMTTQ; cac d/clanh
dao cac phong, ban, nganh, doan thé; co quan,
daon vi déng trén dia ban huyén. Cac d/c lanh dao
dai dién cac Dai TTTH huyén ban cung tap thé doi
ngl can bg, vién chuc, ngudi lao dong cla Dai
TTTH Thach Thanh.

Trang théng tin dién tl cta Dai ra d&i nham
phuc vu nhu cau ndm bat thong tin cla cac co
quan, don vi, doanh nghiép va toan thé nhan dan
cac dan tdc huyén Thach Thanh, nhan dan trong
va ngoai nuéc. N6i dung Website sé dang tdi toan
b6 cac chuong trinh truyén hinh, chuong trinh
phat thanh, cac phéng su, bai viét dac sac phan
anh vé tinh hinh kinh té - chinh tri, van hoa - xa
hoi, an ninh - quéc phong cla huyén; déng thoi
giGi thiéu, quang ba nhiing hinh anh vé dat va
ngudi Thach Thanh nham gidi thiéu, quang ba
vGi ban bé cad nudc ciing nhu quoc té vé thé
manh, tiém nang phat trién kinh té&, du lich... cta
huyén.

Trén co s hop tac gilra Trung tam CNTT&TT
Thanh Hdéa va Pai Truyén thanh, truyén hinh
huyén Thach Thanh. Trung tam da xay dungtrang
thong tin dién tl cho Dai TTTH huyén véi thiét ké
véi giao dién hién dai, bdo dam an toan théng
tin. Théng qua trang thong tin dién td trén moi
trudng mang gilp ngudi truy cap cé thé theo doi
cac chuong trinh phat thanh, truyén hinh, cac tin
tuc thai su ndi bat va xem lai tat ca cac chuong
trinh cia Dai & bat ky dau, trén nhiéu loai thiét bi
nhu may tinh ban, laptop hay dién thoai thong
minh thdng qua mang Internet.

Lé Duy



