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khoa hoc cong nghé - dac biét la cong
nghé théng tin, cing vdi su phé dung clia
mang Internet trong xu thé cudc cach mang
céng nghiép lan thi tu, c6 ngay cang nhiéu thiét
bi thong minh két ni mang gitp cho cac té chic,
ca nhan, dia phuong da va dang Uing dung céng
nghé thong tin vao moi mat cdia dai séng, gop
phan nang cao hiéu qua hoat dong, phuc vu phat
trién kinh té - xa héi, gép phan bado dam quéc
phong, an ninh cta dat nudc. Tuy nhién, bén
canh nhitng mat tich cuc ma mang Internet dem
lai, thi trong thai gian gan day, trén mang Inter-
net, nhat la mang xa hoi xuat hién ngay cang
nhiéu théng tin xau ddc tuyén truyén, xuyén tac
chéng pha Pang, Nha nudc.
Tinh hai mdt cia mang xa héi
Thong qua cac phuong thic giao tiép co tinh
lan truyén nhanh trén moéi trudng mang. Cac
thong tin, hinh anh, clip cé ndi dung phan cdm
lién quan dén moi mat ctia doi song xa héi dugc
cac déi tugng c6 muc dich xau cat ghép, chinh
stta, kém vai cac tiéu dé tén goi mang tinh “giat
gan’, “cau khach” nham gay su chu y va “lira dao
ngudi dung mang xa hoi. Cac thong tin xau déc
tan phat trén internet va mang xa héi la nhiing
thong tin bia dat, bép méo su that, xuyén tac van
dé,"déi trdng, thay den”, lam 1an 16n dung sai, that
gid; hodc c6 mét phan sy that nhung dugc dua
tin v&i dung y xau, phan tich va dinh huéng du
luan bang luan diéu sai trai, thu dich. M6t s6
thong tin chua dugc kiém chiing, thong tin sai su
that gay anh hudng dén ca nhan, td chic; mét sd
thong tin cé nhitng ngdn tu thé tuc ndi dung
phan cdm, tham chi soi moi, binh phdm chd quan
chuyén dai tu ctia ngudi khéc, xic pham danh

N gay nay, vdi su phat trién nhu vi bao cua

”
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du, nhan pham cutia nhiéu ca nhan, gy buic xuc
trong du luan xa hoi; vi pham chuin muc dao
duc, van hda, thuan phong my tuc; kich déng doi
truy, bao luc, boi nho dai tu, vu khong...; Kha
nhiéu ngudi lua chon mang xa héi la noi dé bay
té quan diém cla ca nhan minh vé ngudi khac,
ndi xau, cdng kich, miét thi, ngudi khac, tham chi
dua thong tin sai léch dé vui dap. Thong tin sai
trai, doc hai cé tinh chat toi pham nhu: Lira dao
trén mang, danh cdp théng tin, mat khau, tan
phat vi-rut...

Nguy hiém va tinh vi hon, gan day, nhiéu
trang Facebook phan déng dang giad dang la
nhiing trang tin "t t&" dé ti€p can ngudi dung,
tang so lugng ngudi dang ky theo doéi thudng
xuyén. Cac trang nay thudng dua nhiing noi
dung “cau view” nham “danh lac huéng” réi dan
cai nhirng ndi dung phuc vu y d6 xau cia chung.
Ngudi dung phai that hiéu biét méi phan biét
dugc thoéng tin xau, doéc nay.

Theo thong ké cla B Thong tin va Truyén
thong, tinh dén 30/9/2017 tai Viét Nam, d6i vdi
02 mang xa héi Facebook va Youtube la 2 mang



c6 dong ngudi dung Viét Nam s dung nhat,
Facebook cé khodng 53 triéu thanh vién, Youtube
¢6 khodng 35 triéu thanh vién tai Viét Nam. Trong
do theo nhan dinh cda B6 Truéng B6 Thong tin
va Truyén théng thi: “Cac thong tin tiéu cuc nhu
xuyén tac, ndi xau, boi nho, kéu goi kich déng
biéu tinh, chdng pha nha nuéc... chl yéu tén tai
trén cdc mang xa hdi nudc ngoai do nhan thuc
clia ngudi st dung cho rang mang xa hoi la moi
trudng do nén co thé tu do phat ngén ma khéng
phai chiu trach nhiém, gdy anh hudng dén té
chuc, cd nhan. Ngoai ra trugc day cac trang mang
xa héi nudc ngoai cung cap dich vu tai Viét Nam
nhung gan nhu khong bi diéu chinh béi cac quy
dinh cta phap luat Viét Nam dan dén tinh trang
viéc theo doi, xt ly cac thong tin vi pham con gdp
kho khan”. Theo d6, B& Thong tin va Truyén thong
da phan loai thong tin doc hai gém: “Théng tin
kich déng chién tranh, gdy tha hdn dan téc, doi lat
d6 ché do. Thur hai, théng tin doc hai xtic pham
nhan phdm, danh du cd nhan khi khai thdc qud
nhiéu doi tu. Thur ba, théng tin gdy phuong hai cho
stic khée tinh mang, danh du, nhdn phdm va tinh
thdn cua con nguoi"

124.7 41.00

53% 131%  43%
Théng ké hién trang sit dung Internet tai Viét Nam
(ngudn We Are Social - thdang 01/2017)

Tai phién chat van ctia Quéc hoi vé linh vuc
thong tin va truyén théng ngay 17/11/2017. Phé
Tha tuéng Chinh ph Vi Bic Dam da phat biéu:
“hién trén thé gidi c6 7,5 ty ngudi thi 52% dung
internet va 42% s6 dé dung mang xa hoi; & Viét
Nam, con s6 lan lugt la gan 70% va 60%. Véi s6
lugng ngudi dung I6n, thi trudng internet & Viét
Nam lai gan nhu "clia cac cong ty nuéc ngoai', voi
ty lé tu trén 80% sU dung dich vu ctia Google,
Facebook, Yahoo...; chiriéng linh vuc trd chai dién
tdr la cac nha cung cap trong nuéc chiém 60%”.

Bén canh dé la cac van dé lién quan dén an
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Phé Thii tudng Vi Bitc Pam phdt biéu tai Quéc
hoi.

toan thong tin trong tinh hinh hién nay cuda Viét
Nam:“Hién vé tiing dung cong nghé théng tin thi
Viét Nam diing thi 80 thé gidi (muc trung binh),
nhung an toan diing trén 100 (trung binh yéu).
Trong d6, chi s6 lién quan dén y thiic va hanh vi
cUa ngudi dan thiViét Nam thudc nhom yéu nhat
trén thé gidi. Trén thé gidi cir mot gidy c6 176 su
c6 lién quan dén an toan an ninh thong tin, 3
cudc tan cdng mang co6 chu dich, c6 4 ma doc
dugc phat tan ra. Trong khi d6, Viét Nam dung
thu trén 100 vé an toan thong tin nhung mét vai
chi s6 diing cudi cung cla thé gidi. D6 la chi sé
tan phat thu rac tu Viét Nam. C& mét gid thi céd
200 ty thu trén thé gidi dugc phat di, 53% trong
56 d6 la thu rac, nhiéu thu chira ma déc. Va cir 100
thu thi Viét Nam cé 11,17%; Trung Quéc 12,4%;
My 8,5%. & day, néu tinh s6 ngudi thi Viét Nam
dung s6 mot, gap 13,4 1an Trung Quéc va gan 8
lan My”

Nhirng gidi phdp ngdn chdn

Trong thai gian qua, B6 TT&TT da trién khai
quyét liét, dong bd cac gidi phap nham tang
cudng quan ly ndi dung thong tin trén mang, dau
tranh ngan chan cac thong tin xau déc, vi pham
phap luat nhu: Tham muu cho Quéc hoi, Chinh
phd ban hanh, stta d6i, b6 sung mét s6 van ban
quy pham phap luat nham tang cuong quan ly
Internet va thong tin trén mang. Tang cudng xu
ly cac doi tugng c6 hanh vi sai trai, phat ngén
thi€u chuan muc trén mang xa hoi.

TU nam 2016 dén nay, BO TT&TT da chi dao cac
don vi chiic nang tang cudng x( ly cac doi tugng
¢6 hanh vi sai pham, phat ngén thiéu chuidn muc
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trén mang xa hoi. Doi vai trudng hgp xac dinh
dugc nhan than cta déi tugng vi pham: tuy theo
muc d6, BO TT&TT sé ap dung hinh thdc xa ly kip
thdi thong qua viéc xi phat vi pham hanh chinh
va bién phap ky thuat, ap dung theo quy dinh tai
Nghi dinh s& 174/2013/ND-CP ngay 13/11/2013
cla Chinh pht quy dinh xf phat vi pham hanh
chinh trong linh vuc buu chinh, vién théng, cong
nghé thong tin va tan sé vo tuyén dién. Truong
hop vi pham muic d6 nhe thi nhac nhé, rat kinh
nghiém, trudng hgp vi pham & muic do nang cé
thé xem xét xt phat vi pham hanh chinh, thu héi
gidy phép, thu hoi tén mién.. Trudng hop khéng
xac dinh dugc nhan than cuta té chuc, ca nhan vi
pham, BO TT&TT yéu cau cac doanh nghiép cung
cap dich vu nhu Google, YouTube, Facebook,...
thuc hién cac bién phap ngdn chan, g& bo theo
quy dinh tai Théng tu s6 38/2016/TT-BTTTT.
Ngoai ra, BO TT&TT cling phéi hgp chat ché

Giam sat
thong tin

H¢ thong ky thudt gidm sdt mang xa hoi.

vGi B6 Cong an dé xac dinh hanh vi, d6i tugng va
ngan chan, xt ly cac trudng hgp vi pham an danh
tinh hoac d6i tugng chéng pha Dang, Nha nudc.
Tang cudng cong tac thanh tra, kiém tra va xt ly
cac hanh vi vi pham trén Internet va mang xa héi.
Chi dao cac co quan bao chi, truyén thong tang
cudng tuyén truyén, nang cao y thuc, trach
nhiém cho ngudi st dung Internet va mang xa
hoi.

Trong thai gian t&i, B6 trudng Truong Minh
Tudn cho biét, BO sé tiép tuc hoan thién hé théng
van ban phap luat, ddm bao moi trudng phap ly
binh ddng, minh bach, kip th&i b6 sung, xay dung
cac van ban mai va xdy dung co ché chinh sach
vé théng tin dién ti cho phu hgp véi yéu cau
thuc tién, dap ting hiéu qua quan ly, bé sung cac
ché tai xtt ly sai pham nghiém khac hon.
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Nhan thic ré van dé nay, trong thoi gian qua,
v&i chuic nang, nhiém vu dugc Chu tich UBND
tinh, Giam déc S6Théng tin va Truyén thong giao
cho Trung tam Cong nghé théng tin va Truyén
thong trong vai trd la co quan bdo dam an toan
thong tin trén dia ban tinh. Trung tam da tham
muu cho tinh trién khai cac giai phap nham han
ché cac nguy co gay mat an toan théng tin néi
chung cling nhu ch d6ng ngan chan, day ui cac
théng tin xau déc trén méi trudng mang noi
riéng, cu thé nhu sau:

Mét la: DE chi dong ngan chan, day lui théng
tin xau doc trén internet va mang xa hoi, doi hoi
truéc hét mdi can bd cdng chic, vién chic, nguoi
lao doéng nadi riéng va ngudi dan tham gia mang
xa hoi néi chung phai nhan biét dugc tinh hai
mat cla internet va mang xa hoi; nhan dién cac
thu doan, néi dung thong tin xau doc, tinh chat
nguy hai clia né doi vai ca nhan va xa hoi;

Hai la: Cac ca quan, ban nganh, don vi, dia
phuong can tiép tuc chi dong, kip thai cung cap
théng tin moét cach day du, toan dién cho nguai
dan. Qua dé, trang bi kién thiic can thiét dé moi
ngudi c6 thé tu sang log, ti€p nhan thong tin hiru
ich, chinh thong, dong thai“mién dich” véi nhiing
thong tin xau doc lam nhiéu loan moi trudng xa
hoi.

Ba la: Can bd céng chuc, vién chic can han
ché viéc st dung cac tai khoan ung dung dung
chung nhu dia chi thu dién ti cong vu dé dang
ky cac dich vu trén mang xa hoi. Dong thdi, tang
cudng céng tac bao dam an toan thong tin cho
ca nhan va ca quan, don vi nhu thuc hién nghiém
tlc cac bién phap bdo ddm an toan théng tin
theo quy dinh; bdo vé tai khodn thu dién tu,
khéng dé ngudi khac st dung hdp thu ca nhan
cta minh; dinh ky thay d6i mat khiu, bao vé
thong tin cd nhan trén moi trudng mang,...

B6n la: Trién khai déng bd cac giai phap ky
thuat trong viéc lang nghe va phat hién sém cac
thong tin trén moi trudng mang, nhan biét cac
théng tin doc hai cling nhu cé cac bién phap
phan uUng lai cac théng tin dé. Qua do giup cac
cd quan chuc nang phat hién théng tin theo tu
khoa, dé khoanh viing déi tugng phat tan va han
ché t6i da cac thong tin lan truyén.



Rinh nghiem trien Khai dc bien phap ddm bdo an todn thong tin mang
trén dia ban tinh cia Trung tam CNTT&TT Son La

ién nay cuing véi viéc ddy manh tng dung
H CNTT, cac nguy co vé 16, lot, mat an toan

thong tin (ATTT) cling ngay cang tang va
nhiing hinh thic tan cdng trén mang ngay cang
da dang, tinh vi, nguy hiém. ATTT dang la van dé
ndéng, va dang dugc nhiéu nudc trén thé gidi,
nhiéu t6 chiic va cong déng dac biét quan tam.
Theo thong ké clia cac chuyén gia CNTT cudi
nam 2016 thi méi thang & Viét Nam ¢6 hon 300
Website bi tan cong va 40% website c6 16 héng
bao mat, va dé chi la bé ndi con thuc té sé lugng
I6n hon rat nhiéu. Théng ké ctia VNCERT thi cho
thay chi trong nlra dau nam 2016, tdng s6 su c6
an ninh mang dugc VNCERT ghi nhan da la
127.630 su c6 (gbm 8.758 su ¢ Phishing, 77.160
su cO Deface va 41.712 su c6 Malware), gap hon
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Tin ndi bat
= B30 cdo k& qud I Ij si ¢f 6 nhidm nguln nudc
Thanh phé

u L& ky két DU 4n “Thic ddy binh ding gidi théng
qua nang cao hiéu qua kinh t& va phit...

= Héi nghi cdng bd ké hoach hanh ddng REDD+ tinh
Son La giai doan 2017-2020, dinh hudng...

= So két 2 ndm thuc hién quy ché phédi hop hoat
dong cong tic dan van gifa Cuc Chinh tri...

= Huyén Thudn Chdu chinh thic dua Trung tim
Hanh chinh cng di vdo hoat déng

= Phién hop thir 18 Thudng trfc HDND huyén Séng
M3 khéa XX -

TRAN THI LUYEN
Gidam doc Trung tam CNTT&TT Son La

41an so téng su ¢4 an ninh mang dugc trung tam
nay ghi nhan trong nam 2015 va gap gan 6,5 lan
sO su c6 dién ra trong nam 2014.

Nhan thic dugc van dé nay Trung tam
CNTT&TT tinh Son La, luén coi viéc dam bao
ATTT, trong viéc Ung dung CNTT, la nhiém vu
quan trong uu tién hang dau, trong chién lugc
phat trién CNTT va xay dung chinh quyén dién ti
tai dia ban tinh Son La.

Trong béi canh dé vai vai trd la cg quan
chuyén nganh - Trung tam CNTT&TT Son La,
thudng xuyén ra soat phéi hop vai cac don vi lién
quan trién khai thuc hién cac cong tac ddm bao
ATTT trén dia ban tinh. Trén ca s& d6, nhitng nam
gan day két qua tinh hinh ATTT trén dia ban tinh
Son La tuong d6i 6n dinh. Cu thé nhu sau:

Ngudidan @ Hoéidap | Lienhé | English

Céng théng tin dién tir Tinh Son La.

B VAN BAN PHAP QU ils
g e BT

khen thugng tinh Son La (04/11/2017)

= Quyédt dinh \.'E‘!‘ viéc ban hanh Quy dinh
cdng khai xin 10i t4... (03/11/2017)

Tin mdi

Tin trong tinh

IR T

= Quydt dinh vé viéc ditu chuyén Phdng
Kiém sodt thi tuc... (26/10/2017)

= Quyét dinh v& viéc Ban hanh ké hoach
phéna, chéng dich... (26/10/2017)

= Quyét dinh vé viéc phé duyét danh muc,
dy todn va ké... (24/10/2017)

= Chi thi vé t§ chirc phat dgng phona trao
thi dua ddc bigt... (24/10/2017)

= Quyét dinh Ban hanh Quy ché thi dua,
khen thudng tinh Son La (04/11/2017)

® Bao cao tinh hinh K

Céng théng tin dién td Tinh Son La do Trung tdm CNTT&TT Son La phdt trién va van hanh.
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Vé co ché phdp ly, chinh sdch

Ngay 21/6/2017, UBND tinh Son La da ban
hanh “Quy ché dam bao an toan thong tin mang
trong hoat dong Ung dung Cong nghé thong tin
clia ¢ quan nha nudc trén dia ban tinh Son La"
Trén co s& d6 Trung tam da tham muu cho S&
Théng tin va Truyén thong Son La ban hanh“Quy
dinh ddm bdo ATTT mang trong hoat déng Ung
dung Cong nghé théng tin cdia S& Thong tin va
Truyén thong tinh Son La”. Qua d6 hoan thién
nham tao hanh lang phép ly, quy dinh cu thé
cong tadc ddm bado ATTT mang trong hoat déng
Ung dung CNTT tai cdc co quan, don vi.

cac tiéu chudn, quy chuan ky thuat va huéng dan
cla bo Théng tin va Truyén théng. Hang nam
dugc xay dung ké hoach bao dudng, nang cap
nham cap nhat ky thuat kip thai tirng budc hoan
chinh theo tiéu chuan ATTT.

Vé con ngudi.

Trung tam CNTT&TT ludn tam niém con ngudi
la yéu t6 quan trong nhat, luén coi viéc dao tao,
tap hudn, béi dudng cac can bo phu trach vé
CNTT, tai cac s&, ban, nganh vé ATTT la uu tién.
S&Thong tin Truyén théng Son La cling mé nhiéu
|6p tap hudn vé bao mat va ATTT, cac ky nang cho
can bo quan tri hé thong.

Trung tdm tich hop dit liéu
tinh Son La.

Hang nam té chuc danh gia cac tiéu chi dam
bdo an toan thong tin, tng dung CNTT trong cai
cach hanh chinh cho céc s& ban nganh don vi
trong tinh. Ban hanh “Quy ché van hanh trung
tam tich hgp d{ liéu cia tinh”. Nhiing quy ché nay
dugc ban hanh nham hoan chinh co s& phap ly
va hudng dan cac co quan don vi thuc hién cong
tdc ddm bdo an toan, an ninh théng tin, phuc vu
cho céng tac diéu hanh quan ly nha nudc. Cén ci
nhiing quy ché nay cac co quan, don vi trén dia
ban tinh trién khai, xay dung quy ché n6i bé dam
bao ATTT phu hgp véi tung co quan don vi minh
dé ap dung.

Mat khac, véi vai trd va chic nang nhiém vu
dugc giao, Trung tam luén dam bdo céng tac
tuyén truyén phé bién cac van ban ¢ lién quan
vé an toan an ninh théng tin trong viéc tng dung
CNTT dén dang d6i tugng va kip thai, nham gidp
cac co quan, don vi ting phé déi vai cac su c6 mat
ATTT.

Vé giai phdp, bién phdp ky thudt.

Da6i vai hé théng théng tin dung chung cla
tinh bao gém (Céng théng tin dién tu, thu dién
t’ céng vy, moét cla dién tl) dugc xay dung theo
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Cong tdc hé tro xit Iy sy cé ciia Trung tam
CNTT&TT Son La.

Vé céng tdc ki€ém tra ddnh gid.

SETTTT Son La chu tri phdi hop cac don vi lién
quan té chiic thudng xuyén nhiing cudc kiém tra
danh gid coéng tac ddm bao ATTT, clia cac co
quan, don vi. Muc tiéu nham kiém tra tinh hinh
dam bdo ATTT tai cac ca quan, don vi, trén dia
ban nhu phép ly, chinh sach, bién phap ky thuat.
Tu két qué da kiém tra SGTTTT giao cho TTCNTT,
hudng dan cac ca quan, don vi, giai phap, bién
phap ky thuat trién khai nham tiing budc hoan
thién cac van dé ATTT, cho hé théng thong tin.

Gan day, van dé cac tin tac lién tiép tan cong
vao cac website Viét Nam, dac biét la cac website
c6 tén mién dudi .gov.vn, nham chéng pha va
thuc hién cac muc dich trinh tri. D€ ddm bao an
toan cdc Website cla tinh, Trung tam CNTT&TT
Son La thudng xuyén ra soat cac 16 héng bao
mat, cac website co quan, don vi (tén mién
sonla.gov.vn) trén dia ban tinh. Kip thai va 16i
dam bdo an toan an ninh théng tin.



Cac giai phap ky thuit bao dam an toan thong tin
cho hé thong mang ciia cie ¢ quan, don vi trén dia ban tinh

stc quan trong déi vdi ngudi st dung

cong nghé thong tin noéi chung va can bg,
céng chuc vién chiic néi riéng. Cac nguy co mat
an toan théng tin mang khoéng chi anh huéng
dén céc co quan, t6 chiic va ca nhan ma con tac
déng manh mé dén su phat trién va én dinh cua
xa hoi.

Trong nhitng nam qua, cac co quan trén dia
ban tinh da va dang tang cudng cac bién phap
dé dam bao an toan théng tin (ATTT) cho cac
mang cong nghé théng tin (CNTT) tU chinh sach,
quy trinh ky thuat dén con ngudgi. Nhiéu co quan,
don vi da trang bi nhiéu thiét bi, céng nghé ATTT
hién dai nhu: Tuong Ia (Firewall), ma hoéa va
mang riéng o (VPN)... nham phong chéng va déi
pho hiéu qua vdi cac nguy co va hiém hoa mat
ATTT dang ngay cang gia tang. Tuy nhién, cling
con nhiéu hé théng CNTT tai cac ca quan, té chic
va doanh nghiép chua dugc quan tam trong
céng tac an toan va bao mat, dan dén cac vu viéc
mat an toan théng tin, tén tai nguy co bi phan tu
xau xam nhap, khai thac, lay cap théng tin, bi mat
nha nudc...

Pac biét trong thdi gian qua, Trung tam
CNTT&TT qua cong tac giam sat tinh hinh ATTT
da gui cac cdnh bdo t6i cac co quan trén dia ban
tinh c6 hé thong thong tin tham gia vao mang
may tinh ma Botnet. Tuy nhién viéc khac phuc va
xac dinh nhitng may tinh bi nhiém ma doc trong
hé théng mang cua cac co quan van chua dugc
thuc hién mot cach triét dé. Trudce thuc trang trén
déi véi hé théng CNTT clia cac co quan, té chiic
can mét giai phap cé kha nang thu thap, luu tri
va xu ly cac su kién dé dua ra cac cdnh bdo vé cac
moi de doa ma ho dang phai déi mat, tir dé xay
dung ké hoach ngan chan va xt ly. D6 chinh 1a
cac giai phap thuc hién chic ndng giam sat, canh

N gay nay, an toan thong tin c6 y nghia hét

NGO PHUONG
Trung tam CNTT&TT Thanh Héa

bao, phat hién xam nhap giup ddm bao an toan
thong tin cho hé th6ng mang LAN.

Bai viét nay gidi thiéu mét so gidi phap dua
trén phan mém nguén ma thuc hién cac chuc
nang hé trg trong viéc gidam sat, phan tich va
ngan chan cac nguy co gdy mat an toan thong
tin trong hé théng thong tin clia cac co quan don
vi trén dia ban tinh.

1. Hé théng giam sat hoat déng cua cac
trang thiét bi trong hé th6ng mang

a. Muc tiéu

Mét trong nhiing cong viéc ca ban clia ngudi
quan trila giam sat ha tang mang CNTT. Giam sat
mang la kiém tra tinh trang théng s6 dir liéu ctia
hé théng ha tang mang

Phan mém s dung cac phuong phap canh
bao linh hoat, cho phép ngudi quan ly cau hinh
canh bao dua trén email cho hau hét cac s6 liéu
bdo cao, su kién xay ra, cho phép ching ta nam
bat nhanh cac su c6 xay ra cla thiét bi mang
(server, router, swich,...). Ngoai ra, con hé trg chiic
nang bao cao, téng hop va du doan di liéu tét
dua trén nhimng dir liéu c6 san da duogc luu tri.

Qua phan mém giam sat nay giup lanh dao,
nguadi quan ly biét tat ca thong tin ctia hé thong
dé nang cdp va ma& rong hé théng khi can thiét;
Giam sat dugc hau hét cac thiét bi mang, cac ing
dung dich vu (SMTP, POP3,HTTP, FTP....); Phat hién
su 6, phat hién tan cong nhanh chéng dua ra
canh bao cho nguai quan ly..

Hé théng cé thé tim va gilip gidi quyét viéc 16i
trang web, hoat déng clla ngudi truy van va
truyén tai file, nguyén nhan do qua tai, su c6
server, switch, firewall, két néi mang bi tré hoac
cac su c6 lién quan dén cac thiét bi khac.

b. Trién khai

- M6 hinh mang khi trién khai:

-Yéu cau:
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Zabbix Server

Switc
@ ] B L

Router

Modem/R outer

PrinLer

Zabbix Server: May chii giam sat cai dat phan mém Zabbix
Switch, Server, firewall,PC, Laptop...: Thiét bi can giam sat
d. Két qua:
- Giao dién dang nhap phan mém:
€ > C O 19216810.107/zabbix/indexphp o MBP T OS @A

Help | Get support | Print | Login

khanh.com.vn

@

Login name admin |
Passverd Era—

Zabbix 1.8.5 Copyright 2001-2011 by SIA Zabbix Connected as "guest’

- Gidm sat hoat ddng ctia mdy cha: CPU, RAM, HDD, Network,....

2015-05-30 15:36 - 2015-09-30 16:36 (nowd

Zoom: 1h 2h 3h 6h 1oh id 7d 14d im m 2w AL

“= iy 6m im 79 id i2h ih | ih 12h id 29 im Sm ix »» ah  (fmeed

Zabbix server: Disk space usage D: (1h) Zabbix server: Disk space usage / (1h)

< : &

Zabbix server: CPU load (1h) Zabbkix server: CPU utilization (1h)
1a San—— R 8 - 100 %
12
28 50 %
o8 [\
06 [ el
0%
O 2§ 8 & ®# 8 838 & B2 & & & el
il S S g R ER et e Sl E e s S =
ol = =
o 8 9 5 £ H
a2 5 last min vg max
2 2 I CPU idle time [avg] 30.63 % 17.23 % 3097 % 44.87 %
=3 =3 M CPU user time [avgl 0.94 % 49.59 % 59.46 % 64.98 %
L m 3 B CPU system time [avg] 272 % 27 % 295 % 365 %
= last min avg I CPU iowait tir [avg] 6.86 % 235 % 6.42 % 16.97 %
B Processor load (1 min average per core)  [avg] 074 035 08723 : B CPU nice time favgl 0% 0% 0 % 0%
M Processor load (5 min average per core) [avg] 08l 05565 08501 H CPU interrupt time  [avg] 003 % 0.0084 % 0.02 % 0.05 %
I Processor load (15 min average per core) lavg] 0.83 0.555 0.7744 L] cPU softirg time [avg] 0.18 % 0.08 % 0.2 % 0.43 %
© Trigger: Processor load is too high on Zabbix server [> 5] B CPU steal tme [avgl 0% 0% 0 % 0%
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- Giam sat bang théng mang trén cac thiét bi

Traffic on interface gigabitethernet1/0/13 Group | Data Center - Svitch [~ Host| SW APP 10.16.243.11 Graph | Traffic on interface gi £1/0/13 |

SW APP 10.16.243.11: Traffic on interface gigabitethernet1/0/13 (1h)
120 Mbps

100 Mbps |-

80 Mbps

60 Mbps

40 Mbps

20 Mbps

Uhps‘
@ o o n D @8O o N oMo om D~ @O o oo Nmog 0D =D 0O P EEE R T T T S
mMTE ¥2 I 33533803838 anbknassas3dssszacrddd3ddnasanAadaddclAaasmmBRARdnR g
T S T < O s e e e R B . R i @ o 0 o W O O 0 W @ B O 0 W W OB LW @ O W oW @ 00 0 @
gAAdAd3243a23388838380883:8 8 823888 888RR RARfRfRRARfAfRARfAfARAAfARAnnyg
& o
3 3
s =
] a
last min avi max

[ Incoming traffic on interface gigabitethernet1/0/13  [avg] 344 35Kbps 7847 Kbps 32311 Kbps 531.5 Kbps
B Outgoing traffic on interface gigabitethernet1/0/13  [avg] 98.76 Mbps B0.98 Mbps 9501 Mbps  104.51 Mbps

- Gidm sat hoat dong clia Website
ZABBIX

Monitoring Inventory Reports Configuration Administration

Help | Get support | Print | Profile | Logout

Sarver Cantos

Dashboard ~ Overview

Latestdata Triggers Events Graphs Screens Maps Discovery ITservices

History: Configuration of triggers » Configurstion of web monitoring » Status of Wab monitoring » Details of scenario » Status of Web monitoring

Step  Speed Response time Response code Status
Trang chii 32.52 KBps 35 609.6ms 200 oK
TOTAL 35 609.6ms oK

Home Site laichau.gov.vn (1h)
50 KBps -
40 KBps
30 KBps
20 KBps
Speed 10 KBps
08ps b o
Zaa 2 3
Siain =
3 g
o =
" m o3
last min avg max
[l Download speed for step *Trang chd” of scenario "Home Site laichau.gov.vn®. [avg]l 37.58KBps 0Bps 2274 KBps 41.59 KBps
Data fram history. Generated in 0110 s

- Bdo cdo

Monitoring Inventory Reports Configuration Administration Server Centos

Status of Zabbix

Availability report  Triggers top 100 Bar reports | Search

History: History » Latest data *» Status of Zabbix » Bar reports » Most busy triggers top 100
MOST BUSY TRIGGERS TOP 100

Report

e e s e
551

Host

Wabsite |aichau.gov.vn

Ii

Disk 1/O is o on Zabbix server Warning 54

Operational status was changed on SW OFF 10.16.243.49 interface gigabitet Information 32

e e . -
laichau.gov.vn ichau.gov.vn khéng truy cap dugc _ 12
W_APPO2 10.16.11.36 Zabbix agent on W_APPO2 10.16.11.36 is unr able for 5 _ 2
W_POTO1 10.16.20.32 Free disk space is less than 20% on volume C: Warning 1
Free disk space is less than 20% on volume D: Warning Al
W_POTO1 10.16,20.32 Host information was changed on W_POTO1 10.16.20.32 m
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2. Hé théng tudng Itra ngan chéan cac truy cap vao hé théng mang

a. Muc tiéu

Trong trudng hagp hé théng mang chua cé thiét bi Firewall cling, cac ca quan, don vi cé thé trién
khai giai phap nguén mé trén 01 may PC c6 cdu hinh co ban dé thuc hién cac chic nang cia mot
thiét bi ngan chan cac két néi dén cac dia chi va IP xac dinh.

Thong qua chic nang nhat ky ctia hé théng va danh sach cac dia chi can chan, quan tri mang cé
thé dé dang xac dinh va c6 lap dugc may tram trong hé théng mang ctia don vi dang bi lay nhiém
ma doc va két n6i dén mang may tinh ma botnet.

b. Trién khai

- M6 hinh mang khi trién khai:

192.168.2.x

( +
b  E—
e o 192.168.2.1

e 192.168.1.2

PC3
192.168.2.x . /

192.168.2.x Firewall (IPCOP)

192.168.1.1

-Yéu cau

01 mdy PC c6 cau hinh théng thudng, c6 02 card mang cai dat phan mém nguén ma IPCOP thuc
hién chic nang nhu mét thiét bi Firewall.

c. Két qua:

- Chan dia chi lién két dén hacker hodc mang may tinh ma théng qua dia chi IP hodc tén mién

| o) Firewall [ Firewall Rules
L

)
-!:'-- System Status Metwork

Outgoing Traffic | IPCop Accaess | Port Forsarding | External IPCop Access |

S

Dutgoing Traffic:

et Met
#* Jface Source Iface

Destination

(P TRUNG TAM CNTT&TT THANH HOA - S0 05



Blacklist name

Blacklist catagory nams:

Ih otnet

Edit domains, URLs and expressions
Domains (one per line)

domain.com
yahoo . com

facebook. com
email.com

- Khoanh vuing va xac dinh may bi nhiém ma déc

124041

18:52:51

12:54:40

12:54:51

12:54:58

12:55:07

RED DROP
RED DROP
GHEEW DROP
GREEN DROP
GREEN DROP

GHEEN DROP

wan-| IGHF
Cman-l RGMP

wan-i 1GNP
lamel

lam-1 ICHP
lamel

bam- i TCHE
manet

bam- i pi=
lanct

lam-1 ICHF
wan-l IGMP

wan- i IGMF
mmmned

1%2.160.1.1 - Paft:B2:a319:b0 224001
S asmadead 0 - POsfS:edash R0
AF168.0.1 - #0iFh:52:a3:1%: 08 224004
C ASAse24F 0 - 000e29eMS DAMOSARAR 0
;0= 29:90:04:65
00:0:20:90:4165

18226811 L) S0ufe:52:83:19:08 224003
S E T T TS hE

3. Hé théng phat hién va ngan chan tan céng vao hé théng mang

Hé théng gidm sat phat hién xam nhap (IDS-Intrusion Detection System) la mét phuong phap bao
mat c6 kha nang phat hién cac kiéu tdn codng mdi. Trén thi trudng hién nay, c6 rat nhiéu thiét bi IDS/IPS
tuy nhién cac thiét bi nay c6 gia thanh kha cao va chi phi duy tri ban quyén hang nam rat ton kém.
Mét trong nhiing phan mém IDS phd bién hién nay la Snort. Pay la moét san pham NIDS (Network-
based IDS) ma nguén mé vai hé théng signature database (dugc goi la rule database) dugc cap nhat
thudng xuyén bdi nhiéu thanh vién trong céng déng Internet. Hé thong IDS-SNORT thu thap céac
théng tin trén cac thanh phan cla hé théng, phan tich cac théng tin, dau hiéu nham danh gia va dua
ra cac canh bao sém cho ngudi quan tri hé thong.

b. Trién khai

- Mé hinh mang khi trién khai:

IDS- Snort
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-Yéu cau

01 may PC c6 cau hinh manh, cai dat phan mém ngudén mé Snort thuc hién chiic ndng nhu mét
thiét bi IDS

+ Thiét bi chuyén mach (Switch) c6 hé trg céng Miroring giam sat luu lugng vao/ra trén hé théng

mang.
c. Két qua:
- Giao dién dang nhap trén phan mém

Basic Analysis and Security Engine (

anigue Inting Sowce IP
[FE Exierg Soawrce B

- Lling Sowce I
Sy PIEIO0E TCP uoe
TCP [l g
TCcp uop Seanch
TCcP (L0 Graph Aan [Data
TCP Giaph Adert Datectian Tima
éwtin 3tibn

15 Unigue Alurs

4 Umdgue Aloits

SenssnvTotal 171 Trafic Prafiln by Pretscol
Usique Aurs: 77 TCP %
Totel tumbes ]
Ttal Humbar of Alurts: 17430 -
UDP g 1%)
= Src P addes 120 I
» Dast IP gadrs 906G CAP 1Y)

= Uniqua P inks 1506

» Souce Pt 17673
Potacan Tesle @1%)

« TCP(IMeED) UOP (a8
& Dusl Posts 66

« TCP {56 UDP [ W0}

y: 0] {ICMP} 192.168.11.10 -> 192.168.10.13 14 92. > E
@9/0 49.010561 [Drop] [**] [1080@01:1080001:1] -->Phat hien Ping Of Dead ! [**] [Prior 9/06 .786476 0 >Phat hien SYN FIN Scan ! [Priority:
8] {ICMP} 192.168.11.1@ -> 192.168.10.13 14 S
[Drop] [**] [1600802:1608002:1] -->Da chan Ping OF Dead ! [**] [Priorit 6 .789 »Phat hien SYN FIN Scan ! [Priority:
1.10 -> 192.168.10.13 92.
[Drop] [**] [1000001:1600001:1] -->Phat hien Ping OFf Dead ! [**] [Prior 6 .789 »Phat hien SYN FIN Scan ! [Priority:
.11.10 -> 192.168.10.13 14 E
[Drop] [**] [1600802:1608002:1] -->Da chan Ping OF Dead ! [**] [Priorit 9/06 . 5 >Phat hien SYN FIN Scan ! [Priority:
1.18 -> 192.168.10.13 ! >
048 [Drop] [**] [100@0@1:1000001:1] -->Phat hien Ping OF Dead ! [**] [Prior 6 . 2 0 >Phat hien SYN FIN Scan ! [Priority:
.11.10 -> 192.168.10.13 14 E 5
[Drop] [**] [1600802:1608062:1] -->Da chan Ping OF Dead ! [**] [Priorit 9/06 s >Phat hien SYN FIN Scan ! [Priority:
1.18 -> 192.168.10.13 1 .168.11. 24 > 68.10. 80
[Drop] [**] [1000001:1800001:1] -->Phat hien Ping OFf Dead ! [**] [Prior 6 ! >Phat hien SYN FIN Scan ! [Priority:
.11.10 -> 192.168.10.13 114 92. £ :
54.624810 [Drop] [**] [1800602:1600002:1] -->Da chan Ping OF Dead ! [**] [Priorit 9/06 . >Phat hien SYN FIN Scan ! [Prior:
.168.11.18 -» 192.168.10.13 14 S >
7 [Drop] [**] [1000001:1600801:1] -->Phat hien Ping Of Dead ! [**] [Prior 6 . hien SYN FIN Scan ! [Priority:
.11.10 -> 192.168.10.13 14 92. o 2 :
[Drop] [**] [1000802:1000002:1] -->Da chan Ping Of Dead ! [**] [Priorit 9/06 .796 hien SYN FIN Scan ! [Priority:
.11.16 -> 192.168.10.13 14 s
[Drop] [**] [1600801:1606001: at hien Ping Of Dead ! [**] [Prior 9/06 .79621¢ hien SYN FIN Scan ! [Prior:
.11.10 -> 192.168.10. 1 E 8

e2.

Trén day la moét s6 gidi phap ky thuat nham muc dich tdng cudng kha nang bao dam an toan théng
tin trén hé théng mang cla cac co quan, don vi trén
dia ban tinh. Trong qua trinh trién khai, 4p dung tai cac
co quan, don vj tuy thudc vao mé hinh mang va muc bién thoai: (0237) 3718699;
dich ctia tiing co quan, vui long lién hé vai T6 Ung cliu Fax (0237) 3718299.
su ¢6 cia Trung tam CNTT&TT dé dugc ho tro. Email: ungcuusuco@thanhhoa.gov.vn
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HUGNE DAN PHAT HIEN VA XULY WEBSITE BI TAN CONC

Nam (VNCERT) ghi nhan da c6 9964 su c6

tan cong vao hé thong mang tai Viét Nam
trong 9 thang vlra qua. Cac cudc tan céng bao
gdém ca 3 loai hinh Phishing, Malware va Deface.
Trong do6, tan cong bang ma doc (malware) phat
tan chiém nhiéu nhat vai 4595 lan, tdc hon 46%
téng s6 cac cudc tan cong. Trong s6 cac nan nhan
cua loai hinh malware nay c6 16 website c6 tén
mién “gov.vn.

Trong thang 11/2017, Trung tam VNCERT ghi
nhan 597 su c6 tan cOng mang vao cac website
tai Viét Nam, gobm 248 su c6 Phishing (tan cong
|tra dd0), 232 su c6 Deface (tan cong thay déi giao
dién) va 117 su c6 Malware (cai ma doc).

Day la van dé nghiém trong va can cé phuang
an giai quyét triét dé. Rat nhiéu website bi tan
céng cho dén nay van chua khac phuc hoac c6
nhiing website bj tan cong ma quan tri khéng
biét. Dudi day la mét sé hudng dan cho cac quan
tri website nham phat hién sém nhat tinh trang
website clia minh da hoac dang bi tdn cong dé
dua ra phuong an kh3c phuc kip thai va triét dé.

Nhiing dau hiéu khi website bi tan céng

(1) Website bi thay déi giao dién “Trang chd”
hoac mot dudng dan téi mét trang con clia web-
site bi tin tac thay d6i giao dién. Xuat hién nhiéu
dong chir dugc hacker chén vao website, ki€u nhu:
“hacked by...", “God verify...", “security is low"...
Diéu d6 thé hién website da bi tin tac hack thanh
c6ng va chiém hoan toan quyén diéu khién. Mot
meo nhoé dé phat hién cac dudng dan ma tin tac
guilén la ban c6 thé tim ki€ém trén Google theo cu
phdap nhu sau: “site.gov.vn hacked” (vGi
site.gov.vn la tén mién website clia ban).

Trung tdm Ung ctru khdn cap may tinh Viét

© [© iethantoacomoyner] w %] Gy

[!] Hacker Muslim [!]

Hacker by GeNErAL

LE VAN HUYEN
Phé Trudng phong Qudn Iy Vién thong
S6 Thong tin va Truyén thong Thanh Héa

(2) Website bi chén cac duong dan tdi cac
website khac ma ban khong biét, chén cac doan
ma HTML dé tang truy cap cho cac website khac,
ton tai nhiéu dudng dan téi cac website chita noi
dung do tin tac thiét lap...

TRANG THONG TIN

his bext i replaced by the Flash mevie.

e

(B Do i 148 trg K st K thu g bt
e L Chis g Tri lol

‘Show No Replies.
Lin xem  Bhi mdi nhat

=) Phien sex hay Phim sex nhat ban-phim s4x online-dah
‘wex thi huong nilm 2014 ap942 0 "
bk ok chupén

Phim sex hay phim sex onfine-Phim sex viet nam-inh
ey ek ey A 'a sex ngin b nim 2013 tap25851 o 5
08 chr

Lich céing tic b

Nén thudng xuyén va dinh ky kiém tra cac
backlink (duong dan téi website khac) trén web-
site cla minh hoac thuc hién viewsource cla
website (An chuot phai trén trang web / chon
viewpage source / Ra soat ndi dung nguén HTML
cla website dé phat hién dudng dan la).

(3) Website bi chén cac dudng dan gia mao
cac website danh tiéng khac (gia mao website
clia ngan hang, gia mao website giao dich truc
tuyén, gid mao website Facebook, Gmail...). Cac
dudng dan nay dugc st dung dé Ila dao va
chiém tai khoan cia ngudi dung.

2yl Bramiar ac<ount s requred for e PayPal Debit MastarCara

(4) Trang web bi tuy déng dang cdc tin tuc
Spam, cac tin tuc trai phép Ién website.
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(5) Cac hé théng hay cac module gidm sat
théng bao rang nhiéu tép tin trén website da bi
thay d6i néi dung.

(6) Phat hién website cia minh thudng xuyén
gui cac yéu cau HTTP dén cac website khac...

(7) Phat hién cac tép tin, doan ma doc hai trén
website, cac tép tin ¢ chir nhiéu doan ma da
dugc ma hoa.

(8) Bi canh bdo blacklist b&i Google, Bing,
McAfee; Canh bao trong két qua search Google

Xt ly khi website bi tan céng

(a) Xdc dinh nguyén nhén

Dé xac dinh dugc ré nguyén nhan thi can diéu
tra cu thé trong tling trudng hgp, nhung website
bi hack thong thudng do nhitng nguyén nhan sau:

- Dat mat khau quan tri qua yéu, thiéu co ché
chéng brute force khién ké tan cong c6 thé do
password admin, hodc dé€ 16 mat khau trong qua
trinh st dung

- Cai dat cac theme, module, plugin, exten-
sion,... khéng ré nguén goc, kém an toan

- DUng ma ngudn phién ban ch véi nhiéu 16i
bao mat, hacker c6 thé tan cédng va khai thac 16i

- Tan céng local attack tai cac server share
hosting

(b) Kiém tra va xt ly

Budc 1: Cach ly, co lap website

Trudc tién can sao luu (backup) lai trang thai
clia website dé phuc vu cac budc diéu tra sau nay.
Ban hay lién hé ngay véi nha cung cap dé dugc
hé trg kiém tra, cung cap cac ban backup.

C6 thé thay thé trang chd b&i ndi dung “Web-
site dang duoc bdo tri va ndng cdp, Xin vui long
quay lai sau!” hodc chan tat ca cac két néi dén
website st dung firewall hodc .htaccess.

Tiép d6 can kiém tra lai cac tai khoan trén hé
théng xem hacker c6 tao mdi tai khoan khong,
néu cé thi xda cac tai khoan do di, dong thai thuc
hién thay déi tat ca cac thong tin tai khoan hién
tai bao gém: tai khoan website, tai khoan két néi
CSDL, phpmyadmin, tai khodn qudn ly hosting,
FTP, encryption key...

Budc 2: Khoi phuc lai hoat dong clia website
bi tdn cong

Trong trudng hop cé ban sao luu clia ma
nguén hoan chinh, c6 thé tai ban mai lén ban ma
ngudn mai cho website, trong truong hop khong
c6 can thuc hién x6a bo cac dau hiéu ma hacker
da dé lai.
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Cé6 thé st dung céng cu cha Sucuri dé phat
hién cdc ma déc ma hacker da chén vao wesite
cla, tai day. (https://sitecheck.sucuri.net/)

SULUTI

Free Website Malware and Security Scanner

Enter a URL (ex. sucuri.net) and the Sucuri SiteCheck scanner will check the website for known malware, blacklisting

status, website errors, and out-of-date software.
. 100%

Scan Website

Disclaimer:

accuracyis not realistic, and not guaranteed,

Buéc 3: Tim va loai bo cac ma doc, backup,
webshell dang ton tai trén hé thong

Hacker thudng dé lai ma doc trén website clia
ban theo 03 hinh thuc sau:

- Chen code ma doc vao cac tép tin trén web-
site bi tan cong.

- Tai cac tép tin webshell, backdoor 1én web-
site d€ c6 thé kiém soat website thong qua back-
door nay.

- Cai dat chuong trinh déc hai chay ngam, mé
c6ng dé hacker truy cap vao trong lan sau.

Dé phat hién cac webshell, backdoor can tim
va quét toan bd thu muc web clia minh dé phat
hién. C6 thé sir dung mot s6 cong cu tim kiém:
FileSeek, Everything, Webshell Detector...

Cac file backdoors hacker dé lai thudng c6 tén
gan giéng véi ma nguén clia website va néu la
ma ngudn php thi thudng chita cac ham PHP sau:

baseB4 passthru

base64_decode create_function

gzinflate(base64_decode, system
eval(gzinflate(baset4_decode, assert
eval(base64_decode show_source
gzuncompress proc_open

eval stripslashes

exec preg_replace (with /e/)
shell_exec move_uploaded_file
pentl_exec

B “E:\wamp\www\3.8.7\" r57| 99| c100| byg| shell| telnet | alucar - Everything

=l |
Fle Edt Search Toos Heb

"E:\wamp\www\3.8.7\" r57|c99|c100|byg|shel|teinet|alucar

Name ~ [ path
“ byg.php _ E: 3.8.7\dentscript
*[co9-v2.php] E:\wamp\www\3.8.7\ncludes\cron

Pé phat hién cac ma déc hai dugc nhing va
ma nguon website, can tim va kiém tra tat ca cac




Search | of advanced| O Date Fess| O Fie Saze Fess |
3 3.5.7 o |
Pathah [+ \vamo\man = 8 Agpend 4,
Excude Partis) [ =] Bowe Browse 8§ Agpend
Inckude Fies: [ . oo 2] T inciude Fies Fier s RegEx Soarch In ew Tob.
Exchce Flos: [ 2] ™ Exchude Fles Fteris RegEx
Queny: [62nF1ate (basess_decode( =] @ Queyi oo Paze fad
@ —nﬁ_a_-(-m-vmn]
Fis [Pan = T Grem Fis Saa | Date Cr__| Date Ac_| Date Modfied Ly
= S/Rin_Shilpho E\womp\ww'38.7\adimincp 337 114467 | Thg 0. Thob0..  Thg331.201217.31 ste

tép tin ¢4 ngay thay déi (date modified) xung
quanh thai diém tan cong. Rat c6 thé hacker da
chén cdc ma déc vao cac tép tin binh thudng clia
hé thong.

Ngoai ra c6 thé doc trong Log access dé biét
cac backdoor ma hacker da truy cap vao trudc
thdi gian ma website bi tan cong.

VGi cac tién trinh ma doc trén website, can
thuc hién mot cudc diéu tra vé cac tién trinh
dang hoat déng, cac tién trinh cho phép khai
dong cung hé diéu hanh, cac tién trinh dugc cai
dat dé chay theo lich trong Crontab. Tir d6 phat
hién ra cac tién trinh doc hai trén may cha.

Budc 4: Diéu tra nguyén nhan website bi hack

Trudc tién can biét ai la ngudi da tan cong.
Hacker da tan cong nhu thé nao, hacker da lam
gi trén website, hacker con cai dat, an gidu ma
doc gi trén website?

Day la budc kho nhat, né doi héi kinh nghiém
va kién thuc dé c6 thé kiém tra chinh xac nguyén
nhan va cach khac phuc. Bai viét nay chi cung cap
mot s& budc co ban dé kiém tra va xac dinh
nguyén nhan:

- Kiém tra luu lugng mang dé xac dinh cac két
nGi luu lugng bat thudng

- Kiém tra trong access_log hay error_log tim
kiém tat ca cac thong tin lién quan dén viéc web-
site bi tan cong.

- Kiém tra lai ma nguén dang dung c6 dang
tén tai 16 hdng bao mat nao khong, cac module,
plugin dugc cai Ién website cé an toan khéng,
ban ciing c6 thé st dung cac cong cu bdo mat
Acunetix, Nikto, OpenVAS dé kiém tra lai cac 16
héng cta website.

Dé gilp cac co quan, don vi trong viéc khac
phuc va xt ly su c6, ngay khi phat hién su cé lién
quan dén hé théng website can nhanh chéng
théng tin vé T6 Ung cliu su ¢6 mang may tinh clia
Trung tam Céng nghé théng tin va Truyén théng
Thanh Hoa dé dugc hé trg, x( ly kip thai, han ché
t6i da cdc nguy ca mat an toan théng tin mang.

Bao dam an toan thong tin
khi st dung mang xa héi

ang xa hoéi la moét dang xa héi do, muc
dich két néi cac thanh vién cing moi

trudng, cong viéc, sa thich trén mang
v6i nhau. Cho phép ngudi dung chia sé va giao
Iuu thong tin mét cach hiéu qua.

Mang xa héi cé nhiing tinh ndang nhu chat, e-
mail, phim anh, chia sé file, blog va xa luan.
Nhing dich vu nay cé nhiéu phuong cach dé cac
thanh vién tim kiém ban bé, déi tac: dua theo
nhom (vi du nhu tén trudng hodc tén thanh pho),
dua trén thong tin ca nhan (nhu dia chi e-mail
hodc tén tai khoan), hoac dua trén s& thich ca
nhan (nhu thé thao, phim anh, sach béao, hoac ca
nhac), linh vuc quan tam: kinh doanh, mua ban...

Hién nay thé gigi c6 hang tram mang xa hoi
khac nhau, nhu MySpace va Facebook néi tiéng
nhat trong thi trudng Badc My va Tay Au; Orkut va
Hi=5 tai Nam My; Friendster tai Chau A va cac dao
quéc Thai Binh Duong. Mang xa hoi khac gat hai
dugc thanh cong dang ké theo vung mién nhu
Bebo tai Anh Quéc, CyWorld tai Han Quoc, Mixi
tai Nhat Ban va tai Viét Nam xuat hién rat nhiéu
cac mang xa héi nhu: ZingMe, YuMe, Tamtay...

Cac trang mang xa héi déu dugc s& hiru bai
cac hang thuong mai tu nhan va ho kiém tién
bang thu thap théng tin dir liéu vé ca nhan va
ban théng tin nay cho cac don vi quang cdo. Khi
gia nhap mét mang xa hoéi, ngudi dung dang rai
bo su tu do clia mang Internet va budc vao mang
két néi chiu su chi phaoi va diéu khién bai t6 chuc
s& hitu mang nay. Cac thiét lap cai dat bao mat
su riéng tu chi c6 nghia la su riéng tu clia nguai
dung dugc bao vé khéi cac thanh vién khac trong
mang chirkhong bao vé thong tin khai chinh nha
cung cap dich vu mang xa hoi nay. Thuc té nguoi
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dung dang tin tudng trao toan b thong tin dir
liéu ban than ctia minh cho nha cung cdp mang
xa hoi.

1. Mang xa héi cé an toan khong?

Nhu xa hoi thuc t€, khong mot mang xa hoi
trén Internet, thé gidi 4o hay tro chai truc tuyén
nao dadm bdo dugc 100% an toan cho ngudi su
dung.

Trong khi mang xa héi dugc xem la phuaong
tién giao tiép tot véi moi ngudi thi né cling trd
thanh muc dich cho t6i pham mang. Cac hang
bao mat I&n da quan sat dugc lan séng de doa
truc tuyén ngay cang tang lgi dung mang xa héi
dé danh cap théng tin sir dung cho muc dich
kiém tién. Nhiing de doa nay ngay cang phuc tap
hon, khé phat hién hon va thudng nham vao 16i
song “két ban truc tuyén” cla moi nguai.

2. Cac rii ro khi stt dung mang xa hoi

Mang xa héi hoat dong trén nguyén tac két
néi va chia sé théng tin. Do dé, cac mang xa hoi
sé bat budc ngudi st dung phai cung cap mot sé
nhat dinh cac théng tin ca nhan. Cang nhiéu
théng tin ma ngudi st dung cung cap lén mang
xa hoi, cang lam tang nguy ca bi ké xau Igi dung,
lam dnh hudng t6i hinh anh, uy tin ctia ban than.
SU dung cac thong tin dua 1én mang xa hoéi nhu:
vi tri dia ly, s& thich ca nhan, danh sach ban be,
ké xau c6 thé khai thac thém cac théng tin cé
nhan khac hoac cac dir liéu tai chinh, ngan hang
clia nguai dung.

3. Lam sao dé bao vé ban than trén mang
xa hoi?

Internet la mét mang cong cong dugc két néi
toan cau, chi dua nhing thong tin 1én mang khi
minh thay thoai mai cho moi ngudi c6 thé doc,
xem dugc nhing thong tin nay. Khi cong khai
thong tin ca nhan cla minh trén mang xa hoi,
ngudi st dung can xac dinh nhiing thanh vién
khac trén mang xa hoi va Internet déu co thé lay
dugc nhiing thong tin nay, ké ca trudng hop
nhlng thong tin nay da dugc xda, chinh sta thi
cac ban luu c6 thé ton tai & may tinh ngudi st
dung khac.

Do vay, ngudi st dung can gidi han lugng
théng tin ca nhan ma minh cung cap 1én mang
xa hoi, 6 gdng han ché cong khai cac thong tin
c6 tinh lién két, xau chudi véi nhau.
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4. Bao mat thong tin ca nhan trén mang

- Khéng tiét 16 s6 dién thoai, dia chi thuc té,
lich cdng tac, théng tin lién quan téi cong viéc
clia minh tai co quan... Dat ché dé ca nhan hoac
chi ban beé than thiét va tin cdy mdi c6 thé xem
dé tranh trudng hop ké xdu cé thé lgi dung
nhiing thong tin d6 uy hiép, de doa.

- S&r dung méat khau kho do tim, kho doéan va
ludn gilt bi mat mat khau, tuyét déi khéng chia
sé cho ai khac.

5.Tao dung uy tin ban than trén mang

- Xin phép ban be minh truéc khi dang tai
nhing buc dnh va cac cau chuyén cta ho. Ton
trong ngudi khac trong céng déng mang.

- Suy nghi va can nhac ky vé nhiing gi viét va
dang trén mang.

- Thé hién su tén trong ngudi khac trong giao
tiép, Ung xU trén mang.

- Bang dnh phu hgp 1én mang. Khong dua
nhiing hinh anh h& hang, mang tinh khiéu dam
hodc mang tinh chat bao luc lén mang. Ké xau cé
thé st dung nhiing buc hinh dé cho nhitng muc
dich khéng tét dep.

Mang xa hoi NEN:

v SU dung cac trinh duyét web phé bién va
da dugc cap nhat dé truy cdp mang xa hoi va In-
ternet, thudng xuyén theo dai lich st truy cap dé
phat hién cac truy cap bat thudng.

v Chi két ban véi nhitng nguai than, quen
biét & ngoai doi. Xac minh véi ban bé, ngudi than
qua dién thoai hodc gap mat trudc khi két ban
trén mang xa hoi.

v Thudng xuyén kiém tra cd ché bao vé
théng tin ca nhan clia mang xa hoi déi vai tai
khodn clia minh. Kiém tra cac théng tin cla tai
khoan ma ban beg, ngudi la ¢ thé thay khi truy
cap vao tai khoan clia minh.

Mang xa hoi KHONG NEN:



X Dang tai hoac tag dnh ca nhan hoac nguai

than trong gia dinh & géc gan, chinh dién.

X SU dung co ché tu déng dang tai anh trén
may dién thoai di dong, cho phép gan vi tri dia ly

vao cac anh da chup.

X SU dung anh chan dung, dnh ca nhan lam
hinh dai dién trén mang xa hoi, thay vao d6, nén
st dung hinh anh hoat hinh hodc cac biéu tugng,

anh minh hoa khac.

6. Huéng dan thiét l1ap ché d6 an toan cho

tai khoan Facebook

Cac muc (1) Quyén riéng tu, (2) Dong thai gian
va gan thé, (3) Bdo mat, (4) Quang cao déu chua
cac tay chinh lién quan t&i thong tin ca nhan. Su
dung cac tuy chinh nay dé tang cudng an toan

cho tai khoan Facebook

(1) Trong phan Quyén riéng tu, giéi han ngudi
xem cho céc bai viét trong tuang lai tai phan “Ai
€6 thé thdy cac bai dang sau nay clia ban?”. Kiém
tra cac hoat dong clia tai khodn Facebook tai muc
“Stt dung nhat ky hoat déng”. An cac bai viét ca
nhan tai dong thai gian hoac thiét lap ché dé chi

cho phép Ban bé doc.

o® chung Cai dat quyén riéng tw va céng cu
8 B0 mitva ling nhép

Hoat dong cda ban
(@ Quyén rieng tw
I3 Déng thii gianvé ginthd

e I3l t4t ¢ bl vigt clia ban va nhing ni dung

mé ban duoe adn thé

A 66 thE xem cdc bai vigtclia ban rong tueng 1ai? Mol ngwdi

Chinh sira

S dung nhét ki hoat dony

© chin

I3 noonngr Gi6i han bai vigttnrde gy

@ Thing bao = F g

ol Clemoinaubitm vk Alcd 8 g3t 10l mal Kt o aénoan? Moinguoi Chinn sira
hé w

Bai it cong khai Chi minh téi Chinh siva

(2) Click vao Dong thdi gian va gan thé “Xem
Vi tu cach 13" @€ thay duoc nhimng théng tin ca
nhan ctia minh hién thi vai Ban be, ngudi la trén

Facebook nhu thé nao.

Cai dat Dong thoi gian va gén thé

Ai 6 thé xem danh séch ban bi cla ban?

Déng théi gian Al c6 thé dang 1&n ddng thir gian cila ban? Chi minh téi # Chinh sira
Al e6 thé xem nbi dung ngudl khic ddng 1én Dbng Mol ngudi Chinh sira
thiri gian cla ban?

Ginthé Ai ¢6 thé nhin théy bai viét ban duoc gdnthé trn  Moi ngudi Chinh sira
dong thai gian cla minh?

Khi han duge gén thé trang mét bai viét, han Ban b Chinh sira
mudn thém al vao 6 twong cda bl viétnéu ho

chura thé nhin thiy bai viét?

Al s nhin théy 88 xudt gén thé khi cc anh tréng Ban bé Chinh sira
giong ban dugc i lén?

Xét duyét Xét duyBt bai viét ban duge gn thé trde khi bai Bit Chinh sira
WigLUAt hign trén ddng thin gian cla ban?

Xem lai nhimg gi nourdri kKhie théy trén dong thi ¥em giao dign
gian cla ban
Wét duyét cac the moi nguriri thém vao baividtcia  Tat Chinh sira

ban trrdc khi thé xudthién trén Facebook?

(3) Truy cap Bado mat “Pia diém ban da dang
nhap” dé xem xét cac truy cap doi véi tai khoan
Facebook cia minh. Khi xuat hién cac truy cap
bat thudng, click vao “Két thuc hoat dong” dé

ngan chan.

Dia diém ban dang nhap

Phién hiéntai K&t thic toan bd hoat ddng

Tén thiétbi Chrome trén Windows
Vitri Khdng xac dinh
Loai thiét bi Chrome trén Windows 10

Néu ban thay bat ky thiét bi hodc vi Iri la nao, hdly nhap 'Két thic hoat

ddng’ dé ket thiic phién
May tinh (2) v

Truy cap lan cudi
Tén thiét bi

Vitri

Loai thiét bi

Truy cép lan cudi
Vitri
Loai thiét bi

Hoém nay lic 17:11 K@t thiic hoat dong
Chrome for iOS trén i0S

Khéng xac dinh

Chrome for 10S trén I0S 10

Hom nay lic 9:47  Kétthiic hoat dong
Khéng xéc dinh
Chrome trén Windows 8

(4) Thiét lap “Quang cdo vai hoat déng xa hoi
cUa t6i” tai muc “Quang cao” vé ché do “chi ban

be t6i”

Quang céo v6i cac hanh ddng xa hdi clia ban

Ai £t thé xern hanh d8ng x4 hdl duoc lign két vai quang co clia ban?

Chi ban bé t6i

Mai nguedn muén biét ban be ho thich gi. DA 14 iy da ching thi hién thi quang c4o cho ban bé clia ban dya trén hanh Gdng ban thuc hign,

ch3ng han nh thich Trang ho3c chia s& bai viét,
Day 12 vi du:
Anh Tugn thich 46 trgng nay

Jasper's Market
Buyc ity

Jasper |2 didm aén duy nhét clia edng @Bng vé thike phim chulin b) sin
chét lugng cao.

Jasper's Market
Cira hing rau tui
768,933 ngudi thich

1 Thich Trang.

Cai @4t nay 4p dung cha Iugt thich, thea déi, binh luan, chia &, viéc sk dung (ng dung, lugt check in, 88 xudt va sir kién ban @4 tham gia xuat
hign cung voi quang cao ma ban be ban nhin thdy. Quang c&o nhu thé nay sé hi hién thj véi nguoi co quyén xem hanh déng ban da thuc

hign

Bao gdm hanh déng x3 héi clia téi véi quing céo cho:

(Nguén Cuc An toan théng tin
B& Théng tin va Truyén théng)

TRUNG TAM CNTT&TT THANH HOA - S0 05 [E)



THONG KE TINH HINH

AN TOAN THONG TIN

I. Tinh hinh An toan thong tin trong nuéc
va qudc té

1. Cac website Viét Nam gap gan 600 su ¢d
tan coéng trong thang 11/2017

Trong thang 11/2017, Trung tam VNCERT
thudc Bo Thong tin va Truyén thong ghi nhan 597
su ¢6 tan cOng mang vao cac website tai Viét
Nam, gém 248 su c6 Phishing (tan cong lira dao),
232 su c8 Deface (tan cong thay déi giao dién) va
117 su c6 Malware (cai ma doc).

Trong gan 600 su cé tdn cdng mang vao cac
website tai Viét Nam trong thang 11 vla qua,
khong cé website nao clla cac ¢ quan nha nudéc
c6 tén mién “gov.vn”

2. Viét Nam dung thir 2 thé gigi vé ti lé
ngudi dung bi tan céng qua thiét bi luu trir

Theo céng bé mai nhat cla hang bao mat
Kaspersky Lab, Viét Nam c6 ti 1é ngudi dung bi
tan cong qua thiét bi luu tr&r ding th hai thé gisi
trong quy 3 vua qua.

Cu thé, trong quy 3 ndam 2017, 71,4% ngudi
dung tai Viét Nam da bi tan céng qua cac thiét bi
luu tr& nhu: thé nhé, 8 dia cing, 6 dia di dong, 6
dia USB, & dia quang (CD, DVD)... Con s6 nay da
dua Viét Nam dung tha 2 thé gidi vé ti 1é ngudi
dung bi tdn céng qua hinh thic néu trén.

5% 10% 15% 20% 25% 30% 35% 40% 45%

50% 55%

Théng ké tinh hinh tdn céng bdang ma doc trén
pham vi toan cdu (Nguén: Kaspersky)
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3. Phat hién hon 11.000 cudc tan coéng
mang dugi nhiéu hinh thic

B6 trudng BO Thong tin va Truyén thong,
Truong Minh Tuan cho biét, tinh dén hét thang
10/2017, Viét Nam da phat hién 11.000 cudc tan
cébng mang dugi nhiéu hinh thic. Ngay trong héi
nghi APEC c6 27 cudc tan cdng mang co6 cha dich
vao hé théng trung tam hoi nghi cap cao va
trung tam bao chi, 17 16 héng dugc phét hién va
hang nghin cudc c6 nguy co tan céng.

4. Ma doc ma hoéa dir liéu Bad Rabbit dang
lan réng

Mot cudc tdn cong ma doc téng tién kiéu mai
dang phat tdn nhanh choéng tai chau Au va da
anh hudng trén 200 t6 chiic I6n & Nga, Ukraine,
Thé Nhi Ki va Duc.

Ma doéc mdi cé tén “Bad Rabbit” tuong tu loai
ma doc téng tién c6 chu dich Petya vao mang
cla cac doanh nghiép, yéu cau nan nhan 0.05 bit-
coin (~285 USD) tién chudc ma khéa hé thong.
Theo phan tich ban dau ctia Kaspersky, Bad Rab-
bit dugc phat tan thong qua tan cong drive-by
download, st dung cai dat Adobe Flash player gia
mao nham dua ma déc vao thiét bi nguai dung.

DPén thai diém hién tai, nan nhan la cac kénh
tin tdc I6n nhu: Hang théng tan Interfax clia Nga,
hé thong Kiev Metro cia Ukraine, San bay Quéc
té Odessa va cac bd ha tang va tai chinh cla
Ukraine.

Vé ca ché hoat dong do Bad Rabbit khéng
khai thac 16 hdng nhu hai loai ma déc ma hoa d
liéu WannaCry va Petya nén pham vi anh hudng
sé hep hon, toéc dé lay lan cham hon. Bén canh
dé, loai ma déc nay nham vao déi tugng cu thé
nén muc dé anh hudng ciing khéng 16n bang
WannaCry va Petya.

Thay vao d6, Bad Rabbit strdung céc théng tin
dang nhap bi danh cdp dugc ma héa cling thong
qua SMB, trudc tién la ti xa an cdp mat khau tu
may tinh bi nhiém théng qua céng cu khai thac
mat khdu Mimikatz va s&t dung mét danh sach
tén ngudi dung/mat khau dugc ma héa cing
trong ma nhi phan.

Dé phong nglra nguy co ma doc tan cong,
khuyén cdo ngudi dung nén sao luu di liéu
thudng xuyén, cap nhat ban va cho hé diéu hanh,
déng thoi chi ma cac file van ban nhan ti Inter-
net trong moi trudng cach ly Safe Run. Nguoi



dung cling can cai phan mém diét virus thuong
truc trén may tinh dé dugc bao vé tu dong.

5. L6 héng zero-day trong Microsoft Office
va DNS

Microsoft méi phat hanh ban cap nhat Patch
Tuesday thang 10, va cac 16 héng trong moi
phién ban Windows, cling nhu Edge, IE, Skype
cho Doanh nghiép va Office. Trong d6, ngudi
dung can dac biét chu y tdi 16 héng zero-day
trong Office va DNS.

L6 héng zero-day trong Office ¢ tén CVE-
2017-11826, xuat hién do phan mém khéng x ly
chuan cac déi tugng trong bo nha. PE khai thac,
tin tac thuc hién tan céng phishing la nguoi
dung mé tép tin doc hai. L6 héng anh huéng dén
moi phién ban cla Microsoft Office va da dugc
st dung trong cac cudc tan cong thuc té.

L6 héng nay tén tai trong Microsoft Office khi
phan mém khong thé xu ly cac déi tuong trong
bo nhé. Khai thac thanh cdng 16 héng, tin tac c6
thé chay ma tuy y vi vai trd ngudi dung hién tai.
Néu ngudi dung dang nhap véi quyén quan tri,
tin tac co thé kiém soat hé théng bi anh hudng,
sau dé cai dat cac chuong trinh; xem, thay doi
hodc xdéa di liéu; hoac tao tai khoan méi véi
quyén ngudi dung day d0. Nguai dung dugc cau
hinh véi it quyén trén hé théng sé it bi anh hudng
haon ngudi dung cé quyén quan tri.

L6 héng thuc thi ma tir xa trong dich vu phan
gidi tén mién (DNS), c6 thé cho phép tin tac kiém
soat hoan toan may tinh hoac may chi muc tiéu,
tur do truy cap vao hé théng clia ngusi dung. L6
héng anh hudng dén cac may tinh chay Windows
8.1, Windows 10, Windows Server 2012 dén 2016.

L6 héng thuc thi ma tir xa tén tai trong
DNSAPI ctia Windows DNS khi x(t ly cac géi tin
DNS. L6 héng cho phép tin tac gianh quyén thuc
thi ma tuy y trén may nan nhan.

Dé tranh nguy ca bi tdn cong, ngudi dung can
cap nhat ban md&i nhat cta Microsoft Office.
Déng thai ngusi dung nén tranh xa cac mang
wifi cong cdng, hoac str dung VPN khi két noi dén
wifi cdng cong.

6. May cht DNS cua CoinHive bi tan céng,
hang nghin website bi Igi dung dé dao tién do

Cuéi thang 10 may chu DNS cuta CoinHive -
website cung cap dich vu khai thac tién do da bi
tan cong. CoinHive da thu hut sy quan tam sau

khi trang web tai torrent néi tiéng thé gidi, The
Pirate Bay, bi phat hién la bi mat stir dung dich vu
nay dé dao tién do trén trang web cua ho.

Ngay sau d6 hang nghin trang web khac cling
bat dau str dung CoinHive lam mo hinh kiém tién
bang cach tan dung stc manh xir ly CPU cla
khach truy cap dé khai thac cac loai tién s6. Ngay
ca hacker ciing dang st dung céac dich vu gidng
nhu CoinHive dé kiém tién tuir cac trang web bi
xam nhap bang cach tiém script mot cach bi mat

Ngudi dung dugc khuyén cdo nén cai dat No
Coin hodc minerBlock, cac trinh mé& rong ma
ngudn ma (plug-ins) cé chiic nang chéan cac dich
vu dao tién do dé tranh bi ké xau loi dung.

7.L6 héng bdo mat nghiém trong ciia giao
thi'c WPA2 anh huéng hang ty ngudi dung
wifi toan cau

Ngay 16 thang 10 trén trang web cla nha
nghién ctiu bao mat Mathy Vanhoef (www.krack-
attacks.com) da céng bé mét nhém 16 héng
trong giao thiic WPA/WPA2, mét giao thuc dugc
coi la an toan nhat cho mang khéng day (Wi-Fi)
hién nay cho phép thuc hién ky thuat tan cong
KRACKSs (Key Reinstallation Attacks). Cu thé, doi
tuogng tan cong cé thé nghe 1én, gidi ma giao
thiic ma hoda va doc dugc ndi dung clia cac goi
tin ma trudc day dugc cho la an toan. L6 héng
nay co thé bi lgi dung dé danh cp cac thong tin
ca nhan, théng tin nhay cdm nhu tai khodn ngan
hang, thé tin dung, tai khodn mang xa hoi, tai
khoan truc tuyén, thong tin riéng, ndi dung chat,
thu dién t(, hinh anh, video .v.v... dugc truyén qua
mang khong day.

L6 héng nay tén tai trong chinh noi tai clia
giao thuc mang khéng day Wi-Fi chi khéng lién
quan dén cac san pham hay cach thuc trién khai
mo hinh mang, bat cu thiét bi mang khéng day
nao s dung giao thic ma héa WPA/WPA2 déu
c6 thé la muc tiéu cda hinh thiic tdn cong. Theo
danh gia, cac thiét bi Android, Linux, Apple, Win-
dows, OpenBSD, MediaTek, Linksys va nhiéu thiét
bi khac cling c6 thé bi tan cdng bang viéc diéu
chinh cach thic tan cong KRACKs cho phu hop.

Hinh thic tdn cong nay anh hudng dén tat ca
cac thiét bi phat séng Wi-Fi st dung giao thuc
WPA/WPA2. Va tuy thuéc vao cau hinh cta hé
th6ng mang, doi tugng tan cong tham chicon cé
thé thay d6i ndi dung gai tin, hay dinh kém ma
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déc téng tién, ma doc gian diép vao cac goi tin
va dé ngudi dung tu lay nhiém.

Ngay 16/10/2017, Cuc An toan théng tin, B6
Thong tin va Truyén thong da c6 Cong van s6
541/CATTT-TDQLGS cénh bao vé 16 hdng trén.

8. Bluetooth bi hack anh huéng 20 triéu
thiét bi Amazon Echo va Google Home

Armis, coéng ty bao mat loT phat hién ra 16
héng, udc tinh c6 khoang 20 triéu thiét bi Ama-
zon Echo va Google Home c6 kha nang bi tan
cong leo thang béi cac 16 héng BlueBorne.

BlueBorne la phuong thic tan cong tinh vi
khai thac tam 16 héng khi bat Bluetooth va cho
phép ké tdn cong chay ma doc, an cap théng tin
nhay cdm, kiém soat hoan toan va thuc hién tan
c6ng man-in-the-middle trén cac thiét bi muc
tiéu.

Diéu t6i té hon la viéc khai thac BlueBorne
khong yéu cau nan nhan nhap vao bat ky lién két
hodc ma& bat ky tap tin nao - hay néi cach khac
khéng can bat ky tuong tac nao tir ngusi dung.
Ngoai ra, hau hét cac sdn pham an ninh c6 thé sé
khéng phat hién dugc viéc tan cong. Péng thai,
sau khi kiém soat dugc mot thiét bi bat Blue-
tooth, ké tan cong cé thé lay nhiém bat ky hodc
tat ca cac thiét bi trong cing mét mang.

9. Canh bao nhém 7 16 héng trong phan
mém ma nguén m& DNSmasq

Ngay 02 thang 10 nam 2017, nhém cac
chuyén gia bdo mat ctia Google da cong bé méot
nhém gom 07 16 héng bado mat trong phan mém
ngudén md& Dnsmasq (trong dé: 03 16 héng cho
phép d6i tugng tan cong thuc thi ma lénh tu xa,
0116 héng dé 16 théng tin, 03 16 héng cho phép
thuc hién tan cong ti chéi dich vu) bang cach gui
cac goi tin yéu cau truy van cla giao thuc
DNS/DHCP t6i thiét bi c6 cai dat phan mém.

Dnsmasq dugc cai dat trén cac may tinh su
dung hé diéu hanh Linux, thiét bi Home router,
va ca thiét bi loT dé cung cap chiic nang phuc vu
yéu cau DNS, DHCP, quang ba bo dinh tuyén va
khéi tao mang nén sé lugng cac thiét bi tai Viét
Nam bi anh hudng c6 thé la tuong déi I6n. Hon
nifa nhiéu thiét bi khong chi st dung trong moi
trudng mang LAN ma st dung ca trén Internet,
nén déi tugng tan cong hoan toan co6 thé tim
kiém céc thiét bi va khai thac 16 héng ma khéng
gap khé khan gi.
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Hién tai mot sé hang sir dung Dnsmasq trén
céc san pham cling da xac nhan va dua ra ban va
cho san pham gém: Google (Android), Slackware,
Redhat, Debian...

Ngay 05/10/2017, Cuc An toan thong tin, BO
Thoéng tin va Truyén théng da c6 Cong van s6
519/CATT-TTDQLGS canh bao vé 16 héng trén.

10. Hang triéu thiét bi c6 nguy co bi tan
cdéng qua 16 héng nghiém trong trong bd vi xi
ly ctia Intel

Ngay 20/11/2017, Intel da phat hanh ban va
INTEL-SA-00086 cho cac diém yéu an toan théng
tin trén firmware cla cac thiét bi s dung b6 vi
x{r ly chia Intel. Cac diém yéu CVE-2017-5708, CVE-
2017-5705, CVE-2017-5711, CVE-2017-5712, CVE-
2017-5706, CVE-2017-5709, CVE-2017-5710,
CVE-2017-5707 dugc danh gia la cac diém yéu
nghiém trong, c6 kha nang anh hudng téi nhiéu
thiét bi mang bao gém ca cac may tinh ca nhan,
may chl va cac thiét bi loT.

Pay la diém yéu an toan théng tin cho phép
doi tugng tan cong cai dat ma doc va chiém
quyén diéu khién hé théng. D€ gitip ngudi dung
xac dinh 16 hdng trén thiét bi va cap nhat ban va
phu hgp. Nha san xuat phat hanh cong cu kiém
tra tai dia chi: https://downloadcenter.intel.com/
download/27150

Cuc An toan théng tin, Bo Théng tin va Truyén
théng khuyén nghi cac don vi kiém tra va cap nhat
ngay ban va cho céc thiét bi bi anh hudng dé giam
nguy co tdn cdng mang lgi dung 16 héng nay.

11. Canh bao ma ddc nguy hiém “dao” tién
40 4n minh trong cac website

Trung tam Trung tdm Ung ctiu khan cap may
tinh Viét Nam (VNCERT) thuéc B6 Thong tin va
Truyén théng vua dua ra canh bao s6
383/VNCERT-DPUC ngay 15/11/2017 vé ma doc
khai thac tién do Coinhive an minh trén cac web-
site co thé gay ra nhiéu ton that cho ngudi dung
may tinh.

Theo VNCERT, don vi nay da ghi nhan dugc rat
nhiéu su c6 an toan thong tin vé ma déc khai
thac tién ao Coinhive an minh trén cac website.

Khi ngudi dung truy cap vao trang web, thu
vién ma Coinhive sé tu dong chay trén may tinh
nguoi dung dudi dang tién ich mé réng hoac truc
ti€ép trong trinh duyét nham muc dich “dao” tién
a0 Bitcoin, Monero... bang cach st dung trai phép



tai nguyén cda ngudi dung (CPU, § cing, bd
nhd...) va gui vé vi dién ti cda tin tac.

II. Tinh hinh An toan thong tin trén dia ban
tinh

1.Théng ké danh sach cac co quan trén dia
ban tinh c6 dia chi IP truy van dén cac tén
mién/IP déc hai

Domain/IP

46.101.184.102
bhongircollege.com
69.195.140.124:9675
rukgan.com

Tén ca quan

UBND Quan Son

eleonuccorini.com
kukutrustnet.info
samayer.net
bhongircollege.com
www.ceylanogullari.com
amsamex.com
www.3pindia.in
tn69abi.com
69.195.129.66
46.101.184.102
69.195.140.124:9674
www.eleonuccorini.com
www.3pindia.in
tn69abi.com
bhongircollege.com
46.101.184.102
69.195.140.124:9675
smokin-tr.com
a.sobea.in
hzmksreiuojy.biz

UBND Thutng Xuan

UBND Nga San

UBND C&m Thiy

brucegarrod.com
69.195.140.124:9674
bhongircollege.com
www.eleonuccorini.com
46.101.184.102

www.ceylanogullari.com
ygiudewsghct.in
apadanapub.com
69.195.140.124:9674 Active

69.195.140.124:9674
www.eleonuccorini.com
a.sobea.in
www.ceylanogullari.com
46.101.184.102

UBND Lang Chanh

UBND Vinh Loc

S6 Giao thong van tai

69.195.140.124:9674 Active
ygiudewsghct.in
ceyueaeiogooemgq.org
gmgigoiogeosyawm.orq
69.195.140.124:1028 Inactive
96.43.141.190

56 Ngoai vu

a.sobea.in

hzmksreiuojy.biz
bhongircollege.com
69.195.140.124:9674 Active
www.ceylanogullari.com
46.101.184.102

Ban Dén tdc

69.195.140.124:9674
vitinhduycuong.com
brucegarrod.com
apadanapub.com
www.eleonuccorini.com
www.ceylanogullari.com
smokin-tr.com
chihuahuaupinghome.com
hzmksreiuojy.biz
a.sobea.in
46.101.184.102

Ban Quén Iy KKT Nghi Son
va cdc KCN

2.T8ng hop tinh hinh ling ctiu su ¢6 trén dia
ban tinh

Trong 02 thang 10-11/2017,T6 Ung clu su c6
clia Trung tdm ho trg Ung cliu su c6 cho céac co
quan nha nudc trén dia ban tinh vgi 62 lugt ho
trg, cdnh bao cho 41 don vi lién quan dén ma
doc, Website va an toan théng tin cho phan mém
dung chung cta tinh

- Theo s6 liéu gidm sat an toan théng tin cla
nha mang Viettel, trén dia ban tinh ghi nhan hon
60.000 cac luot tan cong bao gém cac tan cong
c6 chu dich APT, cac ma doc két noi va tham gia
vao mang may tinh ma Botnet nhu Andromeda,
Bifrose, Kazy, Ramnit, Sality... Trong s6 cac dia
phuong, Thanh Héa nam trong s6 10 tinh cé ti lé
lay nhiém ma ddc cao nhét ca nudc.

-Theo ghi nhan cGia Trung tam An ninh mang
va An toan d{r liéu, trong thai gian tur 01/10-
30/11 ghi nhan c6 188 cudc tan cong vao khai
thac 16 héng tng dung Web va 28 cudc tan céng
chiém doat quyén quan tri vao cac dich vu dang
hoat dong tai Trung tam.

3. Cong van an toan théng tin

-Ngay 16/10/2017, Cuc An toan Théng tin, B6
Thong tin va Truyén théng ban hanh cong van s6
541/CATTT-TDQLGS canh bdo nguy co mat an
toan théng tin trén cac thiét bi st dung mang wifi
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gui t6i cg quan, t6 chiic va ngudi st dung.

- Ngay 05/10/2017, Cuc An toan théng tin, B
Thong tin va Truyén théng ban hanh Cong van
s8 519/CATTTTDQLGS gui cac co quan, té chui,
doanh nghiép canh bao vé nhém 07 16 héng bao
mat trong phan mém nguén mé Dnsmasq.

- Ngay 15/11/2017 Trung tdm Ung ctu khan
cap may tinh Viét Nam (VNCERT) ban hanh cong
van s6 383/VNCERT-DPUC vé viéc Phat hién ngan
chdan ma doc "dao" tién do bat hgp phap.

-Ngay 01/11/2017 UBND tinh Thanh Héa ban
hanh céng van s6 818/VP-CNTT vé viéc Thuc hién
cac bién phap ddm bao an toan théng tin phuc
vu su kién APEC 2017

- Trung tam CNTT&TT Thanh Héa ban hanh
cdéng van sé 194/TTCNTT&TT-QTHT, 197/TTC-
NTT&TT-QTHT, 201/TTCNTT&TT-QTHT vé viéc
Canh bao Hé thong théng tin lay nhiém ma doc
tham gia mang bonet cho hon 30 co quan, don
vi trén dia ban tinh

-Ngay 23/10/2017 Trung tam CNTT&TT Thanh
Héa ban hanh céng van sé 193/TTCNTT&TT-
QTHT vé viéc théng bao Website bi tin tac tan
cong cho Céng ty C6 phan Bia Thanh Hoéa.

- Ngay 10/8/2017 UBND tinh ban hanh c6ng
van s6 9449/UBND-CNTT vé viéc giao trién khai
thuc hién cac quy dinh vé hé théng phuang an
ing ctiu khan cap bdo dam an toan thong tin
mang qudc gia.

TIN HOAT DONG

Can b6 Trung tam CNTT&TT tham gia I6p
dao tao CCNA tai Thanh Héa

Sang ngay 13/11 S& TT&TT tinh Thanh Héa
phdi hop véi Cuc Tin hoc héa thudc BO TT&TT t6
chiic mot I6p dao tao chiing chi CCNA. Téi du |é
khai gidng c6 6ng Tran Duy Binh - Giam d6c S&
TT&TT; dai dién Lanh dao CucTin hoc hda va 6ng
Nguyén Cong Trung - Phé Giam déc Trung tam
dao tao CNTT, Hoc vién BKACAD.

L&p hoc nham hé tro cho cac co quan Nha
nudc tinh Thanh Héa trong viéc dao tao nang cao
trinh dé cho cac can bd chuyén trach CNTT vé
kha nang thiét k&, trién khai, quan tri hé théng
mang theo cac tiéu chuan qudc té.

CCNA la chiing chi quéc té do hang san xuat
thiét bi mang hang dau thé gigi Cisco cap. Nhiing
ky su, chuyén vién mang dugc nhan ching chi
CCNA sé dugc cong nhan trén toan thé gidi. Khoa
hoc CCNA nay dugc td chiic nham trang bi cho
hoc vién cac ky nang va nhiing kién thirc can thiét
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dé c6 thé thiét lap, van hanh va xt ly su ¢ cho
nhiing moi trudng mang van phong nhé va via;
Khéa hoc gitp hoc vién c6 thé cau hinh cac thiét
bi SWITCH, ROUTER, c6 thé thiét 1ap cac két ndira
mai trudng mang dién rong (WAN), va trién khai
bdo mat trén moi trudng mang; Trang bi cho hoc
vién toan dién va day du cac kién thiic va ky nang
vé hé thdng mang; Chuan bi diéu kién cho ky thi
lay Chiing chi Quéc té CCNA dugc cong nhan trén
toan thé gidi... Thai gian clia khoa dao tao sé dugc
hoc lién tuc trong 12 ngay (k€ cd Thi' 7 va CN). Két
thuc khéa dao tao sé cé 10 hoc vién dugc lua
chon di Ha Néi thi chiing chi quéc té CCNA.

Tham gia I6p béi dudng c6 15 hoc vién la can
b6 chuyén trach CNTT thudc cac S&: Tai chinh, Ké
hoach & Pau tu, Gido duc & Dao tao, Y té, Tai
nguyén & Moéi trudng, Néng nghiép va Phat trién
néng thon, Lao dong - Thuong binh va Xa hoi va
TT&TT. Trong d6, Trung tam CNTT&TT c 04 can
bo ky thuat tham gia khoa hoc dé ciing ¢6 lai kién
thirc va ky nang vé hé théng mang trong viéc
quan trj va van hanh Trung tam An ninh mang va
An toan di liéu cla tinh.

NGO PHUONG

Can bo Trung tam CNTT&TT tham du cac
khéa dao tao ngan han vé An toan théng tin
nam 2017 theo dé an 99

Thuc hién theo Quyét dinh s6 99/Qb-TTg
ngay 14/01/2014 cta Tha tudng Chinh pha vé
“Dao tao va phat trién ngudn nhan luc An ninh,
An toan théng tin dén nam 2020”. Muc tiéu chinh
cUa Dé an nay la nhanh chéng dao tao déi ngu
chuyén gia an toan, an ninh thong tin dd nang
luc, trinh @6 dap (ing yéu cau cla cac co quan, té
chtic, doanh nghiép vé bao dam an toan, an ninh
thong tin trong cac nganh, linh vuc trong yéu clia
dat nudc. Mot trong nhiing chi tiéu cu thé clia Bé
an 99 la dén nam 2020 tap huén, dao tao ngan
han nang cao kién thurc, ky nang vé an toan, an
ninh thong tin cho 10.000 lugt can bo lam vé an
toan, an ninh thoéng tin va CNTT tai cac co quan
nha nudc.

Trong nam 2017, B6 Thong tin va Truyén
théng t6 chiic cac khda dao tao véi cac ndi dung
lién quan dén céng tac an toan thong tin cho cac
doi tugng la can bo quan ly, ky thuat clia cac B,
nganh va dia phuong.

Trén co s& cac cong van mai tham du khoa
dao tao, Trung tam CNTT&TT da c cac can bd
lanh dao, ky thuat véi nong cot la cac thanh vién
trong T6 Ung ctiu su ¢6 tham du 04 khéa dao tao
véi muc dich nang cao nang luc vé An toan An



ninh thong tin; tang cudng kha nang phong
ch6ng cac nguy co tan cdng, xdm nhap vao hé
théng thong tin trong yéu qudc gia; khac phuc
kip thai cac su co An toan thong tin.

Cac khda hoc dugc Cuc An toan thong tin, B6
Théng tin va Truyén thong té chic trong thai
gian 01 tuan véi su tham gia giang day la cac
gidng vién co kinh nghiém trong viéc trién khai
cac cong tac vé an toan thong tin. Két thuc khéa
hoc cac hoc vién clia Trung tam dugc Cuc An
toan théng tin va don vi té chiic khéa dao tao cap
gidy chiing nhan hoan thanh khoa hoc. )

HOANG ANH TUAN

Trung tdm Céng nghé théng tin va truyén
théng tham gia doan kiém tra céng tac bao
dam An toan thong tin tai Cang Hang khong
Tho Xuén

Sang ngay 08 thang 11 nam 2017, tai Cang
Hang khéng Tho Xuan, doan cong tac cla S&
Théng tin va Truyén thong da dén kiém tra va c6
budi lam viéc véi Cang Hang khéng Tho Xuan vé
dam bdo an toan, an ninh thong tin cho cac hoat
dong APEC 2017 theo ké hoach.

Tham gia doan céng tac do d/c Tran Duy Binh,
Giam d6c S6 la Trudng doan cé cac d/c dai dién
cho cac phong clia S& va Trung tam CNTT&TT.

Bao cdo vai doan cong tac, dai dién lanh dao
Cang Hang khéng Tho Xuan dé trinh bay cac noi
dung lién quan dén Céng tac bao vé bi mat clia
don vi va dam bao an toan, an ninh théng tin
trong viéc van hanh hé théng théng tin phuc vu
céng tac nghiép vu ctia Cang Hang khéng. Dong
thai, dé xuat véi doan cong tac cac ndi dung phéi
hap, ho trg clia SGThéng tin va Truyén thong vai
Cang Hang khong Tho Xuan trong viéc bdo dam
an toan thong tin néi chung.

Thay mat doan cong tac, d/c Tran Duy Binh da
danh gia cao céng tac chuan bi ctia Cang Hang
khéng Tho Xuan vé dam bao an toan, an ninh
thong tin néi chung va phuc vu cho cac hoat
déng APEC 2017 trong thai gian qua. Dong thdi,
néu rd tm quan trong trong viéc trién khai cac
gidi phap bao dam an toan théng tin tai cac don
vi, ddc biét la tai Cdng Hang khéng Tho Xuan
trong boi canh tinh hinh mat an toan théng tin
hién nay.

Trong budi lam viéc, cac d/c trong doan da c6
nhitng danh gia, gop y vé cac bién phap tang
cudng hon nita cong tac bdo ddm an toan théng
tin noi chung va hé théng thong tin cho Cang
Hang khong. )

LE VAN TUAN

Trung tam CNTT&TT Thanh Héa té chiic thi
cap Chung chiung dung Céng nghé théng tin
dot 5 nam 2017

Theo Quyét dinh s6 46/Qb-SGDDT va 47/Qb-
SGDDT clia S& Gido duc va Pao tao tinh Thanh
Hda, Trung tam Céng nghé théng tin va truyén
thong Thanh Héa la don vi dau tién va cling la
duy nhét ctia tinh dugc cap phép viéc té chic boi
dudng, 6n thi, t6 chic thi va cap ching chi Cong
nghé thong tin; Ching chi dugc quy dinh tai
Thong tu 03/2014/TT-2014 chia B6 Thong tin va
Truyén théng.

Trong ngay 08 thang 10 nam 2017, Trung tam
Coéng nghé théng tin va truyén thong Thanh Héa
t6 chuc ky thi sat hach cap Ching chi céng nghé
thoéng tin chuan ca ban,dot 5nam 2017; Hoi dong
thi dugc S& Gido duc va dao tao thanh lap gém
14 ngudi, bao gobm day du cac Ban theo quy dinh
vé viéc td chuic thi va cap chiing chi ting dung
c6éng nghé théng tin tai Thong tu lién tich s6
17/2016/TTLT-BGDDT-BTTT ngay 21 thang 6 ndm
2016 gilta B6 Gido duc va Bao tao va B6 Thong
tin va Truyén thong.

Ky thi Dot 5 nam 2017, ¢6 15 thi sinh dang ky
du thi va 15 thi sinh da vugt qua 2 phan thicta
minh la phan thi trdc nghiém ly thuyét truc tuyén
trén phan mém va phan thi thuc hanh ky nang
trén mdy tinh; toan bé ho so vé ky thi da dugc gui
S& Gido duc va dao tao tinh dé tién hanh cap
chiing chi, phéi ching chi dugc B6 Gido duc va
Dao tao cap theo sé lugng thi sinh thi dau, dugc
S8 GDBT Thanh Hoéa phé duyét.

Theo ké hoach, Trung tam lién tuc thu hé so
dang ky béi dudng, 6n thi va dugc té chuic thi 01
lan vao hang thang trong nam.

Moi théng tin vé dang ky boi duéng, 6n thiva
dang ky thi xin lién hé vé: Trung tam CNTT&TT
Thanh Héa, sé 73 Hang Than, phudng Lam Son,
thanh ph6 Thanh Hoa - DT: 02373.718.698

NGUYEN TINH

VAN BAN MOI

Ngay 15 thdng 11 ndm 2017, Bé Théng tin va Truyén
thong ban hanh Théng tu'sé 31/2017/TT-BTTTT Quy dinh hogt
déng gidm sdt an toan hé théng théng tin

Theo quy dinh tai Thong tu 31, hoat dong gidm sat an toan
HTTT phai dam bao cac nguyén tac: dugc thuc hién thuong xuyén,
lién tuc; chti dong theo ddi, phan tich, phong ngira dé kip thoi phat
hién, ngan chan rdi ro, su ¢6 ATTT mang; dam bao hoat dong 6n
dinh, bi mét cho thdng tin dugc cung cap, trao ddi trong qua trinh
gidm sat.
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Dong thai, dam bao ¢4 su diéu phdi, két hgp chat ché, hiéu qua
gitia hoat dong giam sat clia BO TT&TT va hoat dong giam sat clia
cht quan HTTT; tiing budc xdy dung kha néng lién thong giiia hé
thong giam sat Bo TT&TT va hé thong gidm st clia chti quan HTTT
trén pham vi toan qudc.

Hoat dong gidm sat an toan HTTT dugc thuc hién qua phuong
thiic gidm sat truc tiép hoac gian tiép. Chi quan HTTT 6 thé truc
tiép trién khai hodc thué dich vu gidm sat. Truong hop can thiét,
can c(f vao nang luc, tinh hinh va nguon luc thuc té, cht quan HTTT
dé nghi cac don vi chiic nang lién quan cGia Bo TT&TT hé trg gidm
sat phu hop véi nguon luc thuc té.

CUing vdi viéc quy dinh cu thé yéu cau gidm sat truc tiép doi véi
chl quan HTTT, Thong tu 31 clla BO TT&TT ciing quy dinh rd vé hoat
dong giam st cia doanh nghiép. Cu thé, doanh nghiép vién thong,
doanh nghiép cung cap dich vu CNTT, doanh nghiép cung cap dich
vu ATTT mang c6 trach nhiém phdi hop véi chl quan HTTT trong
viéc giam sat theo yéu cau clla BO TT&TT; cung cap cac thong tin vé
ha tang, ky thuat, hé thdng mang va thuc hién cac ho trg ky thuat
theo yéu cau ctia BO TT&TT phuc vu cho hoat dong giam sét clia Bo
TT&TT; dong thai thuc hién cac nhiém vu giam sét theo quy dinh
tai Diéu 7 Quyét dinh 05 ngay 16/3/2017 clia Thi tudng Chinh phi
vé hé théng phuong an ting ctiu khan cap bao dam ATTT mang qudc
gia.

Theo quy dinh tai Thong tu 31, cdc hoat ddng néng cao ndng
Iyc gidm sat HTTT gom co: t6 chiic giao ban, hoi thao dinh ky vé
hoat dong giam sat; boi dudng, huan luyén, dién tap nhdm nang
cao nang luc giam sat; don ddc, kiém tra viéc thuc hién hoat dong
gidm sat, canh bao clia cdc b phan chuyén tréch vé ATTT mang;
chia sé kién thic, kinh nghiém vé giam st, canh bao, ting ctu su
¢6; nghién ctiu, xdy dung céc cong cu ho trg hoat ddng phoi hap,
trao doi thong tin trong cong tac gidm sét, canh béo, ting ctiu su
€6; phadt trién cac san pham, dich vu giam sat, phan tich, canh bao
chuyén sau cho tling ddi tugng giam sét cu thé; thic dy xay dung
cdc thoa thuan hgp tac song phuong, da phuong giita bo phan
chuyén tréch vé ATTT mang nham nang cao nang luc gidm st, canh
béo; tang cudng hop tac quoc té trong cong tac gidm sat, canh bao,
{ing cu su ¢o.

Théng tu ¢6 hiéu luc thi hanh ké tir ngay 15/01/2018./.

Ngay 25 thdng 10 ndm 2017, Thi tudng Chinh phi ban
hanh Quyét dinh s6 1622/QD-TTg Phé duyét Dé dn ddy manh
hoat déng clia mang luéi ting ciiu s ¢6, ting cudng néing luc
cho cdc cdn bé, bé phdn chuyén trdch iing citu su' ¢6 an toan
théng tin mang trén toan quéc dén 2020, dinh huéng dén 2025

Theo do, tai Quyét dinh 1622/QD-TTg, Chinh phd dat ra muc
tiéu cu thé dén 2020 nhu sau:

Mot 13, ndng cao ndng luc clia Co quan diéu phéi qudc gia
thdng qua viéc xay dung cac quy trinh, nghiép vu quan ly, diéu phdi;
dau tu cac hé thong nham chi dong theo doi, thu thap thdng tin
su c0; hé thong tiép nhan, luu gilt va x( Iy thong tin su cd; tang
cuong kha nang diéu hanh va chia sé thong tin su c6.

Hai 3, ddy manh cac hoat dong ctia mang ludi ting ctiu su c6
va cac don vi chuyén tréch, ¢ quan chi dao, diéu hanh ting cGu su
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¢ an toan thdng tin mang.

Ba la, nang cao nang luc theo ddi, thu thap, phan tich, phat
hién su ¢ va diéu phdi, ting ctiu su cd trén toan mang ludi.

Bdn la, ddy manh boi dung, dao tao, phat trién ddi ngii nhan
|yc ting ctiu su ¢6 bao ddm an toan thong tin mang.

Nam 13, nang cao nhan thiic va tang cudng phé bién kién thiic
vé cdc nguy g, sy cd mang, cong tac diéu phdi, ting ctu sy co, bao
dam an toan thong tin mang.

Sau la, ddy manh hop tac quéc té, trao doi chia sé thong tin,
kinh nghiém tang cuong kha nang phdi hgp véi céc ca quan, to chic
an toan thdng tin mang, ting ctfu su ¢ (CERT) clia cac nudc.

Dac biét, mot trong s6 cac nhiém vu chd yéu trong thdi gian
tdi ma Chinh phd da dat ra, o la xdy dung, dp dung cac tiéu chuan
qudc té nham chuan hda quy trinh, du phong riii ro, bdo vé an toan
thong tin mang.

Cu thé, cong tac xay dung, dp dung va danh gia chuan quy trinh
quan y rdi ro, bdo dam an toan thdng tin mang theo bo chudn
ISO/IEC 27xxx va cac tiéu chuan khac vé an toan thdng tin cho céc
thanh vién mang ludi (ing c(u su cd va cac don vi quan Iy, van hanh
cacTrung tam dif liéu va Hé thdng thong tin quan trong thudc céc
b, co quan ngang bd, UBND cap tinh, doanh nghiép vién thong,
internet, trung tam dir liéu, & chtic tai chinh, ngan hang, chd quén
hé théng thong tin quan trong qudc gia. HG trg t6 chic cac khoa
dao tao, tap hudn vé b tiéu chudn 1S0/IEC 27xxx va cac tiéu chudn
khdc vé an toan thong tin mang cho luc lugng ting ctiu su ¢d, cac
¢@n bo quan Iy, van hanh cac Trung tam di liéu va hé thong thong
tin quan trong néu trén.

Bén canh d6, (o quan diéu phdi qudc gia sé dugc nang cao nang
luc hoat ddng; tang cudng hiéu qud hoat dong clia Mang luéi ting
cliu sy ¢6. Hoat ddng thu thap, phan tich, xac minh va canh bdo,
diéu phai, ting ctiu su ¢6 an toan thdng tin mang clia co quan diéu
phdi qudc gia, céc don vi, to chiic thanh vién cia mang ludi ciing
sé dugc tang cudng.

Hang nam, Chinh ph sé t6 chic 01 chuang trinh dién tap cap
qudc gia va 03 chuong trinh dién tap theo viing, mién hodc theo
nganh, linh vuc. 3-5 cudc dién tap qudc té sé duoc trién khai hang
nam. Chinh ph giao cho cap b, tinh, thanh phé méi ndm phai t
chiicit nhat 01 cudc dién tap chuyén dé an toan thong tin, ting cu
s & mang trong pham vi ctia b, nganh, dia phuong minh. Dong
thai phdi hap, tham gia cac cudc dién tap qudc gia va quac té. Do
ngii nhan luc ting ctu su 6, bao dam an toan thdng tin mang sé
duoc phat trién va nang cao nang luc qua cac chuong trinh hudn
luyén, dao tao, sét hach cling nhu boi dudng, dao tao. Bén canh do,
phét trién d6i ngii nhan luc thué ngoai, ban hanh céc co ché, chinh
sach uu dai nham thu hit, ndng cao nang luc d6i ngi nhén sutrong
[inh vuc nay.

Ngudn von dé thuc hién Dé an la Ngan sch trung uong, ngan
sach dia phuong, Quy Dich vu vién thdng cong ich Viét Nam, ngudn
thu clia cdc co quan, don vi dugc phép dé lai st dung theo quy dinh,
nguon von, vién trg khong hoan lai va cdc ngudn kinh phi hop phap
khac. )
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