BAN TIN

AN TORN THONG TIN

TRUNG TAM CONG NGHE THONG TIN & TRUYEN THONG THANH HOR

Sé6 04
thang 9/2017

TIN Tl
TRUYEN THONG THANH HGA 1]
T TR

TAUNG TAM CONG NGHE THONG TIN VA

= TRIEN KHAI QUYET DINH S6 05/0D-TTg CUR THU TUONG CHINH PHU
QU DINH VE HE THONG PHUONG AN UNG iU KHAN cip
B8RO DAM AN TOAN THONG TIN MANG OUSK GiA Trang 4

= KINH NGHIEM VE CONG TAC DIEU PHOI UNG CUU VA XU L¥ SU €6
AN TOAN THONG TIN MANG TREN DIA BAN TINH QUANG RINH
Trang 6

= BAC DAM AN TOAN THONG TIN KHI SU DUNG MANG KHONG DAY
Trang 16

= THONG Ké TINH HINH AN TOAN THONG TIN TRONG QUY Il
Trang 20

CHIU TRACH NHIEM XUAT BAN
ThS. Lé Xuan Lam
Giam dbc Trung tam CNTT&TT
Thanh Hoéa

BIEN SOAN
Cao Viét Cworng; Tran Ngoc Hwng;
Trinh Ngoc Quynh; Chic Anh Hoa

THIET KE
Chung Nguyén

TRUNG TAM CONG NGHE THONG TIN
& TRUYEN THONG THANH HOA
Dia chi: 73 Hang Than, TP Thanh Héa
Dién thoai: 02373.718.298
Fax: 02373.718.299
Website: ict.thanhhoa.gov.vn
Gi4y phép xuat ban sé: 10/GP-XBBT
S& TTTT Thanh Héa cép ngay 23/1/2017

In 500 cudn, khd 19x27cm
Tai Céng ty TNHH In&TBGD Thanh Hué
In xong va ndp lwu chiéu thang 9/2017

J

Trién khai Quyét dinh s6 05/QD-TTg cua

Tha twdng Chinh pha quy dinh vé Hé thong

phwong an tng cteu khan cap bao dam an
toan thong tin mang Quoc gia

ThS. Lé Xuin Lim

Gidm doc Trung tam CNTT&TT Thanh Héa

Kinh nghiém vé cong tac diéu phdi tng ctru

va xt ly sy co an toan théng tin mang trén
dia ban tinh Quang Binh

Nguyén Vinh Hué

Gidm doc Trung tam CNTT&TT Qudng Binh

Ban hanh Quy ché dam bao An toan théng

tin mang trong hoat déng vng dung CNTT

cla cac co quan quan ly nha nwéc tinh
Thanh Hoa

Lwong Thanh Ngoc

Phong Quan Iy CNTT, So TT&TT

Bung phat ma doc téng tién va dw an “No
more Ransomware”

Ha Tuén Anh

Trung tam CNTT - So Tai nguyén va Moi truong

Céng cu kiém tra an toan théng tin hé théng
clia Microsoft

Cao Viét Cuong

Truéng phong Tong hop Hanh chinh

Trung tam CNTT&TT Thanh Hoa

Bao dam an toan théng tin khi s&r dung
mang khéng day

Théng ké tinh hinh An toan théng tin trong
Quy 1l

Tin hoat déng

Van ban méi

11

20

22
24



DB/c Phan Tam, Thit truéng Bo TT&TT phdt biéu tai Hji nghi.

Trién khai Quyét dinh 50 05/0B-TTy ciia Thi twdng Chinh phi
quy dinh ve Hé thong phuong an ting ciiu khin cap hao dam
an toan thong tin mang Quoc gia

Nam cung cac B, nganh va dia phuong

dang rat né luc xay dung, hoan thién hé
théng van ban quy pham phap luat trong linh
vuc an toan théng tin mang nham tao ra mot
hanh lang phap ly thuan Igi gitp cac ngudi dan,
cd quan quan ly va doanh nghiép cé méi trudng
st dung, kinh doanh va két néi internet mét cach
an toan va hiéu qua nhat. Ngay 16 thang 03 ndm
2017, Thu tuéng Chinh pha da ky Quyét dinh sé

Trong nhiing nam gan day, Chinh ph Viét
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ThS. LE XUAN LAM
Giam doc Trung tam CNTT&TT Thanh Hoa

05/2017/Qb-TTg (Quyét dinh 05) ban hanh quy
dinh vé hé théng phuong an ung ctu khan cap
bdo ddm an toan théng tin mang quéc gia, trong
dé giao cac bo, nganh, dia phuong va cac co
quan, td chuc lién quan thuc hién cac nhiém vu
dé sén sang Ung cuu su c6, bdo dam an toan
théng tin mang Quéc gia.

Dé& phd bién Quyét dinh ctia Tha tudng, sang
ngay 18/5/2017 tai Ha Néi, B4 Théng tin va
Truyén théng da té chic Hoi nghi phé bién



Quyét dinh 05. Tham du Hoi nghi ¢6 Thit truéng
B6 TT&TT Phan Tam va cac lanh dao, can bé dam
nhiém cong tac bdo ddm an toan théng tin mang
clia cac BO, nganh, cac S& TT&TT céc tinh, thanh
pho truc thudc Trung uong.

Phat biéu tai Hoi nghi, Thi truéng Phan Tam
chia sé: Tu nam 2011, BO TT&TT da ban hanh
Théng tu s& 27/2011/TT-BTTTT ngay 4/10/2011,
quy dinh vé diéu phoi cac hoat dong tng ctiu su
c6 mang Internet Viét Nam. Sau 6 nam trién khai,
dén nay mang luéi ing ctu su ¢6 an toan mang
v&i hon 130 don vi thanh vién da hinh thanh. Bay
la mot con sé kha an tugng ngay ca véi cac ban
bé quéc té. Tuy nhién, mang lugi nay chua thuc
su hoat déng hiéu qua.

Thu truéng khang dinh: “Trong béi canh cac
cudc tan cdng mang cang ngay cang tinh vi,
phuc tap va co su td chiic bai ban va quy mé trén
dién rong, hau qua ngay cang nang né, mang
lugi Uing clu su c6 can dugc xay dung mot cach
chuyén nghiép dé c6 thé phéi hgp ngan chan va
phong nglia cac nguy o tan cdng mang cé thé
xay ra bat c lic nao. Quyét dinh 05/2017/Qb-
TTg dugc ra d&i d€ nham muc dich d6”

Dé viéc trién khai Quyét dinh 05/2017/QD-TTg
dat hiéu qua cao, ngay 26/7/2017 B6 Théng tin
va Truyén thong ban hanh céng van so
2640/BTTTT-VNCERT hudng dan va dé nghi cac
B, co quan ngang B9, co quan thudc Chinh phu
va Uy ban nhan dan cac tinh, thanh phd truc
thudc Trung uong (sau day goi tat la cac Bo, Tinh)
nghién ctu ndi dung Quyét dinh 05, chi dao cac
co quan, té chuc lién quan thuc hién cac cong
viéc dé trién khai Quyét dinh nay, bao gém cac
ndi dung cu thé sau:

1. Kién toan va bé sung chiic nang nhiém vu
cho Ban chi dao Ung dung céng nghé théng tin
thudc bo, tinh ddm nhiém chiic nang Ban chi dao
(ng ctiu khan cdp su ¢é an toan théng tin mang
trong pham vi bg, tinh minh, do 1 l1anh dao b6
hodc lanh dao UBND cép tinh truc tiép chi dao
(cén cu theo Diéu 5 cta Quyét dinh 05); Trong
trudng hgp chua c6 Ban chi dao iing dung céng
nghé thong tin hoac diéu kién dac thu can thiét,
cac B9, co quan ngang B, co quan thudc Chinh
pha, Uy ban nhan dan cap tinh xem xét thanh lap
Ban chi dao ung ctu khan cdp su ¢6 an toan

thong tin mang trong pham vi bg, tinh minh.

2. Giao co quan chuyén trach vé céng nghé
thong tin (hodc ca quan chuyén trach vé an toan
théng tin néu c6) dam nhiém chic nang va
nhiém vu la Pon vi chuyén trach vé ling clu su
cd an toan thong tin mang trong pham vi b, tinh
minh (can ct theo Diéu 6 ctia Quyét dinh 05).
Giao Dan vi chuyén trach ting ctiu su ¢6 cé trinh
kién toan té chiic hoac thanh l1ap Déi ting ctiu su
c6 va té chic hoat ddng Uing cuiu su ¢d trong linh
vuc, dia ban, pham vi minh quan ly.

3. Chi dao céac co quan, don vi truc thudc la
don vi c6 nghia vu phai tham gia lam thanh vién
mang ludi ting ctiu su 6 (can cu theo Diéu 7 clia
Quyét dinh 05) dién day da thong tin vao Ban
khai h6 so thanh vién mang lugi ing ctu su c6
dé hoan tat thu tuc dang ky tham gia mang ludi
va thuc hién cac trach nhiém, quyén han cla
thanh vién mang lugi theo quy dinh. Théng bao,
khuyén khich va tao diéu kién dé cac ca quan, té
chuc, doanh nghiép truc thudéc (khong phai la
thanh vién bat budc) c6 Pon dang ky tham gia
mang lugi ing clu su c6 dang ky tu nguyén
tham gia mang ludi Ung ctu dé duoc chia sé
thong tin, tham gia hé trg, phéi hop trong diéu
phéi, ting cliu su c6, bado dam an toan théng tin
mang.

4. Lap ké hoach va t6 chuc, duy tri hoat déng
clia Ban chi dao tng ctru khan cap su ¢6 an toan
théng tin mang, Don vi chuyén trach vé ing ctu
su c6 an toan théng tin mang, Doi ing clu su c6;
Tham gia hoat dong ctia Mang luéi Ung clu sy
c6 an toan théng tin mang qudc gia;

5.T6 chiic cac dot tap huan, tuyén truyén, phd
bién, quéan triét thuc hién Quyét dinh s6
05/2017/QD-TTg cta Tha tudng Chinh pha ban
hanh quy dinh vé hé théng phuang an ing clu
khan cap bao dam an toan théng tin mang quéc
gia, Thong tu ctia Bo Théng tin va Truyén théng
quy dinh vé diéu phéi ting ctu su cé an toan
thong tin mang, cac van ban phap luat huéng
dan trién khai Luat An toan théng tin mang va
cac van ban phap luat cé lién quan.

6. Can cu’ theo Diéu 16, 17 va Phu luc Il cta
Quyét dinh 05, cac co quan, t6 chic xay dung,
trinh phé duyét va trién khai ké hoach tng pho
su c6 bao dam an toan théng tin mang bé sung
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nam 2017, ké hoach 2018 va cac nam tiép theo,
trong d6 chu trong cac néi dung:

- Banh gid tinh hinh thuc hién céng tac
phong, chdng, ting pho su ¢, bao dam an toan
thong tin mang thdi gian qua; Banh gia cadc nguy
o, su cO an toan théng tin mang doi véi cac hé
théng céng nghé thong tin thudc pham vi quan
ly hoac c6 trach nhiém ho trg ing ctu su c6;

- Xac dinh cac néi dung, nhiém vu cta ké
hoach thai gian téi, trong d6 chu trong: Cac hoat
dong lién quan thudc trach nhiém clia co quan,
don vi minh tai cacBiéu 7,11, 12, 13, 14, 16 Quyét
dinh 05; T6 chiic nghién ctiu, xay dung céc kich
ban tan céng, cac nguy co, tinh hudng su c6 co
kha nang xay ra; T6 chiic xay dung cac phuong
an ng clu, do6i pho, ngan chan theo kich ban,
tinh huéng du kién; Trién khai cac gidi phap giam
sat, phat hién, cdnh bdo sém, kiém tra, ra quét,
danh gid an toan théng tin; phong ngua, du
phong rui ro; Trién khai hoat dong thudng truc,
diéu phoi, du phong tng ctu, xtr ly su c8; T6 chiic
dao tao, hudn luyén, dién tap va hoat déng ctia

Doi iing cliu su ¢8; Xay dung, phat trién doi nga
nhan luc Ung ctu su c6; H6 trg xay dung, ap dung
tiéu chuan va cac quy trinh, quy ché bdo dam an
toan théng tin; Trién khai cac hoat ddng nghiép
vu ddc thu bdo ddm an toan thong tin mang cho
cac hé thong thong tin thuéc pham vi quan ly; va
cac ndi dung lién quan khag;

- Xac dinh cu thé cac nguén luc dam bao, giai
phap t6 chiic thuc hién va kinh phi dé trién khai
cac ndi dung clia ké hoach, ddm bao kha thi, hiéu
qua.

Theo d6, Ngay 04/4/2017, UBND tinh ban
hanh Céng van s6 3479/UBND-CNTT vé viéc phd
bién, trién khai thuc hién Quyét dinh s8
05/2017/Qb-TTg cla Tha tudng Chinh phl. Theo
dd, UBND tinh giao SG Thong tin va Truyén thong
cha tri phéi hop vai cac don vi cé lién quan,
nghién cu ndi dung Quyét dinh s6 05/2017/Qb-
TTg néu trén cda Thu tudng dé phd bién, trién
khai thuc hién trén dia ban tinh; tham muu, bao
cdo Chu tich UBND tinh nhiing van dé vugt tham
quyén.

Kinh nghiém vé cdng tae diéu phoi ing it va xit Iy su co
an toan thong tin mang trén dia ban tinh Quang Binh

n toan théng tin mang (ATTT) la van dé
Angéy cang dugc xa hoi, cac té chuc, ca
nhan quan tdm bagi tdm quan trong va tac
dong clia né déi vai tat ca cac linh vuc trong ddi
s6ng nhu: an ninh quéc phong, kinh té, chinh tri,
gido duc... Bén canh viéc xay dung chinh quyén
Ung dung céng nghé théng tin hién dai, dap Uing
nhu cau ctia ngudi dan va doanh nghiép thi viéc
dam bao cho hé théng théng tin hoat déng én
dinh va tin cay, tranh bi pha hoai trdi phép ciing
quan trong khéng kém.
Trong thdi gian qua, nhan thidc dugc vai tro
quan trong va cap thiét cla viéc dam bao An
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NGUYEN VINH HUE
Gidm doc Trung tam CNTT&TT Qudng Binh

toan théng tin, UBND Qudng Binh da ban hanh
nhiéu van ban quan trong nham chi dao don vi
chuyén trach va cac sé, ban, nganh, dia phuong
va doanh nghiép trén dia ban tinh. Pac biét,
trong quy 111/2016, UBND tinh da ban hanh Quyét
dinh s6 2654/Qb-UBND, ngay 30/8/2016 quyét
dinh thanh lap T ng ciu su c6 may tinh cua
tinh.T6 gém 42 thanh vién, trong d6 T6 trudng la
déng chi Nguyén Phi Khanh, Phé Giam doc S&
Thoéng tin va Truyén thong Quang Binh cling cac
can bo quan tri mang, phu trach CNTT céac Sé,
ban, nganh, dia phuong va doanh nghiép. Quyét
dinh ctia UBND tinh quy dinh r6 trdch nhiém cta
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tinh Qudng Binh.

T6 Ung cuu su ¢ may tinh, cd quan thudng truc
va cac cd quan, don vi lién quan. Trong d6, T6 tng
ctru su c6 may tinh cé nhiém vu cha yéu la: HO trg
cac co quan dang, doan thé chinh tri - xa hoi; cac
s3, ban nganh cap tinh, cac co quan truc thudc
Uy ban nhan dan tinh; cac co quan Trung uong
ddng trén dia ban tinh trong cong tac dam bao
an toan, an ninh théng tin trong hoat déng Uing
dung cédng nghé théng tin (CNTT) va to chic ting
cUru cac su ¢6 may tinh, mang may tinh, mang In-
ternet trén dia ban tinh.

Trudc khi thanh 1ap T6, tinh hinh xt ly su ¢8
ATTT & Quang Binh gap mét s6 kho khan nhat
dinh, dac biét 1a su khéng dong bo, chua co tinh
két nGi gilta S& Thong tin va Truyén thong - don
vi chuyén trach vé Cong nghé thong tin cda tinh
- va dau méi quan tri mang, phu trach CNTT cac
s&, ban, nganh, dia phuong va doanh nghiép.
Diéu nay gay kho khan trong viéc diéu phéi xt ly
su cd ATTT, chua huy déng dugc nguén luc vé
nhan sy, tai chinh clia cac doanh nghiép CNTT va
vién théng trén dia ban (VNPT, Viettel, Mobi-
fone...) dé cung phdi hgp xtr ly su cé.

Lé ky két théa thudn hop tdc vé cdc hoat dong diéu phoi iing citu sy cd mang mdy tinh trén dia ban

Dac biét, trong cac nam 2015, 2016, tinh hinh
ATTT trong nudc va qudc té dién bién phc tap,
trong tinh hinh dé, Lanh dao S& Théng tin va
Truyén théng da c6 nhiéu hoat dong nhu: Thanh
lap Phong Ung cliu su 6 may tinh, truc thudc
Trung tam CNTT&TT Quang Binh, c6 nhiém vu
ti€p nhan, xtr ly cac su c6 may tinh tai cac co
quan, don vi trén dia ban; Ky cam két Thoa thuan
“Ph6i hgp cong tac dam bao an toan théng tin
trén dia ban tinh Quang Binh giai doan 2016 -
2020"gilra Cuc An toan thong tin va S6Thong tin
va Truyén théng Quang Binh vao ngay 29/7/2016;
Phan cong nhiém vu Xay dung chuyén trang An
toan thong tin trén website S& tai dia chi:
stttt.quangbinh.gov.vn; Tang cudng cac bién
phap an ninh tai Trung tam di liéu dién ti cha
tinh (dat tai S6 Théng tin va Truyén thong -
STTTT); Khan truong ban hanh cac van ban canh
bao, huéng dan xtr ly su cé ATTT cho cac S&, ban,
nganh, dia phuong va doanh nghiép trén dia ban
tinh... Chinh nh& cac hoat dong kip thoi dé da
phan nao giam bét dugc cac thiét hai lién quan
dén cacsuco vé ATTT.
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Sau khi T6 UCSCMT duogc
thanh 1ap, cic thanh vién ctaT6
da tich cuc két n6i, ra quét va
Ung cu xt li nhiéu truong hop
mat ATTT dién ra trén dia ban
tinh: Xt ly ma hoéa dir liéu (Ran-
somware) tai mdy chu S& Tai
chinh, S& Giao thong Van Tai, S&
Tai Nguyén va Moi trudng,
Truong Pai hoc Quang Binh,...;
Ra quét phat hién va canh bdo
cac website dang ton tai cac 16
héng bdo mat nhu Thu vién
tinh Quang Binh, cac don vi
truong hoc trén dia ban tinh...;
tim va diét cdc ma dbc cac we-
biste dang dugc luu tr{f tai may
chl hosting trén dia ban, ...;
canh bao dia chi IP nhiém ma
doc tham gia mang botnet cho
cac trudng hoc, trung tam
ngoai ngl cla tinh va hoé trg
Ung clu sy c6 cho mot so ca
nhan, don vi va doanh nghiép
khac.

B6 phan chuyén trach ctia T6
UCSCMT da chu tri xay dung
cac quy trinh Ung cdu va xu ly
cac su c6 may tinh cé thé xay ra
déi véi cac hé théng phan mém
dung chung: quy trinh xt ly su
c6 hé théng mang, quy trinh x
ly ma doc, béc g& Botnet, quy
trinh xUr ly su c6 website, email,
hé théng QLVB&DH,... Chuyén
muc ATTT luén cap nhat thong
tin mai nhat vé canh bao,
hudng dan an toan thong tin,
phuc vu Lanh d&ao, can bg,
ngudi dan va doanh nghiép
trong toan tinh. Chuyén muc
cung cap day du cac ndi dung
vé: quy trinh Ung cliu sy c6,
canh bdo An toan théng tin,
huéng dan An toan thong tin,
thd thuat Cong nghé thong tin,
van ban phdp quy An toan

TP HUAN KHAI mAl: I

M{T CU BIEN TU' LI

AL " Q‘L -\ "

D/c Gidm doc Trung tam CNTT&TT Qudng Binh khai mac Hoi
nghi tdp hudn khai thdc sit dung phdn mém mét cita lién thong cho

cdc co quan trén dia ban tinh.

théng tin clla Trung uong va dia
phuong...

Nhan thidc dugc ATTT la linh
vuc kha méi mé, doi héi phaicéd
nhan luc trinh d6 cao vé CNTT,
Lanh dao SE TTTT, T6 UCSCMT
thudng xuyén quan tam, cf can
bd hoc tap, tap huan vé ATTT
tai dia phuong va cac tinh
thanh khéc. Thanh vién cta T6
da tham gia nhiéu khéa hoc tai
TP.Da Nang nhu: khéa“Pao tao
ngan han vé An toan thong tin
nam 2016" ctia B6 Théng tin va
Truyén théng t6 chuic, khéa dao
tao “Pam bdo ky thuat An toan
thong tin” do Trung tam uUng
cttu khdn cdp may tinh Viét
Nam t6 chuc; tap huan “Trién
khai IPV6 danh cho co quan
Pang, Nha nuéc” do Trung tam
Internet Viét Nam (VNNIC) t6
chic cing nhiéu khéa dao tao
dién ra tai Quang Binh nhu: tap
huan “Ky nang vé hoat déng
diéu phoi Ung cltu sy c6 may
tinh” do Trung tdm Ung cuu
khan cdp may tinh Viét Nam t&
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chuc; tap huan “An toan, an
ninh mang cho can b chuyén
trach Céng nghé thong tin” do
cac chuyén gia vé mang clia SG
Thong tin va Truyén théng
Quang Binh phoi hgp vai S&
Thong tin va Truyén théng Pa
Nang t6 chuc... Can bo chuyén
trach CNTT clia S& la thanh vién
clia T6 da t6 chuic cac budi dién
tap vé Uing cliu su ¢ may tinh
cho céc thanh vién trong T6.
Ngoai ra, T6 UCSCMT cing da
tham muu ban hanh cac van
banvé nang cao nhan thuc va
trach nhiém vé ATTT, thudng
xuyén trao doi, hoc tap kinh
nghiém vé xt ly su c6 ATTT tU
cac chuyén gia, cac don vi &
trong va ngoai tinh.

Mot trong nhitng ghi nhan
ndi bat thai gian qua, la nhd co
nhiing diéu phéi, canh bao va
hudng dan kip thoi tu céac
thanh vién T6 UCSCMT ma trén
dia ban tinh khong ghi nhan
cac truong hgp lay nhiém ma
doéc WannaCry, ma déc tong



tién Ransomwave, bién thé
méi cla ma doc Ran-
somwave (ma doc Petya).

Dé cong tac dam bao
ATTT dat nhiéu két qua
hon nifa, trong thdgi gian téi
T6 UCSCMT sé tiép tuc phéi
hop chdt ché véi Trung tam
ing ctiu khan cap may tinh
Viét Nam (VNCERT), Cuc An
toan théng tin - BO TTTT,
Trung tam an ninh mang
BKAV va cadc doanh nghiép
an ninh mang trong toan
quoc tién hanh tiép nhan,
trao d6i théng tin va cung
phoi hop xt ly su c6 ATTT
trén dia ban tinh. Trudc
mét, T6 sé tién hanh phdi
hgp véi Trung tam Ung cdu
khdn cdp may tinh Viét
Nam - Chi nhanh Ba Nang
tap huan ATTT cho cac
thanh vién T6 Ung cuu su
c6 may tinh; tiép tuc tuyén
truyén cho ngudi dan,
doanh nghiép va can b6
trong tinh nhan thic duoc
vai trd quan trong cla
ATTT théng qua website
cla SGThong tin va Truyén
thong va chuyén muc ATTT
phat trén Dai Phat thanh
Truyén hinh Quang Binh...

Viec ddm bao ATTT
trong giai doan mdéi vo
cung phuc tap va nang né,
chinh vi vay cac thanh vién
ctaT6 UCSCMT ludn quyét
tam va xac dinh dugc vai
trd, trach nhiém ctia moi ca
nhan, cing phéi hgp chat
ché nham xay dung chinh
quyén Ung dung cong
nghé théng tin hién dai, 6n
dinh va an toan.

Ban hdnh Quy ché ddm bdo An todn thong tin
mang trong hoat dong ing dung CNTT cila cdc
(6 quan qudn Iy nha nudc tinh Thanh Hoa

LUONG THANH NGOQC
Phong Qudn Iy CNTT, S6 TT&TT

dam bdo An toan théng tin mang trong hoat déng ung
dung cong nghé thong tin (CNTT) cla cac co quan quan ly
nha nudc tinh tai Quyét dinh s6 1293/2017/QD-UBND.

Doi tugng ap dung ctia Quy ché la cac s&, ban, nganh cap tinh,
cac don vi su nghiép cong lap truc thuéc UBND tinh; UBND cac
huyén, thi xa, thanh phé, UBND xa, phudng, thi tran; cac can bo,
cong chic, vién chuc, ngudi lao ddng va nhing té chuc, ca nhan
c6 lién quan tham gia van hanh, khai thac cac hé théong théng tin
tai cac co quan quan ly nha nudc; cac doanh nghiép cung cap dich
vu vién théng, CNTT, Internet, cdc doanh nghiép, t6 chuc, ca nhan
c6 tham gia vao cac hoat dong tng dung CNTT cUla cac co quan
quan ly nha nuéc. Quy ché cing khuyén khich cac co quan, don vi
khac c6 hoat ddng ting dung va phat trién CNTT trén dia ban tinh
ap dung.

Quy ché quy dinh cac ndi dung vé bao vé thong tin ca nhan,
bdo vé hé thong thong tin, giam sat an toan hé théng théng tin va
ngan chan xung dét thong tin trén mang nham tuan thu cac quy
dinh cda Luat An toan thong tin mang va cac van ban phap luat
c6 lién quan dé giup cac co quan quan ly nha nudc giam thiéu téi
da cac nguy co gay mat an toan théng tin mang trong hoat déng
Ung dung CNTT.

Mot s6 quy dinh méi cia Luat An toan théng tin mang va cac
van ban phap luat cé lién quan dugc UBND tinh Thanh Hoa cap
nhat, b6 sung quy dinh cu thé tai Quy ché nay nhu:

- Bdo vé théng tin ca nhan, Quy ché quy dinh: Can bg, céng
chuc c6 trach nhiém tu bdo vé théng tin cd nhan clia minh va tuan
thu céc quy dinh tai khoan 1, khoan 2 Diéu 10; khoan 1, khoan 4
Diéu 16; khoan 3 Diéu 17; khoan 1 Diéu 18 Luat An toan théng tin
mang; can bo, cong chuc khi sir dung, khai thac cac hé théng
théng tin cla cg quan, don vi va cac phan mém Ung dung dung
chung cla tinh phai cé trach nhiém: Tu quan ly va tu chiu trach
nhiém vé bao vé thong tin ca nhan da dugc khai bao trong cac hé
théng thong tin; khong tiét 16 tai khoan dang nhap, dau noi, truy
cap trai phép vao cac phan mém dung chung cta tinh; Ngay sau

N gay 25/4/2017, UBND tinh Thanh Hoa da ban hanh Quy ché
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Trién khai cdc hoat dong ddm bdo ATTT mang hdng ndm ciia S6 Thong tin va Truyén thong Thanh Héa.

khi dugc cap tai khoan truy cap vao cac phan
mém dung chung cla tinh, ca quan, don vi, ca
nhan dugc cap tai khoan phai thuc hién viéc doi
mat khau; Khi khai théac, st dung cac phan mém
dung chung cua tinh tai cac diém truy cap Inter-
net cong cdng, tuyét déi khéng dat ché doé luu
trir mat khau trong qua trinh st dung;...

- Bdo vé hé théng thong tin, quy ché quy dinh:
cac co quan, don vi thuc hién viéc phan loai thong
tin, phan loai cap d6 an toan cho hé théng thong
tin thudc quyén quan ly theo thudc tinh bi mat dé
c6 bién phap bao vé phu hgp. Cu thé: viéc phan
loai théng tin dugc thuc hién theo cac quy dinh tai
Diéu 9 Luat An toan théng tin mang va khoan 1,
Diéu 6 Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 cta Chinh phu; viéc quan ly gui thong
tin trén mang phai tuan thd theo cac ndi dung quy
dinh tai Diéu 10 Luat An toan théng tin mang;...

- Giam sat an toan hé théng théng tin va ngan
chdn xung doét thong tin trén mang cling dugc
Quy ché quy dinh cu thé nhu: co quan, don vi
phai thuc hién viéc luu trir nhat ky tinh trang hoat
dong cla cac hé théng thong tin tai cac may cha
trong thai gian it nhat 1a 30 ngay dé phuc vu cac
cong tac dam bao an toan théng tin mang; quan
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ly chat ché cac tai khoan da cung cap cho nguai
dung ting ca quan, don vi; can b, cdng chic
cla cac ca quan, don vi cé trach nhiém ngadn
chan xung d6t thong tin trén mang theo cac ndi
dung quy dinh tai khoan 1 Diéu 28 Luat An toan
thong tin mang; khoan 1 Biéu 7; cac khoan 4, 5
Diéu 12 va Diéu 27 Nghi dinh s6 142/2016/Nb-
CP ngay 14/10/2016 ctia Chinh ph;...

Pong thai, Quy ché ciing quy dinh trach
nhiém cla céc co quan, don vi, cadn bo, cong
chug, vién chuc va ngudi lao déng; cac doanh
nghiép cung cap dich vu vién théng, CNTT, Inter-
net, cdc doanh nghiép, t6 chic, cd nhan c6 tham
gia vao cac hoat déng ing dung CNTT clia cac co
quan quan ly nha nudc trong viéc ddm bao an
toan thong tin mang.

UBND tinh Thanh Héa giao S& TT&TT chu tri,
phéi hgp vai cac dan vi cé lién quan thanh lap
doan kiém tra lién nganh va té churc kiém tra,
giam sat viéc thuc hién dam bdo an toan théng
tin mang tai cac co quan quan ly hanh chinh nha
nudc cua tinh, tai cac doanh nghiép cung cap
dich vu vién théng, CNTT, Internet trén dia ban
tinh dé kip thai phat hién, x{r ly cac hanh vi vi
pham an toan théng tin mang.



BUNG PHAT MA POC TONG TIEN
VA DU AN “NO MORE RANSOMWARE”

HA TUAN ANH

Trung tam CNTT - So Tai nguyén va Moi truong

téng tién vai hinh thuc lay nhiém méi, cé

nhiéu tinh nang mai va nguy hiém da bi
phat hién. Theo cac chuyén gia, day la nhiing
bién thé mdi, budc phat trién mdi cila ma doc
téng tién (Ransomware) da gia tang chéng mat
va tré thanh mét trong nhiing maéi de doa phé
bién trén Internet.

Trong thai gian gan day, mét sé loai ma doc

RANSOMWARE
ATTACKS 2017 4

Du béo vé tinh hinh an ninh mang trong thai
gian t&i, dac biét la vao cudi nam 2017, chuyén
gia dén tir Cédng ty An ninh mang BKAV cho rang:
ma déc ma hoéa tong tién sé dién bién rat phuc
tap vai nhiéu hanh vi va thi doan méi nham tang
kha nang lay nhiém.

Bung phat cac phuong thic lay nhiém ma
doc:

- Théng qua cdc Email déc hai

Email dugc xem nhu la phuong thic tan cong
truyén thdng. Ngay nay, rat kho dé cé thé nhan
biét dugc cac email gid mao ma tin tac tao ra, dac
biét la ndi dung trong email dugc dau tu va
nghién ctu rat ky lién quan dén ngudi nhan. Muc
dich dé ngudi nhan dugc thu sé thuc hién theo
mong muén cla tin tac. Bén canh do, cac ky
thuat giau file chira ma doc vao trong cac file
dinh kém ngay cang kho phat hién, dac biét la véi
nguci dung binh thudng.

- Cdc trang web déc hai

Mot cach phé bién khac khién ngusi dung bi
lay nhiém la théng qua cac trang web bi tin tac
chiém quyén diéu khién, ké cac cac trang web
hop phap da bi tiém nhiém cac bé cong cu khai
thac ngudi dung nhu cac plug-in trén trinh duyét
nhu Java, Flash Player, Adobe Reader va Sil-
verlight. Khi truy cap vao cac trang web nay thi
tu dong sé tai vé cac tap tin chira ma doc vé may
tinh ctia ngusi dung ma khong hé hay biét.

Bén canh d¢, hién nay con ghi nhan cac ky
thuat tdn cong ngay cang tinh vi va lién tuc doi
mdi clia tin tac bai vi:

- Ma doc da tréd thanh nghanh cong nghiép
vGi Igi nhuan 16n, chinh vi thé ma doc duéi dang
dich vu (MaaS-Malware as a Service) khién cho
viéc khai ddng mot cudc tan cdng trd nén don
gian hon, dé dang thanh céng ngay ca déi vai cac
t6i pham mang it hiéu biét vé cong nghé.

- Ky thuat Itra ddo (Socical Engineering) dugc
strdung dé Itia dao dan du ngudi dung trong viéc
chay cac file, lién két c6 chita ma doc.

- Tin tac hoat dong ngay cang theo mot
phuong thic chuyén nghiép, tir khi xac dinh doi
tugng tan cong, dén cach thuc tdn cong va an
danh sau khi da hoan thanh muc dich.

- Khai théc triét dé cac 16 héng, diém yéu bao
mat trong cac co quan, ca nhan

-Thiéu cong nghé phong chong tién tién: Cac
gidi phap bao mat can phai duoc thiét k& dé
chéng lai cac ky thuat Ransomware hién nay.

Minh chung cho su bung phat cia ma déc
téng tién la sy xuat hién cia WannaCry vao ngay
12/5/2017.Day la mot bién thé ctia ma doc téng
tién va c6 tén goi khac la WanaCryptOr 2.0 hay
Wery. Chi sau 02 ngay xuat hién, ma doc nay da
gdy anh huéng dén 10.000 t8 chuc, 200.000 ca
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nhan trong khoang 150 quéc gia trén thé gidi.
T4t ca cac may tinh la nan nhan déu bi WannaCry
ma hoéa dit liéu va ra yéu cau doi tién chudc
khoang 300 USD. Sé tién nay sé tang gap déi néu
thai han qua 03 ngay va sé bi xa mai mai néu
ngudi dung khéng tra tién cho hacker théng qua
hé théng thanh toan bang dong tién bitcoin. Tai
Viét Nam theo thong ké ti hé théng giam sat
virus cia BKAV, da c6 hon 1900 may tinh bi lay
nhiém ma déc tong tién nay, trong dé c6 khoang
1.600 may tinh dugc ghi nhan & 243 co quan,
doanh nghiép va khodng 300 may tinh la ngudi
dung cd nhan

Cudc tan céng cla ma doc téng tién Wan-
naCry dugc xem la cudc tan cdbng mang Ién nhat
tu trudc dén nay va gy hau qua nang né cho cac
t6 chuc, doanh nghiép va ca nhan trén toan thé
gidi. Khi dugc cai dat vao mdy tinh WannaCry sé
tim thay cac tap tin trong 6 cliing va ma hoa
chung va dé lai cho chd s& hiru mét théng bao
tra tién chuéc néu mudn giai ma dir liéu.

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been e . Maybe you are busy looking for a way to
recover your files. but do not waste your time. Nobody can recover your files without
jour decryption service.

Can | Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
You can decrypt some of your files for free. Try now by cllzkuu. Decrypt>
But if you want to decrypt all your files, you need to pay
You only have 3 days to submit the payment. After uu! lhc price will be doubled.
B Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do | Pay?

Payment Is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.
Ch

Diém dac biét lam cho WannaCry cuc ky nguy
hiém la ma doc da khai thac 16 héng MS17-010
cé trén tat ca cac Hé Diéu Hanh Windows ¢6 sur
dung giao thuc chia sé file SMBv1 dé tu lay
nhiém. L6i bdo mat nghiém trong nay chi mai
dugc Microsoft phat hanh cac ban va 16i vao ngay
14/3/2017 va c6 rat nhiéu may tinh con chua kip
thuc hién update. Tir céng cu khai thac 16i MS17-
010 dau tién la EternalBlue xuat hién vao thang
4/2017, dén nay da c6 nhiéu phién ban ma khai
thac dugc gidi Hackers tinh chinh va str dung. Cac
ma khai thac 16i nay con dugc tich hgp trong cac
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b cdng cu kiém thir thdng dung nhu Metasploit,
Empire.

VGi méi nan nhan bi lay nhiém, WannaCry sé
khéi tao mét cap khoa RSA-2048. Méi tap tin
dugc ma hoa bang khoa ngau nhién AES-128.
Khoa private cia méi nan nhan ma hdéa bai pub-
lic key cta tin tac. Sau d6, ma déc WannaCry sé
tién hanh ma hoa va xda bo tat ca cac file tam,
thuc thi phan tong tién véi phan mém Tor va Bit-
coin Wallet d@é nhan tién chuéc dit liéu ma khéng
bi truy vét.

Khi cac vu tan cong ma dodc téng tién Wan-
naCry chua két thuc, vao cudi thang 6 vira qua,
ma ddc méi xuat hién Petya véi muc dé con nguy
hiém hon WannaCry do hinh thic ma hoa toan
bd & ciing va c6 kha nang lay nhiém réng hon
trong mang ndi bo. Petya da lam té liét hang loat
ngan hang, san bay, may ATM va mét s6 doanh
nghiép 16n tai Chau Au.

Ma déc WannaCry da khéi dau cho mot ky
nguyén mdi clia cac bién thé ma doc téng tién tu
phat thédng qua 16 héng hé théng. Petya tiép ndi
kha ndng d6 bang cach thém vao cac phuong
thiic khac dé vuot qua co ché kiém soat da dugc
va. Diéu nay lam ddy lén nhiing lo ngai vé cac
bi€n thé khac st dung cac co ché tdn cong tuang
tu nhung phc tap han trong tuong lai gan.

Bdn @b thong ké cdc quéc gia trén thé gidi bi lay
nhiém ma doéc WannaCry.

Trudc 02 dot tan cong ma doc ndi trén, B
Thoéng tin va Truyén thong da kip thai huéng dan
cac co quan, don vi, ca nhan cac bién phap
phong ngta lay lan ma doc néi chung nhu sau:



+ D4i véi ca nhan:

- Thuc hién cap nhat ngay cac phién ban hé
diéu hanh Windows dang st dung. Riéng doi vai
cac may tinh s dung Windows XP sif dung ban
cap nhat méi nhat danh cho 16 héng nay tai dia
chi dugc cung cap trén trang web cla Microsoft.

- Cap nhat ngay céc chuong trinh Antivirus
dang st dung. Déi véi cac may tinh khong cé
phan mém Antivirus can tién hanh cai dat va su
dung mot phan mém Antivirus c6 kha nang cap
nhat.

- Can trong khi nhan dugc email c6 dinh kém
dudng link la dugc gui trong email, trén cac
mang xa hoéi, céng cu chat online,...

- Can than trong khi ma céc file dinh kém
ngay cd khi nhan dugc ti nhiing dia chi email
quen thudc. Sir dung cac cdng cu kiém tra phan
mém ddc hai truc tuyén hodc trén phan mém
diét Virus c6 ban quyén trén may tinh véi cac file
nay truéc khi ma ra.

- Khéng mé cac dudng dan co cau trac khéng
rd rang, cac dudng dan link dugc rat gon.

- Thuc hién cac bién phap sao luu dit liéu quan
trong ra thiét bi déc lap véi may tinh hoac sao luu
truc tuyén trén méi trudng mang.

+ Dai véi cac co quan, té chic:

- Theo ddi ngan chan két néi dén cadc may chu
diéu khién ma déc WannaCry dé xac dinh dugc
cac may tinh bi nhiém trong mang dé c6 bién
phap x{ ly kip thai; cé gidi phap dam bdo an toan
théng tin dang c6 sn trong té chiic va cap nhat
vao cac hé thong bao vé nhu IDS/IPS; Firewall,...

- Khan truong cap nhat ban va, phién ban mai
nhat cho hé diéu hanh mdy chu, may tram theo
hudng dan clia co quan chuyén mon

- Cap nhat phan mém chéng ma doc (Kaper-
sky, Symantec, Avast, AVG, MSE, Bkav, CMC,...)
cling nhu thudng xuyén quét Virus, ma doc, kiém
tra may tinh, 6 dia luu trir dir liéu dé€ phat hién
s6m ma déc xuat hién trén thiét bi, may tinh...

- Thuyc hién bién phap luu tri dir liéu quan
trong ngay.

- Canh bao tdi ngudi dung trong té chiic va
thuc hién cac bién phap nhu néu trén doi vai
nguai dung...

Du an “No More Ransom”

Sang kién “No More Ransom” tam dich la
“khéng phai tra tién chudc” 1a Céng théng tin

truc tuyén nham muc dich thong bao cho cong
déng vé su nguy hiém clia ma doc tong tién va
giup d& nan nhan cach thuc dé phuc héi lai di
lieu ma khoéng phai tra lai tién chudc cho toi
pham mang. Day la dy an dugc ra mat lan dau
vao ngay 25/7/2016, ma dau mét cap d6 hgp tac
mdi gitta co quan hanh phap - canh sat quéc gia
Ha Lan, Europol va khu vuc tu nhan la cac cong
ty an ninh mang nhu Intel Security va Kapersky
trong viéc cung nhau chéng lai su bung né cua
ma doc téng tién.

Du &n khong chi cung cap théng tin va cac
céng cu gidi ma mién phi ma con cho phép cac
nan nhan tai 1én mot tap tin bi ma héa dé qua dé
xac dinh bién thé ma déc da ma hoa dir liéu tai
dia chi cda du an la: www.nomoransom.org.
Thong qua du an nay nguai dung dugc cung cap
thém cac thong tin hiru ich lién quan dén Ran-
somware va cach thuc dé tu bado vé minh. Hién
tai, du an da hé trg 27 ngén ngl va cung cap
téng coéng 84 cong cu gidi ma mién phi.
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Giao dién trang chu cua dy dn.

Dén thoi diém hién tai, du an da ghi nhan su
tham gia cla nhiéu déi tac méi nhu AVAST, CERT
Polska va Eleven Paths... ndng téng s6 ddi tac lién
két la 07 thanh vién va doéi tac hé trg tham gia
chuong trinh hién c6 thém 30 thanh vién mdi,
nang téng sé thanh vién 1én muc 70. Chi sau hon
02 thang ra mat, han 2.500 ngudi dung da cé thé
giai ma dugc dit liéu ctla minh ma khong phai tra
tién cho t6i pham mang bang cach st dung cac
céng cu gidi ma dugc cung cap trén trang web
claduan.

Hién du an van lién tuc kéu goi nang cao nhan
thic ctia ngudi st dung cling nhu sy tng hé cla
cdng déng mang dé cé thé hoan thanh tiéu chi
dung nhu tén goi “No More Ransom” clia minh.
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Cong cu kiém tra an toan thong tin hé thong cda Microsoft

rong thdi gian qua, ghi nhan viéc lay lan
Tmanh clla cdc ma déc nhu WannaCry/

Petya... d6i v&i cac mdy tinh clia ngudi duing
xuat phat tir nguyén nhan chinh tur cach thic
khai thac va lay nhiém cua tin tdc hudng téi cac
16 héng bao mat chua dugc ngudi dung cap nhat
va khédc phuc. Bén canh cac nguy ca khac nhu
ngudi dung khéng sir dung mat khau khi dang
nhap, khong thuc hién cap nhat cac ban va bao
mat mdi nhat cho Hé diéu hanh va cac phan
mém cla Microsoft... D€ gilip cho ngudi dung,
dacbiétla can bo phu trdch Coéng nghé théng tin
clia cac co quan, dan vi dé dang kiém soat cac
diém yéu trén. Hang céng nghé Microsoft da
cung cap phién ban mién phi gitip ra quét va
ki€ém tra an toan théng tin trén hé diéu hanh Win-
dows cé tén la Microsoft Baseline Security An-
alyzer (MBSA).

1.Théng tin vé céng cu

MBSA Ia cong cu kiém tra“dd an toan” cho cac
san pham Microsoft theo khuyén nghi cta Mi-
crosoft, dugc cung cap mién phi, thiét ké danh
riéng cho cac chuyén gia cong nghé thong tin va
cac doanh nghiép vira va nhaé.

Cac muc chinh dugc MBSA kiém tra:

- Cac diém yéu bdo mat cia Windows: Tinh
nang tu déng cap nhat, tinh nang tu dong dang
nhap, mat khau,...

- Cac diém yéu bdo mat clia lIS (may cha web,
néu cd)

- Cac diém yéu bao mat clia SQL (may chu
CSDL, néu cd)

- Cac cap nhat bao mat ctia Windows, IS, Of-
fice,...

MBSA cho phép ngudi quan tri c6 thé xac dinh
dugc cac 16 héng hodc diém yéu tén tai trén mot
hoac mot nhém cac may tinh. MBSA thuc hién
quét trén cac may tinh dugc chon va tao ra ban
bao cao chi tiét cho timg may tinh vé muc d6 an
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CAO VIET CUONG
Trudng phong Tong hop Hanh chinh
Trung tam CNTT&TT Thanh Héa

toan da dugc thuc hién va dua ra cac ggi y dé
khac phuc cac diém yéu tén tai.

MBSA c6 thé kiém tra cac sai sot trong viéc
cdu hinh c6 thé dan dén cac van dé vé mat an
toan trong hé diéu hanh nhu ciu hinh cac dich
vu: cong cu Microsoft Baseline Security Analyzer.
Microsoft SQL Server, MSDE va IIS. Hién tai phién
ban phat hanh mai nhat ctia cong cu nay la Mi-
crosoft Baseline Security Analyzer 2.3 dugc dang
tai trén website link clia Microsoft.

2. Cai dat Microsoft Baseline Security Ana-
lyzer

Yéu cau chung

- Hé diéu hanh: véi WindowsServer, tur phién
ban WindowsServer™ 2003 tr& |1én, véi Windows,
tu phién ban Windows 2000 Service Pack 3 tré
[én.

- Trinh duyét: Internet Explorer5.01 hodc méi
hon.

- Cac dich vu can dugc kich hoat:

Da6i véi may cai dat MBSA: Workstation service,
Server service;

D6i v6i may thuc hién quét cuc bo: Worksta-
tion service, Client for Microsoft Networks

DaGi v6i may thuc hién quét tur xa: Server serv-
ice, Remote Registry service, File and Print Shar-
ing.

Ngoai ra, can sir dung quyén quan tri trén hé
théng mang dé thuc hién viéc quét kiém tra an
ninh ctia hé thng mdy tinh hodc mang may tinh
dung HDH Windows.

3. Si dung Microsoft Baseline Security An-
alyzer

Thuc hién quét kiém tra an ninh hé théng

- Kich hoat chuang trinh Microsoft Baseline
Sercurity Analyzer, giao dién clla MBSA rat don
gian va than thién. & man hinh giao dién chinh
cla chuong trinh cong cu MBSA cung cap 3 tinh
nang cho ngudi dung: quét 1 may tinh (scan a



computer), quét nhiéu may tinh (scan multiple
computers) va xem bao cao két qua quét bao
mat (view existing security scan reports).

Microsoft

® ¥ Baseline Security Analyzer

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows
Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows Server 2008 R2,
Windows 7, Windows@® Server 2003, Windows Server 2008, Windows Vista, or Windows XP.
Scanning computers for security updates utilizes Windows Server Update Services. You must
have administrator privileges for each computer you want to scan.

h"‘ Scan a computer
Check a computer using its name or IP Address.

can multiple computers
¥ s Itipl t
Check multiple computers using a domain name or a range of IP addresses.

E View existing security scan reports
View, print and copy the results from the previous scans.

©2002-2013 Microsoft Corporation. Allrights reserved.

- Thuc hién quét may tinh cuc bd bang viéc
chon chiic nang Scan a computer, nhap dia chi IP
clia may can quét vao muc IP Address r6i chon
cac muc can quét trong phan cac tly chon quét
va nhan nut Start Scan dé bat dau quét

Microsoft

©® ¥ Baseline Security Analyzer

Which computer do you want to scan?

v onp
ot —r

[ e ]

Computer name:

TP address:

Seaurity report name:

%D% = domain, %C% = computer, %T% = date and time, %IP% = IP address
Opions:
Check for Winde
Check for ek
Check for I15 admiistrative
Check for SOL &
Check for security updates:
Configure computers for Mirosoft Update and scanning prerequisites
Advanced Update Services options:
@© 5can using assigned Windows Server Update Services(WSUS) servers only
O scan using Microsoft Update only
O scan using offiine catalog only

strats

Learn more ak bout Scarning Options

- Thuc hién quét mot may tinh & xa bang cach
chon chiic nang Scan a computer réi chon cac
muc can quét trong phan cac tuy chon quét va
nhan nut Start Scan dé bat dau quét

Microsoft

% Baseline Security Analyzer

Which computer do you want to scan? )
Enter the name of the computer or its IP address.
E ™

[2e0% - %% (4T%)
D% = domain, %C% = computer, %T% = date and tme, %IP% = IP address

Computer name:

1P address:

Security report name:

Options
Check for Windows administrative vunerabilties
Check for weak passwords
Check for T1S administrative winerabilties
Check for SQL administrative vuinerabiiies
Check for security updates
[ configure computers for Microsoft Update and scanning prerequisites
[ Advanced Update Services options:
Scan Lsing assign

Nindows Server Update Services(WSUS) servers only

Update only

Scan using offine catalog only o
Learn more about Scanring Options

- Thuc hién quét mét nhém cac mdy tinh
trong mang bang viéc chon chiic nang Scan mul-
tiple computers, nhap tén mién vao muc Domain
name hodc nhap dai dia chi IP clia cac may can
quét vao muc IP Address range roi chon cac muc
can quét trong phan cac tuy chon quét va nhan
nut Start scan dé bat dau quét

s

ft
¥ Baseline Security Analyzer

Which computers do you want to scan?

Enter the domain name or the range of IP addresses of the computers.

R X o e e e
[20% %% (%1% ]

0% = domain, *C% = computer, %T% = date and time, %IP% = IP address

Domain name:

[P address range:

Security report name:

Options:

Check for Windows administrative vuinerabiities
Check for weak passwords

[ Configure computers for Mirosoft Update and scanning prerequisites
[ Advanced Update Services gptions:

- Qua trinh quét va phan tich sé tuy thuéc vao
cac tuy chon quét dugc chon va s6 lugng may
can quét. Khi hoan tat MBSA sé cung cap mot
bang day du céac 16i phat hién dugc trong tiing
muc déng thoi cung cap dudng dan dén céac cach
thuc hién stra 16i.

o

"

[ |, Microsoft :
% Baseline Security Analyzer

Security Update Scan Results A
Score  Issue Result
| seanty Computer has an older version of the dient and security database demands a newer version. Current.
Updates version s and minmum required version i
How to correct this
Windows Scan Results
Administrative Vulnerabilities
Score  Issue Result
@ Automatic The Automatic feature has not n this computer 1o the latest
Updates Service Pack to obtain the latest version of this feature and then use the Control Panel to configure
Automatic Updates.
What was scarned How to correct this
@ Autologon Autalogon is configured on this computer.
What was scanned How to correct this
@ pascword All user accounts (2) have non-expiring passwords.
Expration What was scanned  Result detalls  How to correct this
@ ncomplete No incomplete software update installations were found.
Updates What was scanned
@  windows This check was skipped becase it cannot be done remotely v
Firenal
& print thisreport [P Copy to cipboard Previous ssuity report Next security report

- MBSA phan chia cdc muc d6 rdi ro an toan
khac nhau:

Biéu tuong Y nghia
&  Mucnguy hiém can slfa ngay lap tuic

#  Canh bao nguy hiém
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a Muc dugc quét la an toan
o Can cap nhat méi

Canh bao: Chuong trinh khong thé
cap nhat CSDL quét an toan
- Nha&n vao muc Result details dé xem chi tiét
két qua quét

T

Microsoft Baseline Security Analyzer - Webpage Dialog

ft
line Security Analyzer

‘Windows Firewall is enabled and has exceptions configured. Windows Firewall is enabled on all network
‘connections.

Result Details

‘Connections listed without a score do not have Windows Firewall capabilities.

Firewall
on Por

[} on Por

o mmection on Ports”, Prograr

@  VMware Network Adapter VMnetl. on Ports™, Prograr

@  VMware Network Adspter Winets on Ports?, Prograr

@ wn on Ports*, Programs*, S

*This setting s affected by the overal state or settings of the firewal.

- Nhan vao muc How to correct this dé€ chuyén
dén tai liéu hudng dan cach stra 16i

]
T v 23

@@\@ C\Progrs

Micr A

wo-ole - il

¥ Baseline Security Analyzer

Windows Firewall Check

Issue

Windows Firewall is firewall software that provides protection for computers by controlling what information is
communicated from your computer to and from the Internet or other computers on a network. Windows Firewall is included
in Windows Server 2008, Windows Vista, Windows® XP and Windows Server 2003 Standard Edition and Enterprise Edition.

The scanned computer does not have Windows Firewall enabled on all network connections.

Notes

« MBSA does not detect whether another firewall (either hardware or software) is in use and protecting the scanned
computer.

Solution

Enable Windows Firewall on each netwark connection on your computer.

Windows Vista and Windows Server 2008

“You must be logged on as an administrator or a member of the Administrators group in order to complete this procedure. If
your computer is connected to a network, network policy settings might also prevent you from completing this procedure.

1. Open Start, and then click the Control Panel.
2. Click Windows Firewall icon.
3. Choose Turn Windows Firewall On or Off, then select On (recommended).

Windows XP Service Pack 2
To turn Windows Firewall on with no exceptions:

Ngoai ché dé lam viéc véi giao dién d6 hoa,
MBSA con cé ché dé lam viéc dong lénh: chay
chuong trinh mbsacli.exe trong thu muc C:\Pro-
gram Files\Microsoft Baseline Security Analyzer
2. Ché d6 dong lénh co6 nhiéu tuy chon linh hoat
han ché d6 d6 hoa (nhu cho phép dua vao tham
s6 “username” va “password”), chay mbsacli.exe
/? d€ xem cac tuy chon.

Dé gilp cac co quan, don vi trong viéc khac
phuc va xt ly su c6, ngay khi phat hién su c6 lién
quan dén mat an toan thoéng tin can nhanh
chéng théng tin vé T6 Ung clu su ¢ mang may
tinh cda Trung tam Coéng nghé théng tin va
Truyén théng Thanh Hdéa theo dia chi duéi day,
dé dugc hé trg, xtr ly kip thai, han ché téi da cac
nguy co mat an toan théng tin mang.

Thong tin lién hé:
bién thoai: (0237) 3718699;

Fax (0237) 3718299.
Email: ungcuusuco@thanhhoa.gov.vn
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BAO DAM AN TOAN
THONG TIN
KHISUDUNG
MANG KHONG DAY

ang khéng day - Wireless LAN
(WLAN) lIa mé hinh mang dugc
st dung cho mot khu vuc cé



pham vi nhé nhu mét tda nha, khudn vién clia mot cong ty, trudng hoc. WLAN st dung béang tan
phuc vu cong nghiép, khoa hocy té: 2.4GHz va 5GHz, khong chiu su quan ly ctia chinh pha cling nhu
khéng can cap gidy phép st dung, vi vay ton tai nhiéu van dé lién quan tdi an toan théng tin cla
ngudi dung trong mang WLAN. Ngoai ra do st dung maéi trudng truyén dan vé tuyén nén WLAN rat
dé bi ro ri théng tin do tac déng clia méi trudng bén ngoai, ddc biét la su tdn cdng clia cac tin tac. Do
dé, di doi vai phat trién WLAN phai phat trién cac kha nang bao mat WLAN an toan, dé cung cap
thong tin hiéu qua, tin cdy cho ngudi st dung.

Mot s6 van dé bao dam an toan thong tin cho mang khéng day WLAN bao gom cac ndi dung:

- Cau truc mang khéng day WLAN.

- Cac hinh thiic tdn cong mang khéng day phd bién.

- Mot s6 khuyén nghi nham dam bao an toan thong tin mang khéng day trong thuc té.

1. Cau triic mang khéng day WLAN

Mot mang khong day théng thudng gom cé 2 phan: cac thiét bi truy nhap khong day (Wireless
Client), cac diém truy nhap (Access Points - AP).

Wireless PCI /7 ' .‘  Wireless USB
' WirelessLAN )
Ad-Hoc

= ST S ; Wireless PC Card

- Ché d6 co sé (Intrastructure mode): Cadc may trong mang st dung mot hodc nhiéu thiét bi dinh
tuyén hay thiét bi thu phat dé thuc hién cac hoat déng trao déi di liéu vai nhau.

.‘:‘_’.’-ﬂ.‘
% o R, e Internet
- k" & ’Jl? e

&

oy

UsB Wireless LAN  ({{f

Maotebook ) reless I'b{ hﬂ N
‘Wiraless Router !?

PCCnrd&%’/ ,)} / =

Motebook - - Woarkstation Server

2. Cac hinh thiic tan céng mang khéng day phé bién

2.1.Tan céng khéng théng qua xac thuc (deauthentication attack)

Trong mang khong day khi mét thiét bi méi gia nhap vao mang né sé phai di qua qua trinh xac
thuc, sau qua trinh xac nhan, thiét bi nay sé thuc hién cac qua trinh c6 lién quan khac dé c6 thé trao
déi dir lieu va quang ba trong toan mang. Trong sudt qua trinh xac thuc chi cé mét vai ban tin di
liéu, quan ly va diéu khién la dugc chdp nhan. Mét trong cac ban tin d6 mang lai cho thiét bi kha nang
doi hoi khéng qua xac thuc tir cac nat khac. Ban tin dé dugc sir dung khi mot thiét bi mudn chuyén
gilta hai mang khéng day khac nhau. Khi mét thiét bi nhan dugc ban tin “khéng qua xac thuc” nay
né sé tu déng rdi khoi mang va quay trd lai trang thai géc ban dau cdia no.

Trong tan cong khéng qua ching thuc, tin tac sé sit dung mot thiét bi gid mao dé tim ra dia chi
cta diém truy nhap (AP) dang diéu khién mang (dia chi ctia AP c6 thé dé dang dugc tim thay néu tin
tac “lang nghe” luu lugng gitta AP va cac thiét bi khac). Khi tin tac c6 dugc dia chi clia AP, ching sé
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gUi quang ba céc ban tin “khéng ching thuc”ra
toan mang khién cho cac thiét bi trong mang
ngay lap tuc ding trao d6i théng tin véi mang.
Sau dé tat ca cac thiét bi d6 sé ¢ két ndi lai, xac
thuc lai va lién két lai véi AP tuy nhién do viéc
truyén cac ban tin“khéng qua xac thyc” dugc lap
lai lién tuc khién cho mang roi vao tinh trang bi
dung hoat déng.

2.2. Tdn céng bang cach gti lai ban tin
(Reply Attack)

Tin tac thuc hién cac cudc tan cong Replay At-
tack bang cach ding chan gitra viéc truyén thong
tin hgp 18, tin tac khong thay déi ban tin ma chi
gui lai n6 trong thai diém thich hgp theo su lua
chon cla tin tdc do céc ban tin trong mang
khong day khong c6 thi tu mét cach ré rang.

2.3. Gia mao diém truy cap

Day la ki€u tan cong ma tin tdc ding & gilra va
trém luu lugng truyén gilia 2 thiét bi. Kiéu tan
céng nay ton tai la do trong mang khong day
khong yéu cau xac thuc 2 hudng gilra AP va thiét
bi truy nhap. AP phat quang ba ra toan mang, do
vay tin tac c6 thé dé dang nghe trém va lay duoc
tat ca cac thong tin ma chung can.

Rat kho khan dé tao mot cudc tan cong theo
ki€u “dung gilra” trong mang c6 day bai vi kiéu
tdn cOng nay yéu cau truy cap thuc su dén dudng
truyén. Trong mang khong day thi lai rat dé bi tan
c6ng ki€u nay. Tin tac tao ra mét AP thu hat nhiéu
thiét bi truy nhap hon AP that. AP gia nay co thé
dugc thiét lap bang cach sao chép tat ca cac cau
hinh ctia AP that dé la: SSID, dia chi MAC...

Budc tiép theo la lam cho nan nhan thuc hién
két noi téi AP gia. Cach thir nhat la dgi cho ngudi
dung ty két néi. Cach thi hai la gy ra mét cudc
tan cong tu choi dich vu trong AP that do vay
ngudi dung sé phai két noi lai véi AP gia. Trong
mang khoéng day su lua chon AP dugc thuc hién
béi cudng do clia tin hiéu nhan. Do dé tin tac sé
thuc hién cac bién phap ky thuat dé lam cho AP
gid c6 cudng do6 tin hiéu manh hon, vi du nhu:
dat AP gia gan ngudi dung haon la AP that; su
dung ky thuat anten dinh huéng. Sau khi nan
nhan két néi tGi AP gia, nan nhan van hoat déng
nhu binh thudng do vdy néu nan nhan két noi
dén mot AP that khac thi di liéu cGia nan nhan
déu di qua AP gia. Tin tac sé st dung cac tién ich
dé ghi lai mat khau cGia nan nhan khi trao déi
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thong tin va sé c6 dugc tat ca nhiing thong tin
dé dang nhap vao mang chinh théng.

2.4. Tan coéng dua trén thuat toan da truy
cap cam nhan séng mang (CSMA)

Trong mang khoéng day st dung thuat toan da
truy cadp cdm nhan séng mang (CSMA) dé tranh
xung dot. CSMA la mét thanh phan cua Iép MAC.

Tin tac khai thac CSMA bang cach lam cho cac
thiét bi trong mang déu tin tudng rang c6 mot
thiét bi dang truyén tin tai thoi di€ém hién tai va
sé khong tién hanh truyén tin vao mang dé tranh
xung dot. Co cac cach sau dé dat dugc diéu nay:
tao ra mot thiét bi gia mao dé truyén tin mot cach
lién tuc; st dung bo tao tin hiéu vo tuyén; lam
cho card mang chuyén thanh ché do kiém tra dé
no truyén di lién ti€p mot mau kiém tra.

2.5. Gia mao dia chi MAC

Trong mang khéng day, loc dia chi MAC la moét
cach dé ngan ngudi dung bat hop phap gia nhap
vao mang. Tuy nhién tin tac lai c6 thé dé dang gia
mao dia chi MAC vi gid tri dugc dua ra trong
firmware clia phan cing cé thé thay déi dugc.

Ma trong mang khéng day thi dia chi MAC
dugc quang ba ra toan mang, do d6 tin tac chi can
chan lai mét vai géi tin dé |y dia chi MAC. Va bang
viéc gia mao dia chi MAC tin tac sé dugc nhan
dang nhu mot ngudi dung hgp phap trong mang.

2.6.Tan cdéng tur chéi dich vu

Day la hinh thuc tan céng lam cho cac mang
khong day khéng thé phuc vu dugc ngudi dung,
ti choéi dich vu véi nhitng nguai dung hop phap.

Khi song radio truyén trong maoi trudng, no rat
dé bi anh hudng bai cac yéu t6 khach quan ciing
nhu chd quan. Tin tac c6 thé Igi dung diéu nay dé
tan céng tu chéi dich vu bang cach tao ra cac
so6ng co cling tan s6 vdi tan sé truyén tin hiéu dé
gay nhiéu cho dudng truyén.

3. M6t sé khuyén nghi bdo dam an toan
théng tin mang khéng day trong thuc té

3.1. P38i vGi ngudi dung tai gia va co cac co
quan, van phong nhé

D6i véi nguadi st dung trong pham vinha & va
van phong nhé chi phi trién khai cac bién phap
bdo dam an toan théng tin la mot van dé khéng
dugc dé y dau tu. Cac bién phap sau c6 thé giam
thi€u rdi ro mat an toan théng tin:

- Cap nhat phan mém, firmware cac thiét bi
truy nhap va cac diém truy nhap vai phién ban



ma&i nhat do nha san xuat cung cap.

- Kich hoat cdc phuong thdc ma héa
WEP/WPA/WPA2 theo thi tu uu tién st dung
WPA2, WPA néu thiét bi ho tro.

- Thay d6i tén mang khong day (SSID) mac
dinh do nha san xuat cai dat san, cha y khéng st
dung cac tén goi c6 gai y nhu tén dudng phé hay
dia chi, cong ty hay nha riéng hay ho tén cuia cac
thanh vién trong gia dinh, co quan, van phong.

- Khéng kich hoat chiic nang quang ba SSID
(chd y: phadi ddm bdo ngudi dung hop phap da
c6 thoéng tin SSID trén thiét bi ctia ho).

- Loc dia chi MAC: Mét vai diém truy cap c6
kha nang chap nhan cac két néi chi déi véi cac
dia chi MAC dang tin cay la cac dia chi duy nhat
trén mang (khéng trung khdép nhau). Thuc hién
diéu nay la rat kho khan trong mét moi trudng
vGi hon 20 ngudi sir dung do viéc thiét lap diém
truy cap bang tay rat mat thai gian. Tuy nhién, n6
c6 thé dugc thiét lap mot cach don giadn trong
moi truong nha & va moi trudng van phong nho.

3.2. Déi véi ngudi dung tai cac co quan, té
chirc, van phong vira va nhé

Céc co quan, t6 chuc, van phong vira va nho
c6 thé la mot phan ctia mot té chic I6n han. BDam
bao an toan théng tin la van dé quan trong va
phai can bang véi hiéu xuat st dung khi s6 lugng
Ngudi dung tang.

- Cap nhat phan mém, firmware cac thiét bi
truy nhap va cac diém truy nhap vai phién ban
mdi nhat do nha san xuat cung cap.

- Kich hoat cac phuong thic ma héa WEP/
WPA/ WPA2 theo thu tu uu tién s dung WPA2,
WPA néu thiét bi ho tro.

- SUr dung mang riéng 4o (VPN): Trong truong
hop c6 thé duoc str dung cac diém truy nhap kich
hoat IPSec hodc cac tudng Itia ma ching c6 thé
thiét lap cac dudng 6ng VPN tir ngudi dung dau
cudi t6i diém truy nhap. Phan mém VPN cho
phép qua trinh nhan thuc va ma hoéa hiéu qua
hon trong mang céng cdéng bao gém cac thanh
phan vo tuyén va hitu tuyén.

- Thay d6i mat khau mac dinh cla nha san
xudat, strdung cac mat khau an toan cho cac diém
truy nhap.

- Ddm bao cac mat khau dugc ma héa trudc
khi truyén qua mang. Khi gtii mat khau téi ngudi
st dung, s dung mét chuong trinh ma hoa dé

dam bao rang cac mat khau khéng bao gid dugc
gui di mét cach ré rang ma nhirng ngudi st dung
khac c6 thé hiéu duoc.

- Ludn luu y kiém tra cau hinh diém truy nhap
dé dam bao thiét bi nay khéng bi “reset” vé cac
thiét 1ap mac dinh do mot nguyén nhan khach
quan hay chil quan nao dé (cac thiét lap mac
dinh cta diém truy nhap khong c6 kha nang bao
dam an toan thong tin khi cé mét ai d6 nhan vao
nut “reset”. Di€u nay lam cho diém truy nhap dé
bi tdn cong bdi cac tin tac).

3.3. Déi véi ngudi st dung clia cac co quan,
t6 chiic, tap doan Ién.

DaGi v6i ngudi st dung clia cac co quan, té
chuc, tap doan I6n, yéu cau an toan théng tin cao.
Ngoai cac khuyén nghi & trén cac cg quan, té
chuc c6 thé xem xét cac yéu to sau:

- Giam sat cac diém truy nhap: st dung céac
céng cu hd trg van hanh dé giam sat mang mot
cach lién tuc va kiém tra cac diém truy nhap
khong tuan thl cac nguyén tac vé cau hinh. Mot
vai diém truy nhap khong cé céac thiét 1ap an toan
thong tin theo quy dinh tuong ting cé thé la mot
diém truy nhap bi mat thiét 1ap bdi tin tac.

- Xac thuc: Tich hgp cdc mang WLAN vao
trong co ché nhan thuc bang cach s dung cac
may chu nhan thuc RADIUS hodc LDAP. Cac mat
khau va tén ngugi st dung c6 thé dugc ma hoa
hodac cac ching chi s6 ¢6 thé dugc st dung dé
nang cao kha nang nhan thuc.

- Diéu khién song vo tuyén: Toi thi€u hda qua
trinh truyén séng voé tuyén trong cac khu vuc
khong c6 ngudi st dung nhu cac khu vuc do6 xe
hay cac khu vuc lan can van phong. Thit nghiém
cac anten dé tranh cac vung pha bén ngoai cac
bién gidi diéu khién vé mat vat ly trong diéu kién
thuan Igi. Néu cé thé, khong dat cac diém truy
nhap tai bién cta khu vuc nha & hay van phong.

- Phan vung céc thiét bi: Dua cac diém truy
nhap vao moét ving mang trung lap gira mang
ndi bo va mang internet (DMZ). Thiét lap cau hinh
cho tudng lra dé cho phép truy nhap déi véi
ngudi st dung hop |é dua trén cac dia chi MAC,
lam cho cac tin tac khé khan hon khi tan cong
vao mang.

(Ngudn Cuc An toan théng tin -
B6 Théng tin va Truyén théng)
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THONG KE TINH HINH

AN TOAN THONG TIN

I - Tinh hinh An toan thong tin Quy Ill nam
2017 trong nudc va qudc té

1. Tinh hinh tan cdng DDoS

Theo bao cao cda An ninh mang trong Quy 3
clia Akamai cac cudc tan cong DDoS tiép tuc
tang so vGi Quy 2, cu thé nhu sau:

Téng s6 vu tan cong lién tuc tang
Téng 6 wu tan cdng DDoS TANG
Céc cude tén cong reflection-based TANG
Céc cudce tan cong tang co s& (Lop 3 va 4) TANG

13%

S8 cube tan codng trung binh trén mdi muc tiéu TANG

DDaS$ Attack Vector Frequency, Q3 2017

Net8IOS [0.16%)
SQL0.14%)
TFTF (0.09%)

‘GRE Pratocal (0.07%)
SYN PUSH (0.05%)
RIP (0.05%)

TCP Fragment (0.02%)

TCP ANOMALY (0.85%)
RPC (0.59%)
RESET (0.21%)

Infrastructure DDaS Attacks
Q
3
a8
&
z

ICMP 021%)
FIN 0.16%)

MDNS (0.07%)
KMAS 0.07%)

Agplication DOGS Attacks
2
5
£

Théng ké cdc kiéu tdn cobng DDoS théng qua cdc
giao thuc trong quy Il
2. Tinh hinh ma doc lay lan théng qua hé
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théng thu dién ti trong quy Il

Nguén: malwarebytes

3. Tinh hinh Spam va tan céng Phishing
trong Quy Il

Bao cédo cuia Kaspersky Lab vé tinh hinh thu
rac va ltra dao truc tuyén trong quy Il cho biét,
Viét Nam ti€p tuc nam trong nhom cac quéc gia
c6 nguon phat tan thu rac ding dau véi vi tri tha
2 (11,17%), ding dau la Trung Quéc (12,24%) va
thi 3 13 My (9,62%).

@ china @@ Vietnam () United States @@ India @ Germany @ Brazil @ Russia @ France @ Poland

@ ian () Mexico @ Maly @ Argentina @ Indonesia @ Spain @ Colombia @ Ukraine @ Pakistan

0 Tukey @ GreatBritain @ Other

Bao cdo cua Kaspersky Lab vé tinh hinh tan
céng Phishing trén pham vi toan cau. Dan dau la
Brazil v&i 19.95%, thu 2 la Australia vé6i 16.51%...

K/

25 12

'w"‘i

Fad an % L2 0% 2% 14% 16% 18% 20%

Théng ké tinh hinh tan céng Phishing trén
pham vi toan cau

Nguén: Kaspersky

4. Phuong thiic tan cdng méi BlueBorne de
doa an ninh hang ty thiét bi

Phuong phép tan cong méi BlueBorne duoc
phat hién, khai thac két néi Bluetooth cua thiét bi
va lan rdng qua khéng khi (airborne), de doa an



ninh khoang 8,2 ty thiét bi gém smartphone, may
tinh va thiét bi loT. S dung phuong phap nay,
hacker c6 thé chi€ém quyén kiém soat thiét bi, truy
cap mang va dir liéu doanh nghiép, phat tdan ma
doc tGi cac thiét bi lan can, tao cac botnet lon...

Wormable BlueZorme Attack

Ngudi dung dugc khuyén cdo cap nhat cac
phién ban hé diéu hanh mdai nhat. Déi vai cac
thiét bi chua dugc ho trg ban va, cac chuyén gia
khuyén cdo ngudi dung tat Bluetooth va han ché
st dung dé dam bao an toan.

5. Microsoft va 16 héng nghiém trong trong
Word/RTF/.Net

Trong ban cap nhat dinh ky thang 9, Microsoft
va 16 héng nghiém trong trong Word/RTF/.Net .
Ngudi dung can cap nhat ban va 16 héng Zero-
day (CVE-2017-11826), cho phép hacker kiém
soat may tinh cGla ngudi dung. Theo d6, ngudi
dung khi mé mét tap tin déc hai dinh kem trong
mail va chon Enable Editing la da cho phép
hacker thuc thi ma doc dé kiém soat hoan toan
thiét bi.

Nham tranh bi anh hudng bdi 16 héng, ngudi
dung khéng click vao Enable Editing, cap nhat
ban va méi nhat tir nha cung cap.

6. Cong cu CCleaner phat tan malware tgGi
hang triéu PC

Trung tuan thang 9, phan mém don dep
CCleaner 5.33 bi phat hién chia ma doc, de doa
an ninh 2,27 triéu may tinh trén toan thé gisi. Ma
ddc &n gidu trong Ung dung thu thap dir liéu
ngudi dung gém tén thiét bi, phan mém cai dat,
chuong trinh dang chay, dia chi IP, MAC... va gUi
vé may cht C&C cua hacker.

CCleaner Malware!

Ngudi dung CCleaner 5.33 dugc khuyén cao
g& bd phan mém sdm nhat co thé, trong trudng
hgp can st dung, hay chon mot phién ban khac
cla Ung dung.

7.Tin tac tin cdng ngudi dung qua tién ich
ma& rong trén Google Chrome

Tién ich m& réng trén Chrome Web Developer
dugc st dung bdi han mét triéu ngucdi dung da
bi tin tac chiém doat. Tin tac s dung cac phuong
thic Ilra ddo nham truy cap vao tai khoan danh
cho lap trinh vién clia Google, thay déi thong tin
va cap nhat tién ich thuc hién cac hanh vi déc hai.
Ma ddc co thé doc toan bd ndi dung trang web
nham can thiép luu lugng, do tham phim bam,...

Ngudi dung tién tich Web Developer dugc
khuyén cao cap nhat ngay phién ban 0.5 va xem
xét thay d6i mat khau tai khoan truc tuyén clia
minh.

8. Hon 1000 phan mém gian diép duoc
phat hién trén Google Store

Tin tac nac danh da thuc hién dua hon 1000
Ung dung doéc hai lén cac chg Uing dung bén thu
ba va chg ung dung chinh thic Google Play
Store. Cac Ung dung nay c6 thé theo déi hau hét
hanh vi clia nguci dung va ghi Ién cudc goi.

Ma doc gidn diép co tén SonicSpy c6 khad nang
phat tan manh mé théng qua cac chg Uing dung
va gia mao dudi dang cac phan mém nhén tin. O
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thai diém hién tai, ma déc Sonic ¢ thé thuc hién
cac hanh vi nhu nghe 1én cudc goi, am thanh tu
microphone, chi€m kiém soat may anh va anh
chup man hinh, thuc hién cubc goi va gui tin
nhan ra ngoai. Bén canh d6, phan mém gian diép
nay con c6 thé danh cap théng tin turlich st cudc
goi, danh ba va thong tin diém truy cap Wi-Fima
thiét bi két noi.

- -
l'l

Cach dan giadn nhat dé bao vé chinh minh dé
la than trong véi cac iing dung ltra déo, c6 dau
hiéu mao danh cac thuong hiéu khac, ngay ca khi
tai chiing vé tir Google Play Store. Khong tai iing
dung tl nguén bén tha ba, cai dat phan mém
diét virus va luén cap nhat ing dung trong thiét
bi.

9. Phat hién 216 héng Zero-Day trong Foxit
PDF Reader

Céac nha nghién ctru mai phat hién 2 16 héng
bao mat nghiém trong trong Foxit Reader, phan
mém chuyén dung doc tép tin PDF, cho phép tin
tac thuc thi ma tuy y trén mdy tinh nan nhan.

L6 héng thi nhat (CVE-2017-10951) la 16 héng
cho phép dua (tiém) cau lénh vao phan mém,
dugc phat hién bdi nha nghién ctu Ariele Caltabi-
ano tai cong ty Trend Micro. L& héng thit hai (CVE-
2017-10952) la 16 héng dugc phat hién bai
chuyén gia Steven Seeley tai Offensive Security.

SonicSpy

Android Malware

Foxit

Zero-Day Vulnerabilities

Tin tac c6 thé khai thac nhiing 16 héng nay
bang cach gli mot tép tin PDF gid mao cho nan
nhan. Foxit tir ch8i vé ca 2 16 hong do tinh nang
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doc an toan “Safe reading mode” dugc bat mac
dinh trong Foxit Reader. Hon 800 (ing dung trén
Google Play chita mé déc quang cao Xavier

9. VNCERT phat hién chién dich ma déc APT
tan céng vao Viét Nam théng qua tai liéu
Word

Trung tdm (g ctru khan cdp may tinh Viét
Nam - VNCERT phat hién ra dau hiéu cuta chién
dich tan céng nham vao céc hé théng thong tin
quan trong tai Viét Nam théng qua viéc phat tan
va diéu khién ma déc c6 cha dich (APT). Trung
tam yéu cau Lanh dao don vi chi dao cac don vi
thudc pham vi quan ly thuc hién khdn cdp cac
cdéng viéc theo Céng van s6 298/VNCERT-DPUC.

10. Ma doc Locky phat tan thong qua email
tdi 23 triéu nguoi dung

Tin tac gui tGi hon 23 triéu email chita méa doc
trong ngay 28 thang 8 tai My. Bay dugc coi la mét
trong nhiing chién dich phat tan ma doc I6n nhat
trong ndra cudi ndm 2017.

o _d

Delivered Right to Your Inbox

Locky j;é

=
| =N

Theo cac nha nghién ctru, email ma tin tac gui
dirat da dang bao gém cac cum tir gdy chd y nhu
“please print”,"documents,” “images,” “photos,”
“pictures,” va “scans” nham thuyét phuc nan
nhan ma& email. Email chiia tép tin dinh kem dudi
dang file nén ZIP bén trong chua tép tin Visual
Basic Script (VBS). Ngay sau khi nan nhan nhan
vao tép tin VBS, chuang trinh sé tu déng tai phién
ban ma doc Locky mdi nhat c6 tén Lukitus, ma
hda toan bo tép tin trén may tinh va thém dudi
[lukitus vao cudi tén tép tin.

Sau qua trinh ma hoéa két thuc, ma déc hién
thi théng tin tién chudc trén man hinh, hudng
dan nan nhan tai va cai dat trinh duyét Tor va truy
cap dia chi cla tin tac dé thanh toan.

Bién thé Locky Lukitus yéu cau 0.5 Bitcoin
(~$2,300) tirtin tdc dé co thé khdi phuc lai i liéu.
Hién tai chua c6 cach nao hoa gidi ma doc nay.

Il - Tinh hinh An toan théng tin trén dia ban
tinh trong quy 111/2017



1. Théng ké cac website trén dia ban tinh bi
tan céng

Ngay Domain

18/9/2017 | yensaothanhhoa.com/vantindat/images/Iran-Cyberhtml

07/9/2017 | baohiemthanhhoa.com/gss.htm|

07/9/2017 | tuyendungthanhhoa.vn/gss.html

07/9/2017 | inanthanhhoa.com/gss.html

07/9/2017 | xaydungthanhhoa.com/gss.html

07/9/2017 | viettelthanhhoa.vn/gss.html

07/9/2017 | iphonethanhhoa.com/gss.html

07/9/2017 | quangcaotaithanhhoa.com/gss.html

07/9/2017 | noithatotothanhhoa.com/gss.html

05/9/2017 | dietmoithanhhoa.com

25/8/2017 | mazdathanhhoa.vn/Relaz.html

07/8/2017 | laptopcuthanhhoa.com

2. Téng hgp tinh hinh ing citu su ¢é trén
dia ban tinh

Trong quy lll, T6 Ung ctu su ¢6 ctia Trung tam
ho trg (ng cliu su c6 cho cac co quan nha nudc
trén dia ban tinh véi 82 lugt ho trg, canh bdo cho
14 don vi lién quan dén ma doc, Website va an toan
thoéng tin cho phan mém dung chung cda tinh.

Canh bao (14)

m Sy cd (82)
m Canh bao (14)

m M3 doc (1)

S c8 (82)

Theo sé liéu giam sat an toan thong tin cla
nha mang Viettel, trén dia ban tinh ghi nhan hon
15.000 céc lugt tan cong bao gom cac tan cong
c6 cha dich APT, cac ma doc két ndi va tham gia
vao mang may tinh ma Botnet nhu Andromeda,
Bifrose, Kazy, Ramnit, Sality... Trong s6 cac dia
phuaong, Thanh Hoéa nam trong s6 10 tinh co ti lé
lay nhiém ma déc cao nhat ca nudc.

Theo ghi nhan cda Trung tam An ninh mang
va An toan dif liéu, trong thoi gian tur 01/8-30/9

-~

% Hadng 52 (vH)

ghi nhan c6 213 cudc tan cong vao khai thac 16
hong ting dung Web va 09 cudc tdn cdng chiém
doat quyén quan tri vao céac dich vu dang hoat
doéng tai Trung tam.

3.Cong van an toan thong tin

- Ngay 07/9/2017 Trung tam Ung ctu khan
cap may tinh Viét Nam (VNCERT) ban hanh cong
van s6 298/VNCERT-DPUC vé viéc gidm sat, ngan
chan khan cap hé théng may chua diéu khién ma
doc tan céng cé cha dich APT

- Ngay 08/9/2017 Trung tam Cong nghé
thong tin va Truyén thong Thanh Hoéa ban hanh
céng van s6 172/TTCNTT&TT-QTHT vé viéc giam
sat, ngan chan khan cdp ma déc tan céng cé cha
dich tai cac co quan, don vi trén dia ban tinh

- Ngay 06/9/2017 Trung tam Co6ng nghé
thong tin va Truyén thong Thanh Hoa ban hanh
cdng van s6 167/TTCNTT&TT-QTHT dén 172/TTC-
NTT&TT-QTHT vé viéc khdc phuc cac diém yéu vé
an toan thong tin khi s&t dung phan mém Quan
ly van ban va H6 so cong viéc cho 06 ca quan trén
dia ban tinh.

- Ngay 10/8/2017 UBND tinh ban hanh céng
van s6 9449/UBND-CNTT vé viéc giao trién khai
thuc hién cac quy dinh vé hé théng phuong an
tng ctru khan cap bao dam an toan thong tin
mang qudc gia.
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TIN HOAT DONG

Héi thi tiing dung céng nghé théng tin trong khoi
¢o quan nha nudc tinh Thanh Héa nam 2017

Sang ngay 27/9/2017, 56 Thong tin va Truyén thong
phéi hgp véi Van phong UBND tinh, S& Néi vy, S6 Khoa
hoc - C6ng nghé, Hoi Tin hoc tinh va Doan TNCS Ho6 Chi
Minh tinh Thanh Héa t8 chiic Héi thi ting dung céng
nghé thong tin trong khéi co quan nha nudc tinh
Thanh Héa nam 2017.

V&i chu dé “Day manh tng dung CNTT trong viéc
xay dung nén hanh chinh hién dai’, hoi thi nam 2017
€6 35 doi tham gia véi 70 thi sinh dai dién cac s&, ban,
nganh, UBND cac huyén, thi xa, thanh phé trén dia ban
tinh. N6i dung thi nam nay dat ra nhiing yéu cau mdi,
kha nang vé kién thiic cla cac thi sinh phai bao dam
dap tng chuan ky ning st dung CNTT, hudng t6i xay
dung chinh quyén dién t(, gitip cong khai, minh bach
cac hoat dong clia co quan nha nudc ngay cang tot
hon; thanh thao st dung thu dién td va Internet; tap
trung ky nang ung dung CNTT phuc vu cbng téc
chuyén mén, nghiép vu & ca quan, don vi; chd truong,
chinh sach cta Bang, Nha nudc vé CNTT; cac van ban
quy pham phép luat vé CNTT...

Tai hoi thi, 35 doi da tham gia du thi vong so khao
dé lya chon 12 doi xuat sac nhat tham du vong chung
két. Cac doi thi lot vao vong chung két dugc tham gia
phan thi thuc hanh va phan thi thuyét trinh theo cac
chl dé do Ban T8 chtic dé ra. Bén canh d6, cac déi c6
thé dang ky tham du thi san pham, gidi phép, y tudng
sang tao vé CNTT phuc vu muc tiéu xay dung chinh
pht dién t0, phuc vu cai cach hanh chinh.

HGi thi tng dung CNTT trong khoi co quan Nha
nudc tinh Thanh Hoéa nam 2017 la hoat déng thudng
nién, nham khich & phong trao nghién ctu, ing dung
va phét trién CNTT hé trg cdng tac chuyén moén, nghiép
vu phuc vu c6ng tac quan ly hanh chinh nha nudc
trong déi ngl can bo, cong chic tiép tuc dugc day
manh, gop phan quan trong phat trién kinh té - xa hoi
cUa tinh.

Chiéu cung ngay, Ban td chuc da t6 chuic téng két
va trao giai thuéng cho cac doi tham du héi thi; Tham
du ¢6 dong chiTran Duy Binh, Giam déc S& Thong tin
va Truyén thong, Dong chi Nguyén Ba Tai - Pho Giam
déc S& Noi vy, Dong chi Nguyén Ngoc Tuy, Phé Gidam
déc S Khoa hoc va Cong nghé, BDong chi Nguyén Xuan
Sang - Phé Cha tich Lién hiép hoi KHKT tinh va cac lanh

7Z3 TRUNG TAM CNTT&TT THANH HOA - S0 04

dao mét s6 s6, ban, nganh cdia tinh. Ban t6 chiic dé trao
01 giai nhat, 01 giai nhi va 02 giai ba cho phan thi san
phdm séng tao; 01 gidi nhi va 01 giai ba cho phan thi
giai phap, y tudng sang tao; giai tap thé thudc khéi sg,
ban, nganh cép tinh c6 01 gidi nhat, 01 giai nhi, 01 giai
ba va 02 gidi khuyén khich; gii tap thé thudc khoi
UBND cap huyén c6 01 giai nhat, 01 giai nhi, 02 giai ba
va 03 giai khuyén khich va 10 gidi ca nhan c6 thanh tich
xudt sdc nhat cho céc thi sinh tham du thi Hoi thi.
NGO PHUONG

Trung tdm CNTT&TT tham du dién tap ing ciu
su ¢6 an ninh mang ACID 2017

Sang ngay 11/9 tai Ha Noi, Trung tam Ung cttu khan
cap may tinh Viét Nam (VNCERT) da diéu phoi chuong
trinh dién tap qudc té vé ting ctu su c6 an ninh mang
trén quy mo toan khu vuc Dong Nam A (ACID 2017) tai
Viét Nam. Chuong trinh c6 su tham gia ctia 15 d6i ting
ctiu khan cap dén tir cac quéc gia thudc Dong Nam A
va cac quéc gia Uc, Trung Quéc, An Do, Nhat Ban va Han
Quéc.

Phat biéu khai mac su kién, Thir truéng BO TT&TT
Nguyén Thanh Hung cho biét, viéc té chuc hoat déng
dién tap quoc té thudng xuyén nham muc dich clng
6 va duy tri kénh lién lac théng suét gitfa cac nudc, san
sang phai hgp ting cliu su ¢6 an toan mang trong cac
trudng hop khan cép; va ciing chinh 1a co hoi dé cac
can bo ky thuat dugc rén luyén ky nang trong tinh
hudng thuc té, gitip nang cao kién thuc, tich Ity kinh
nghiém cho cong tac chuyén mon trong ting clu su co
an toan mang.

ACID 2017 sé tiép tuc tap trung vao xu huéng bao
mat khong gian mang méi nhat danh cho cac don vi
thanh vién mang |ugi (ng cttu su ¢6 an toan thong tin
mang qudc gia khi thuc hién cac nhiém vu xt ly sy cé
mang. Chuang trinh dién tap an toan khéng gian mang
vGi chl dé "Phong chéng hiém hoa clia viéc thiéu xac
thuc va kiém soat truy cap yéu kém" sé kich hoat mot
s0 cac kich ban dé tao diéu kién cho cac CERT tham gia
thuc té vao cong tac xtr ly, diéu tra, phan tich, khac phuc
va bao céo su 6. Pay ciing la co hdi dé cac doi tham
du dién tap duoc thuc hanh ky ndng xay dung va trién
khai ké hoach (ing pho su c6 dam bao an toan théng
tin mang.

ACID 2017 ¢6 su tham gia cta cac doi dai dién cho
10 quéc gia khu vic ASEAN va 5 nudce doi thoai la Aus-
tralia, Trung Quac, An D6, Nhat Ban va Han Quéc dé tao
¢d hdi cho cac CERT (Ddi phan Uing nhanh an ninh
mang may tinh) tuong tac, rén luyén thuc hanh va tinh



chinh ca vé quy trinh, tha tuc va ky nang xt ly, giai
quyét cac su o an toan thong tin mang.

Tham gia ACID 2017 ndm nay, Trung tam CNTT&TT
ctr03 thanh vién trong T6 Ung ctu su ¢§ ctia Trung tam
tham gia clng véi cac doi dién tap. Cu thé, doi Core
Team bao goém nhimng chuyén gia ciia VNCERT (Trung
tam Ung ctu khan cap may tinh Viét Nam), Bkav, Viettel,
VNPT, CMC Infosec, VNPT Technology... sé la di chinh,
thuc hién cac hoat dong dién tap. Doi Core Team ¢6
trach nhiém hudng dan cho bét cir thanh vién nao
tham gia chuong trinh hém nay néu can su hé trg dé
gidi quyét tinh hudéng su c6 va cac van dé leo thang dac
quyén dugc dua ra.

Nhiém vu ctia cac doi dién tap yéu cau tich cuc thuc
hanh, diéu tra chiing c( s6 lién quan dén su c6; phan
tich, xac dinh hanh vi ctia doi tugng tan cong; dé xuat
cac bién phap canh bao, khac phuc, gidm thiéu tac
dong, khoi phuc hoat dong ctia hé théng va cac bién
phap phong ngtia, ngan chan sy lay nhiém, lan rong
clia su ¢d can dugc thuc hién déi véi tat ca cac té chiic
6 lién quan.

HOANG ANH TUAN

Trung tdm Cong nghé théng tin va truyén théng
Thanh Héa tham du Dién dan Vietnam ICT Summit
2017

Sang ngay 06 thang 9 nam 2017, Hiép hoi Phan
mém va Dich vu CNTT Viét Nam (VINASA) da chinh thiic
t6 chiic Dién dan Cap cao CNTT-TT Viét Nam (Vietnam
ICT Summit) 2017 lan thdt 7 tai Ha Noi. Déang chd v tai
su kién nam nay c6 su gop mat ctia Phoé Thi tudng Vi
Dic Pam, cling han 500 lanh dao céap cao.

Day la dién dan chinh sach, cdng nghé thudng nién
v6i su tham du clia cac lanh dao cap cao ctia Chinh phd,
cac bo, nganh, cac tap doan kinh té, cac don vi ting dung
CNTT, nham chia sé tm nhin, xu thé phat trién, dac biét
la cling trao d6i cac giai phap 16n dua CNTT lam nén tang
tao phuong thuc phét trién méi, hién dai hda dat nudc.

Tai dién dan, dai dién ctia VINASA da trinh bay béo
s b6 cla t6 chic sau khi thuc hién khao sat trén 300
don vi lién quan t6i cugc CMCN 4.0. Qua d6 thay duoc
nhiing thé manh ctia Viét Nam, dién hinh 1a nguén
nhan luc, khi c6 t6i 77,7% don vi danh gia day la diém
mau chét can khai thac dé chiém ldy uu thé.

Bén canh d6, con cac yéu t6 nhu "nhén thuc va
quyét tdm hanh dong ctia Chinh pht (chiém 70,4%)",
"Ha tang cdng nghé thong tin va vién thong (chiém
59,1%)". Cling theo khao sat, dé hién thuc héa nhiing
Igi thé nay, thi Viét Nam can trién khai cac gidi phap

quan trong nhu dao tao nguén nhan luc, dua ra giai
phép thuc day chuyén déi s6 trong toan bd nén kinh
té, thuic ddy khai nghiép va cac y tudng sang tao.

Tai su’kién, Phé Thu tudng Vi Dic Dam kéu goi cac
don vi doan thé, doanh nghiép, t6 chic co quan chinh
phu cling nhau vi lgi ich ctia chinh don vi minh, nhung
I&n han la vi lgi ich chung. "Ching ta hay lam nhing
viéc ma von khdng méi, nhung véi mot quyét tam mdi,
nham mang lai mét tam thé méi cho tat ca ching ta',
Pho6 Thi tudng phat biéu.

Trong ndi dung Dién dan Vietnam ICT Summit 2017
con thao luan sau vao 4 chuyén dé chinh, gém: “Nhan
thirc vé Viét Nam 4.0"ban vé viéc xdy dung chién lugc s6
déViét Nam tiép can CMCN 4.0 va diéu kién thiét yéu dé
hién thuc hda chién lugc;“Thé manh kinh té s6 Viét Nam
- Cong nghiép s6, Nong nghiép thong minh, Du lich
thong minh”; “Thanh phé thong minh -Smart City”; va
“Nhan luc s6, d6i mdi sang tao va khai nghiép” clia cac
dién gia la cac chuyén gia dau nganh kinh té céng nghé
nhu Ts. Mai Liém Truc, Pgs. Ts. Tran Dinh Thién, Ts. V6 Tri
Thanh, PGS.Ts. Tran Van Nhung, PGs. Ts. Truong Gia Binh...
; va lanh dao cac tap doan cong nghé 16n nhu: Viettel,
FPT, Microsoft, MISA, VNPT, CISCO, VNG, Shoppee...

LE VAN TUAN

Trung tdm CNTT&TT Thanh Héa té chuc thi cap
Chuing chi iing dung Cong nghé thong tin dot 3 nam
2017

Theo Quyét dinh s6 46/QD-SGDDT va 47/Qb-
SGDBT cula S& Gido duc va Bao tao tinh Thanh Héa,
Trung tam Cong nghé thong tin va truyén thdng Thanh
Hda la don vi dau tién va ciing la duy nhat cla tinh
duoc cap phép viéc t6 chiic béi dudng, 6n thi, t6 chuc
thi va cap ching chi Cong nghé thong tin; Chimng chi
dugc quy dinh tai Thong tu 03/2014/TT-2014 clia BO
Thong tin va Truyén thong.

Sang ngay 06 thang 8 nam 2017, Trung tdm Cong
nghé thong tin va truyén thong Thanh Hoa t6 chic ky
thi sat hach cap Chiing chi cdng nghé thong tin chuén
co ban, dot 3 ndm 2017; Hoi dong thi dugc S& Gido duc
va dao tao thanh lap gém 14 ngudi, bao gom day du
céc Ban theo quy dinh vé viéc t6 chiic thi va cdp chiing
chi iing dung c6ng nghé thong tin tai Thong tu lién tich
56 17/2016/TTLT-BGDDT-BTTT ngay 21 thang 6 ndm
2016 gilta B Gido duc va DBao tao va B6 Thong tin va
Truyén thong.

Ky thi Dot 3 nam 2017, ¢6 32 thi sinh dang ky du thi
va chi c6 24/32 thi sinh da vugt qua 2 phan thi ciia minh
la phan thi trac nghiém ly thuyét truc tuyén trén phan
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mém va phan thi thuc hanh ky nang trén may tinh; toan
bd ho so vé ky thi da duoc gui S& Gido duc va dao tao
tinh dé tién hanh cap chiing chi, phdi chiing chi dugc
B6 Gido duc va Dao tao cap theo s6 lugng thi sinh thi
dau, dugc S& GDDT Thanh Hda phé duyét.

Theo ké& hoach, Trung tam lién tuc thu hé so dang
ky boi duéng, 6n thi va dugc t6 chic thi 01 lan vao
hang thang trong nam.

Moi thong tin vé dang ky boi dudng, 6n thiva dang
ky thi xin lién hé vé: Phong Pao tao va Dich vu - Trung
tdm CNTT&TT Thanh Héa, s6 73 Hang Than, phudng
Lam San, thanh phé Thanh Hoa.

S6 dién thoai: 02373.718.698 Hodc théng qua web-
site: http://ict.thanhhoa.gov.vn

NGUYEN TINH

VAN BAN MOI

Ngay 12 thdng 9 ndm 2017, B Théng tin va Truyén thong
ban hanh Théng tu sé 20/2017/TT-BTTTT Quy dinh vé diéu
phéi, ting ciiu su ¢é an todan théng tin mang trén todn quéc.

Thong tu nay thay thé cho Thong tu 27/2011/TT-BTTTT ngay
04/10/2011 clia B Thong tin va Truyén thong quy dinh vé diéu phoi
cac hoat ddng (ing cu su 6 mang Internet Viét Nam.

Thong tu quy dinh rd vé phan cap t6 chic thuc hién dng cu
su cd bao ddm an toan thdng tin mang trén toan qudc. Theo do, B9
Thong tin va Truyén thong la co quan thutng truc vé ting ciu khan
cdp bao dam an toan thong tin mang qudc gia (goi tat la Co quan
thuong truc qudc gia) va Ban diéu phdi ting ctiu khan cap béo dam
antoan thong tin mang quéc gia (Ban diéu phdi ting ctiu quc gia);
Trung tam Ung ctiu khan cap mdy tinh Viét Nam VNCERT 13 o quan
diéu phdi qudc gia vé (ing ctu su ¢ (Co quan diéu phdi quoc gia)...

Nguyén tac diéu phdi, ting ctu su cd la chl dong, kip thai,
nhanh chéng, chinh xac, dong bd va hiéu qud; phoi hgp chat ché,
chinh xdc, dong bd va hiéu qua gitia cac co quan t6 chiic, doanh
nghiép trong nudic va nudc ngoai. Ung citu su cd trudc hét phai dudc
thuc hién, x{ Iy bang luc lugng tai chd va trach nhiém chinh ctia
chdi quan hé thong thong tin.

Ban diéu hanh mang ludi to chiic trién khai cac nhiém vu clia
mang ludi ing ctiu su cd, gom cac hoat ddng chinh la nghién ciu,
thu thap, tiép nhan, phén tich, xac minh, danh gid, canh bao vé su
€6, rtii ro an toan thong tin mang va phan mém doc hai.

Bén canh do, Thong tu cling quy dinh 16 vé quy trinh ing ctu
su ¢ an toan thdng tin mang gom cac budc: Tiép nhan, phan tich,
(ing ctu ban dau va thong bao su c6; trién khai ting ctiu, ngan chan
va ity su 6; xtt Iy su 6, g6 bd va khoi phuc; tong két, danh gia.

Théng tu ¢6 hiéu luc thi hanh ké tir ngay 01/11/2017./.
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Ngay 12 thdng 9 ndm 2017, Bé Théng tin va Truyén thong
ban hanh Théng tu s6 19/2017/TT-BTTTT céng tdc bdo vé bi
mit nha nudc trong nganh théng tin va truyén thong

Theo Thong tu, bi mat nha nudc trong nganh Thong tin va
Truyén thong gom: Tin, tai liéu vé vu viéc, tai liéu, vat, dia diém,
thoi gian, 16i ndi, ho so va cac ndi dung lién quan khac dugc quy
dinh tai danh muc bi mat nha nudc d6 T6i mat va danh muc bi mét
nha nudc d6 Mat cla nganh Thong tin va Truyén thong; tin, tai liéu
thudc danh muc bi mat nha nudc cta Bo, nganh, dia phuong, co
quan khdc ma cac co quan, don vi, to chic trong nganh Théng tin
vaTruyén théng dang quan Iy, st dung, luu gii trong qua trinh phoi
hgp cong tac.

Thong tu cling néu rd nhiing hanh vi bi nghiém cdm: Thu thap,
|uu gitt, chuyén giao, lam 19, lam mat, chiém doat, mua bén, tiéu
hily trdi phép tai liéu, vt mang bi mat nha nudc trong nganh Thong
tin va Truyén thong; trao doi, cung cdp tin, tai liéu, vat mang bi mét
nha nudc cho cac co quan, t6 chiic, don vi, ca nhan; in, sao, chup
tai liéu ¢6 ndi dung bi mat nha nudc khi chua dugc cap co tham
quyén phé duyét.

Bén canh d6, cdm soan théo, luu trif, trao ddi, sao chup tin, tai
liéu mat trén méy tinh, thiét bi c két ndi Internet hodc cd két noi
véi cac thiét bi khac ¢ két ndi Internet; st dung cac thiét bi cd tinh
ndng ghi am, ghi hinh, thu phat tin hiéu va thuc hién viéc ghi am,
ghi hinh trong cac cudc hop ¢6 ndi dung bi mat nha nudc khi chua
dugc nguai cha tri cudc hop cho phép.

Thong tu quy dinh, ca nhan dugc giao nhiém vu tiép xtic dudi
moi hinh thiic vi bi mat nha nudc trong linh vuc Thong tin va
Truyén thong phai thuc hién nghiém tc, ddy du cc quy dinh tai
Thong tu nay va cac quy dinh khac c6 lién quan cta phap luat vé
¢ong tac bao vé bi mét nha nudc, va phai cam két bao vé bi mat
nha nudc bang van ban. Vén ban cam két bao vé bi mét nha nudc
dugc luu hd se nhén su clia co quan, don vi chti quén.

(& nhan dugc giao nhiém vu ti€p nhan, x Iy, luu tr, quan ly
tai liéu mat, quan ly cac dau mat va déng dau do mat, dau thu hoi
vao van ban theo su chi dao ctia nguai cd tham quyén phai cam két
bao vé bi mét nha nudc trong Iinh vuc Thong tin va Truyén thong
bang cach lp danh sach ghi rd ho tén, chiic vy, don vi cong tac va
ky tén vao danh sach. Gé nhéan dugc tiép xtc (nghe phé bién, nghién
cliu, st dung) véi tin tdc, tai liéu d6 “Tuyét mat’, “Toi mat” phai cam
két béo vé bi mat nha nudc trong linh vuc Thdng tin va Truyén thong
bang cach 1&p danh sach ghi rd ho tén, chiic vy, don vi cong tac,
nhiing ndi dung bi mat dugc tiép xtic va ky tén vao danh sach. Thi
truéng co quan, don vi hodc ca nhén dugc Gy quyén chiu trach
nhiém I&p danh sach nay, ciing ky tén va ndp luu hd s¢ nhan su cta
¢d quan, don vi chd quan.

Thong tu nay cd hiéu lyc thi hanh ké ti ngay 01/11/ 2017.

NGUYEN PHUONG



