BAN TIN

AN TORN THONG TIN

TRUNG TAM CONG NGHE THONG TIN & TRUYEN THONG THANH HOR

S6 03
thang 7/2017

= TANG CUGNG HORT DONG CANH BAO NGUY €O
MAT AN TOAN THONG TIN CHO CAC HE THONG THONG TIN
TREN DIA BAN TINH Trang 4

= TENG GUAN VE LUAT AN TORAN THONG TIN MANG
Trang 7

= DAiM BAC AN TOAN THONG TIN
TRONG VIEC SU DUNG THU DIEN TU CONG VU Trang 13

= THONG Ké TiNH HINH AN TORN THONG TIN TRONG QUY Il
Trang 20

CHIU TRACH NHIEM XUAT BAN
ThS. Lé Xuan Lam
Giam dbc Trung tam CNTT&TT
Thanh Hoéa

BIEN SOAN
Cao Viét Cworng; Tran Ngoc Hwng;
Trinh Ngoc Quynh; Chic Anh Hoa

THIET KE
Chung Nguyén

TRUNG TAM CONG NGHE THONG TIN
& TRUYEN THONG THANH HOA
Dia chi: 73 Hang Than, TP Thanh Héa
Dién thoai: 02373.718.298
Fax: 02373.718.299
Website: ict.thanhhoa.gov.vn
Gi4y phép xuat ban sé: 10/GP-XBBT
S& TTTT Thanh Héa cép ngay 23/1/2017

In 500 cudn, khd 19x27cm
Tai Céng ty TNHH In&TBGD Thanh Hué
In xong va ndp lwu chiéu thang 7/2017

W,

Tang cwong hoat ddng canh bao nguy co

mat an toan théng tin cho cac hé théng
thong tin trén dia ban tinh

ThS. Lé Xuin Lim

Gidm déc Trung tam CNTT&TT Thanh Héa

Tbng quan vé Luat an toan théng tin mang
Nguyén Thi Thu Ha
Phong Quan Iy CNTT, So TT&TT

Hwéng dan s dung va khai thac phan mém
hé tro (’ng ctru sw cb trén méi trérng mang
Hoang Anh Tuin

Trung tam CNTT&TT Thanh Hoa

Dam bao an toan théng tin trong viéc st
dung thw dién t&r cong vu

Chiic Anh Hoa

Pho Truong phong Dao tao dich vu

Trung tam CNTT&TT Thanh Hoa

K§ nang nhan biét, phong chéng thw rac,
thw gia mao
Trinh Ngoc Quynh
Phé Truéng phong Tong hop Hanh chinh
Trung tam CNTT&TT Thanh Hoa
Hwéng dan phong tranh thw gid mao

Théng ké tinh hinh An toan théng tin trong
Quy Il

Tin hoat déng

Van ban méi

20

23
25



L \\\

B/c Phan Tam, Thit truéng Bo Thong tin va Truyén thong thdm quan hé thong gidm sdt an toan thong
tin tgi Trung tam An ninh mang va An toan dit liéu ctla tinh.

Tang cudng hoat dong canh bido nguy co mat an toan thong tin
cho cdc hé thong thong tin trén dia ban tinh

ThS. LE XUAN LAM
Gidam doc Trung tam CNTT&TT Thanh Hoéa

Ngay nay, véi su phdt trién nhu vii bdo ctia khoa hoc céng nghé - ddc biét la c6ng nghé théng tin,
cling véi su phé dung ciia mang Internet, vdan dé bdo dam an toan, an ninh théng tin trén méi
trudng mang ciing ngdy cang tré nén cdp thiét. Tinh hinh an toan théng tin mang dién bién phic
tap, xudt hién nhiéu nguy co de doa nghiém trong dén viéc tiing dung cé6ng nghé théng tin dé phdt
trién kinh té - xa héi va dam bdo quéc phong, an ninh.

thoi gian qua tiép tuc cé nhiing dién bién  toan, an ninh théng tin mang clia chdng ta lai
phtc tap. Cac cudc tdn cong mang dtrong  dang boc 16 mot sé bat cap vé ha tang, nhan luc
va ngoai nudc dang gia tang ca vé quy mé, cudng  va nhan thic an toan, an ninh thong tin. Dac biét

-I-lnh hinh mat an toan théng tinmang trong ~ d6 va muc dé tinh vi thi cong tac bado dam an
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la trong cac hé théng thong tin, c6ng/trang
thong tin dién t clia cac co quan nha nudc con
ton tai nhiéu di€ém yéu va nguy co vé mat an toan
thong tin, cung véi dé la nhan thic cia mét bo
phan khong nhé can b cong chic, vién chic vé
an toan théng tin con chua cao. Do d6, dé phong
ngura, giam thiéu rdi ro vé mat an toan théng tin,
doi hoi cac cap, cac nganh can cé quan tam ding
muc dén céng tac canh bao sém, xu ly tng cdu
su c6 dam bao an toan théng tin cho cac hé
thong thong tin. Trong dé hoat dong giam sat an
toan thong tin c6 mot vai trd quan trong, gép
phan nang cao nang luc d@m bao an toan thong
tin, kip thai phat hién cac cuéc tan cong mang,
phan Ung va dua ra nhiing canh bao kip thoi dé
qua d6 cé bién phap khac phuc, tng phé voi
nhiting cudc tan cong tiém tang va gay ra nhiing
hau qua kho ludng.

Nhan thurc ré van dé nay, ti nhiéu nam qua,
SG Thong tin va Truyén théng da tham muu cho
UBND tinh trién khai nhiéu giai phap dé déi phé
vdi cac nguy co gdy mat an toan, an ninh théng
tin n6i chung va céng tac cdnh bdo naéi riéng. Véi
chiic nang, nhiém vu dugc Chu tich UBND tinh,
Giam d6c S& Thong tin va Truyén théng giao
trong vai tro la dau mai tiép nhan va xu ly tng
clru sy c6 may tinh ndi chung va an toan théng
tin ndi riéng; Trung tam CNTT&TT (Trung tam)
luén dé cao va trién khai tot cong tac phoi hop
diéu ph6i va canh bao sém su c6 mat an toan
théng tin tGi cac co quan, té chuic trén dia ban
tinh. Cu thé nhu sau:

- Ngay tu dau ndm 2017, Trung tam da tham
muu cho Giam doc S& ban hanh cac van ban
nham tang cudng hoat dong hé trg ing clu su
¢6 may tinh, ddm bao an toan théng tin cling nhu
xay dung ké hoach trién khai hoat déng phéi hop
kiém tra, ra soat, danh gia ddm bao an toan
théng tin cho cac hé théng thong tin va ho trg
Ung culiu su c6 truc tiép tai cac don vi nhu Céng
van s6 137/STTTT-CNTT, ngay 10/02/2017; Ké
hoach sé 10/KH-TTCNTT&TT, ngay 16/01/2017
cla Giam d6c Trung tam... Qua céng tac ra soat,
danh gia cac diém yéu, 16 héng c6 nguy ca gay
mat an toan théng tin tai cac hé théng thong tin
clia cac ca quan, don vi trén dia ban tinh. Trung
tam chd dong thuc hién cdc bién phap va

phuang an khac nhau dé qua dé trién khai céng
tac cdnh bdo sém t&i cac don vi dé han ché t6i da
cdc rdi ro do mat an toan théng tin trén dia ban
tinh.

- Trung tam da kién toan vé mat té chuic va
ban hanh quyét dinh vé thanh 1ap T6 Ung ctu x
ly su c6 clia Trung tam véi 08 thanh vién la cac
can bo dugc dao tao chuyén sau vé linh vyc an
toan théng tin truc ti€p thuc hién viéc trién khai
nhiém vu giam sat, canh bao va ting ctiu su cd an
toan thong tin mang cho cac co quan, don vi trén
dia ban tinh. Viéc thanh 1ap T6 Uing cliu su ¢ may
tinh 1a can thiét nham nang cao hiéu qua céng
tac an toan théng tin mang, nang cao nang luc,
dam bao chu déng san sang tng phé, xtr ly su co,
gidm thiéu nguy co gay mat an toan thong tin
mang trong co quan nha nudc trén dia ban tinh,
dung theo tinh than Théng tu s6 27/2011/TT-
BTTTT, ngay 03/10/2011 clia B6 Théng tin va
Truyén théng quy dinh vé diéu phéi cac hoat
doéng Uing ctiu su c6 mang Internet Viét Nam.

- Tai Trung tdm An ninh mang va An toan du
liéu ctia tinh do Trung tam qudn ly va van hanh,
da trién khai nhiéu giai phap ky thuat, xay dung
cac hé théng phan mém dé chi déng trong viéc
giam sat va canh béo cac dau hiéu, nguy co gay
mat an toan thong tin trén cac hé théng théng
tin trén dia ban tinh cling nhu véi cac ing dung
dung chung trén dia ban nhu phan mém Quan
ly van ban va ho so céng viéc; cac phan mém
chuyén nganh, cac trang/c6ng théng tin dién t
cla cac cg quan, don vi... Pong thai phan céng
can bo truc 24/24 trong ngay dé sdn sang Ung
clfu cac sy c6 may tinh, an toan thong tin va an
ninh mang.

- Tai Trung tam An ninh mang va An toan du
liéu ctia tinh do Trung tam qudn ly va van hanh,
da trién khai nhiéu gidi phap ky thuat, cac
phuong an khac phuc va quy trinh xtr ly su cé.
Bén canh do bé sung cac trang thiét bi, phan
mém an ninh mét cach déng bé vé giai phap dé
chl dong trong viéc gidm sat va canh bdo cac
dau hiéu, nguy co gdy mat an toan thong tin trén
cac hé théng thong tin trén dia ban tinh clng
nhu véi cac ung dung dung chung trén dia ban
nhu phan mém Quan ly van ban va hé so céng
viéc; cac phan mém chuyén nganh, cac
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trang/céng théng tin dién tu
cla cac co quan, don vi... Dong
thai phan cong can bd truc
24/24 trong ngay dé sén sang
(ng clfu cac su c6 may tinh, an
toan théng tin va an ninh
mang.

- Phéi hgp va thiét lap kénh
thong tin lién lac thudng xuyén
v@i cac dau méi cta Cuc An
toan thong tin, Trung tam Ung
ctu khdn cdp may tinh Viét
Nam (VNCERT) va cac don vi
lién quan dé ti€p nhan canh
bao, diéu phéi va xt ly su cé an
toan théng tin kip thdi trén dia
ban tinh. BDong thoi két ndi
thudng xuyén, lién tuc véi cac
dau méi iing clru su ¢6 clia cac
CcO quan, don vi trén dia ban
tinh. D€ qua do hinh thanh
mang luéi ddm bao su phéi hop
ngan chdn, x ly kip thai va
khac phuc nhanh chéng cac su
c6 mat an toan thong tin.

V&i nhiing hoat déng trén,
binh quan hang nam Trung tam
thuc hién Ung ctiu khoang 600
lugt su c6, ban hanh 20 lugt van
ban canh bdo sém cac su co
gdy mat an toan théng tin.
Trong nam 2016, da thuc hién
(ng cfu gan 400 lugt su ¢ lién
quan dén phan mém ting dung,
cac trang thong tin dién ti va
su ¢ thong tin khac; thuc hién
ho trg iing ctiu sy c6 mdy tinh,
dam bdo an toan thong tin truc
tiép cho gan 20 don vi; canh
bao va phoi hgp xt ly kip thai
trang Website cila moét sé co
quan nha nudc; ghi nhan va ho
trg x{ ly sy c6 cho gan 10 don
vi trén dia ban tinh da bi lay
nhiém ma doc trong hé thong
thong tin cGia don vi. Ddc biét,
trong nhiing ngay trudc, trong

- -

Lanh dao Trung tam truc tiép chi dao T6 Ung citu sy ¢& trong viéc

hé trg, xit 1Y sy c6 ma doc WannaCry cho cdc co quan, don vi trén

dia ban tinh.

va sau cac su kién I6n nhu Dai
hoi tinh Dang b 1an tha XVl
Dai hoi Dang toan quéc lan tha
XII; dip tét Nguyén dan; Bau ct
Pai biéu Quéc hoi khoa XIV va
bau c Pai biéu Héi ddng nhan
dan cac cap, nhiém ky 2016-
2021, Trung tam da tang cudng
can bo truc, theo doi giam sat
hé thdng dé kip thai phat hién
cac dau hiéu mat an toan théng
tin mang nham gidam thiéu,
khong xay ra cac vu pha hoai,
su c6 gay 16i, sai léch théng tin
phuc vu quan ly, diéu hanh cta
Cac co quan trén dia ban. Qua
do, buéc dau da cé nhiing
chuyén bién tich cuc trong viéc
gidm thiéu cac rdi ro, nguy cg
gdy mat an toan thong tin tai
cac co quan, don vi trén dia ban
tinh. Tuy nhién, véi tinh hinh
dién bién phurc tap vé mat an
toan théng tin hién nay dé hoat
déng gidam sat va canh bao
nguy co gdy mat an toan thong
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tin dugc trién khai hiéu qua hon
nla trong thdi gian téi. Trung
tam dé xuat mot so6 giadi phap
nhu sau:

Mét la, ti€p tuc ddy manh
cdng tac quan ly nha nudc vé
an toan théng tin trén dia ban
tinh. Tang cudng tuyén truyén,
phd bién, quéan triét cac cha
truong, dudng |6i ctia Dang, cac
chinh sach, quy dinh ctia Chinh
phu va cula tinh trong hoat
déng ung dung va phat trién
CNTT. Dic biét |a viéc trién khai
Quy ché dam bao an toan
théng tin mang trong hoat
déng ung dung céng nghé
thong tin clia cdc co quan quan
ly nha nudc tinh Thanh Héa
theo  quyét dinh  s6
1293/2017/QD-UBND  ngay
25/4/2017 cda UBND tinh
Thanh Héa. D€ qua d6 tao dugc
su chuyén bién sau sac trong
nhan thuic clia cac co quan, don
vi vé tdm quan trong cla céng



tadc bdo dadm an toan, an ninh mang.

Hai la, sém trién khai cac néi dung trong
Quyét dinh 05/2017/QD-TTg ctia Thi tudng
Chinh pht quy dinh vé hé théng phuong an
ting ctru khan cap bao dadm an toan théng tin
mang quéc gia nhu kién toan va bé sung chic
nang nhiém vu cho Ban chi dao Uing dung
cong nghé thong tin cta tinh ddm nhiém
chuc nang Ban chi dao tng ctru khan cap su
c6 an toan théng tin mang trén dia ban tinh;
Kién toan td chuic hoac thanh lap Déi iing cliu
su ¢0;... D€ qua dé xay dung mot hé théng
phuong &n (ng ctu khan cap dong bod va
toan dién dé c6 thé phdi hgp ngan chan va
phong nglra cac nguy ca tan cdng mang co
thé xay ra bat c luc nao.

Ba la, can quan tam dau tu trang thiét bi,
giai phap dong bé phuc vu cong tac giam sat
va canh bao su c6 mat an toan thong tin trén
dia ban tinh. Dac biét, can dau tu hé théng
gidm sat an toan thong tin cho phép thu thap,
chuén héa, luu trit va phan tich tuong quan
toan bo thong tin vé cac su kién an toan phat
sinh trong hé théong théng tin cla cac co
quan, don vi trén dia ban tinh. Théng qua hé
théng giam sat sé phat hién kip thoi cac tan
cébng mang, xac dinh dugc cac diém yéu, 16
héng bado mat clia cac thiét bi, ting dung va
dich vu trong hé théng. Déng thai la gidi phap
hitu hiéu ho trg cho cac chuyén gia phan tich,
xU ly cac su kién, canh bao tan cong dang xay
ra doi véi hé théng, thong qua nhiing phan
tich va xu ly dé kip thai dua ra bién phap tng
pho, gidm thiéu cac tdn céng vao hé théng.

Bén la, can xay dung déi ngd can bod
chuyén trach cdng nghé thong tin phu trach
vé cong tac dam bao vé an toan, an ninh
thong tin du trinh d6 chuyén mén va ky thuat,
nghiép vu; dac biét la nang cao dao duc cong
vu trong viéc quan ly thong tin ndi bg, bi mat
nha nudc... Khi c6 su ¢6 hodc nguy co gdy mat
an toan thong tin, tha truéng don vi 6 trach
nhiém chi dao kip thai, 4p dung moi bién
phap dé khac phuc va han ché thap nhat muic
thiét hai c6 thé xay ra trong don vi minh, gép
phan gilt viing 6n dinh chinh tri, phat trién
kinh té€ - xa hoéi clia tinh trong thai gian téi./.

Tong quan vé Luat
an toan thong tin mang

NGUYEN THI THU HA
Phong Qudn Iy CNTT, S6 TT&TT

thé tai hoi trudng cta ky hop thir 10 Quéc

héi khoa Xlll, dai biéu Quéc hoi da biéu
quyét théng qua Luat An toan théng tin mang
VGi 424/425 dai biéu c6 mat tan thanh. Luat An
toan théng tin mang sé chinh thic cé hiéu luc
thi hanh ké tir ngay 1/7/2016.

Muc tiéu chinh cta Luat An toan thong tin
mang dugc ban hanh sé huéng dén giai quyét
cac yéu cau vé An toan théng tin mang quéc gia,
qua d6 gop phan hoan thién co s& phap ly vé An
toan thong tin mang theo huéng ap dung cac
quy dinh phap luat déng bo, kha thi trong thuc
tién thi hanh va phat huy cac nguén luc cia dat
nudc dé bao dam An toan théng tin mang, phat
trién linh vuc An toan théng tin mang dap ung
yéu cau phat trién KT-XH va bado dam quédc
phong, an ninh, gép phan nang cao chat lugng
cudc song clia nhan dan; bao vé quyén va lgi ich
hgp phap cua t6 chuc, ca nhan tham gia hoat
déng ATTTM; ddy manh cong tac giam sat,
phong, chéng nguy co mat ATTTM, dam bao
hiéu qua cong tac thuc thi quan ly nha nudc
trong linh vuc ATTTM; mé& rong hop tac qudc té

N gay 19/11/2015, trong phién hop toan

>
l

| %ﬁ'ﬁu \

TRUNG TAM CNTT&TT THANH HOA - S0 03




vé ATTTM trén co sG ton trong
doéc lap, ch quyén, binh dang,
cung cé lgi, phu hgp véi luat
phap Viét Nam va diéu udc
quéc té ma Viét Nam tham gia
ky két.

1. Vé ndi dung chinh caa
Luat An toan thong tin mang:

Luat An toan théng tin
mang goém 8 Chuong, 54 Diéu,
quy dinh vé hoat déng an toan
thong tin mang (ATTTM), quyén
va trach nhiém cda co quan, t6
chic, cd nhan trong viéc bdo
dam ATTTM; mat ma dan su;
tiéu chuan; quy chuan ky thuat
vé ATTTM; kinh doanh trong
linh vuc ATTTM; phat trién
ngudn nhan lyc ATTTM; quan ly
nha nudc vé ATTTM.

Chuong I. Nhirng quy dinh
chung: Quy dinh pham vi diéu
chinh; d6i tuogng ap dung; giai
thich tUr ng(; nguyén tac bao
dam an toan théng tin mang;
chinh sach ctia Nha nudc vé an
toan thoéng tin mang; hgp tac
qudc té vé an toan théng tin
mang; cac hanh vi bi nghiém
cam; xtr ly vi pham phap luat vé
an toan théng tin mang

Chuong Il. Bao dam an toan
théng tin mang, bao gém 04
muc:

+ Muc 1. Bdo vé thong tin
mang: quy dinh vé phan loai
thong tin; quan ly gti thong tin;
phong ngua, phat hién, ngan
chdn va xt ly phan mém doc
hai; bdo dam an toan tai
nguyén vién thong; iing clu sy
c6 an toan thong tin mang; Uing
cttu khén cap bao ddm an toan
thong tin mang quoc gia; trach
nhiém clia co quan, t6 chuc, ca
nhan trong bdo ddm an toan
thong tin mang.

+ Muc 2. Bao vé thong tin ca

Thit truong Bé TT&TT Nguyén Thanh Hung phdt biéu khai mac Hpi
nghi.

nhan: quy dinh vé nguyén tac
bado vé théng tin ca nhan trén
mang; thu thap va si dung
thong tin ca nhan; cap nhat, stia
déi va hay bd théng tin ca
nhan; bdo dam an toan théng
tin cd nhan trén mang; trach
nhiém cla co quan quan ly nha
nudc trong bao vé thong tin ca
nhan trén mang.

+ Muc 3. Bdo vé hé théng
thong tin: quy dinh vé phan loai
cap d6 an toan hé théng théng
tin; nhiém vu bao vé hé théng
thong tin; bién phap bao vé hé
théng théng tin; gidam sat an
toan hé théng thong tin; trach
nhiém cta ch quan hé théng
thong tin; hé théng théng tin
quan trong quéc gia; trach
nhiém bdo dam an toan thong
tin mang cho hé théng théng
tin quan trong quéc gia.

+ Muc 4. Ngan chan xung
dot thong tin mang: quy dinh
vé trach nhiém cla té chuc, ca
nhan trong viéc ngan chan
xung dot théng tin trén mang;
ngan chan hoat déng s dung
mang dé khiing bé.

Chuong lll. Mat ma dan su:
Quy dinh vé san pham, dich vu
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mat ma dan su; kinh doanh san
pham, dich vu mat ma dan su;
trinh tu, tha tuc dé nghi cap
Gidy phép kinh doanh san
pham, dich vu mat méa dan su;
stfa d6i, b6 sung, cap, gia han,
tam dinh chinh va thu hoi Gidy
phép kinh doanh san pham,
dich vu mat ma dan su; xuat
khau, nhap khau san pham mat
méa dan su; trach nhiém cua
doanh nghiép kinh doanh san
pham, dich vu mat ma dan su
va trach nhiém cla té chuc, ca
nhan st dung san pham, dich
vu mat ma dan su.

Chuong IV. Tiéu chudn, quy
chudn ky thudt an toan théng
tin mang: Quy dinh vé tiéu
chudn, quy chuén ky thuat an
toan thong tin mang; quan ly
tiéu chuan, quy chuan ky thuat
an toan théng tin mang; danh
gia hgp chuan, hgp quy vé an
toan théng tin mang.

Chuong V. Kinh doanh
trong linh vuc an toan théng
tin mang, bao gém 02 muc:

+ Muc 1. Quy dinh vé cap
Gidy phép kinh doanh san
pham, dich vu an toan théng
tin mang gém: kinh doanh



trong linh vuc an toan théng tin
mang; san pham dich vu trong
[inh vuc an toan théng tin
mang; diéu kién cap Gidy phép
kinh doanh san pham, dich vu
an toan théng tin mang; hé so
dé nghi cap Giay phép kinh
doanh san pham, dich vu an
toan théng tin mang; tham
dinh hé so va Giay phép kinh
doanh san pham, dich vu an
toan thong tin mang; stra déi,
b6 sung, gia han, tam dinh chi,
thu hoi va cap lai Gidy phép
kinh doanh san pham, dich vu
an toan théng tin mang; trach
nhiém ctia doanh nghiép kinh
doanh san pham, dich vu an
toan théng tin mang.

+ Muc 2. Quy dinh vé quan
ly nhdp khdu sdn pham an toan
théng tin mang gom: nguyén
tdc quan ly nhap khau san
phdm an toan théng tin mang;
san pham nhap khau theo gidy
phép trong linh vuc an toan
théng tin mang.

Chuong VI. Phdt trién
nguén nhén luc an toan théng
tin mang: Quy dinh vé dao tao,
béi duéng nghiép vu vé an
toan thong tin mang; van bang,
chiing chi dao tao vé an toan
théng tin mang.

Chuong VII. Quan ly nha
nuéc vé an toan théng tin
mang: Quy dinh vé ndi dung
quan ly nha nudc vé an toan
théng tin mang; trach nhiém
quan ly Nha nuéc vé an toan
thong tin mang. Trong d6, quy
dinh r6 trach nhiém cta B6
Thong tin va Truyén thong, Bo
Quéc phong, Ban Co yéu Chinh
phu, B6 Cong an va cac B9, co
quan ngang B9, UBND tinh,
thanh phé truc thuéc Trung
uang trong pham vi nhiém vy,

quyén han cia minh thuc hién
quan ly nha nudc vé an toan
thong tin mang.

Chuong VIII. Diéu khoan thi
hanh: Quy dinh vé thaoi diém co6
hiéu lyc cda Luat an toan thong
tin mang ké tirngay 01/7/2016,
Chinh pht, co quan nha nudc
c6 tham quyén quy dinh chi tiét
cac diéu, khoan dugc giao
trong Luat.

2. Trién khai Luat An toan
thong tin mang

Ngay 13/4/2016, tai Ha Noi,
B6 Théng tin va Truyén thong
(BOTT&TT) da t6 chiic HOi nghi
phd bién Luat An toan théng
tin mang (ATTTM) nham quan
triét tinh than, néi dung ctia bo
Luat nay tdi cac co quan, té
chuic hoat déng trong linh vuc
an toan thong tin.

Phat biéu khai mac Héi nghi,
Tha truéng BO TT&TT Nguyén
Thanh Hung nhan manh: “Luat
ATTTM la buéc khéi dau dé
hoan thién khung phap luat vé
an toan théng tin mot cach
déng bo, kha thi; Phat huy toi
da cac nguon luc dé bao dam
an toan thong tin mang; Bao vé
quyén va lgi ich hop phép cta
t6 chiic, ca nhan; Dap Uing yéu
ciu phat trién kinh té xa hoi,
quéc phong, an ninh”.

Thu trudng cing cho biét,
dé trién khai hiéu qua cac quy
dinh cdia Luat ATTTM, BO TT&TT
theo thdm quyén sé chu tri xay
dung cac van ban dudi luat va
huéng dan trién khai. Song
song vai dé la trach nhiém phé
bién cac quy dinh cla Luat téi
cac ca quan, t6 chiic, cd nhan, la
doi tugng thuc thi va ap dung
luat trén toan qudc, sao cho
phai hiéu dung va ap dung
dung van ban quy pham.

Danh sach cac van ban dudi
Luat An toan théng tin mang,
bao gom:

+ Nghi dinh 58/2016/ND-CP
ngay 01/7/2016 quy dinh chi
tiét vé kinh doanh sadn pham,
dich vu mat ma dan su va xuat
khau, nhap khau sdn pham mat
ma dan su.

+ Nghi dinh 142/2016/ND-
CP ngay 14/10/2016 quy dinh
vé ngan chan xung dot théng
tin trén mang.

+ Nghi dinh 101/2016/ND-
CP ngay 01/7/2016 quy dinh chi
ti€t trach nhiém thuc hién va
cac bién phap ngan chan hoat
dong su dung khéng gian
mang dé khiing bé.

+ Nghi dinh s6 85/2016/ND-
CP ngay 01/7/2016 ctia Chinh
phu vé bdo ddm an toan hé
théng thong tin theo cap do.

+ Nghi dinh s6 108/2016/
ND-CP ngay 01/7/2016 cUa
Chinh phu quy dinh chi tiét
diéu kién kinh doanh san
pham, dich vu an toan théng
tin mang.

+ Quyét dinh s6 05/2017/
ND-CP ngay 16/3/2017 quy
dinh vé hé théng phuong an
Uing ctiu khan cap bao dam an
toan théng tin mang quéc gia.

+ Thong tu s6 03/2017/TT-
BTTTT ngay 24/04/2017 quy
dinh chi tiét va huéng dan mot
s6 diéu cla Nghi dinh
85/2016/ND-CP ngay 01 thang
7 nam 2016 vé bdo dam an
toan hé théng thong tin theo
cap do.

+ Quyét dinh s6 632/Qb-TTg
ngay 10/05/2017 Ban hanh
Danh muc linh vuc quan trong
can uu tién bao dam an toan
théng tin mang va hé théng
thong tin quan trong quéc gia./.

TRUNG TAM CNTT&TT THANH HOA - S0 03 )



Hudng ddn sir dung va khai thdc phdn meém ho trg ting Ciiu su (0
TREN MOl TRUONG MANG

han mém ho trg Ung cltiu sy c6 dugc xay

dung dé trién khai nhiém vu hé trg, téng

hgp cac su ¢ vé may tinh, mang, hé théng
cong nghé théng tin néi chung cling nhu cac su
c6 vé an toan thong tin noi riéng tai cac don vi,
cd quan trén dia ban tinh Thanh Héa.

Phan mém dugc trién khai truc tuyén trén moi
trudng mang Internet, cung cap tai khoan truy
cap vao phan mém cho cac dau mai la can bo
dugc giao phu trach cong nghé théng tin tai cac
cd quan, don vi dé qua d6 thiét lap kénh tiép
nhan cac yéu cau can hé trg x ly cac su c6 t6i T6
Ung cu su cO clia Trung tam CNTT&TT.

Thong qua phan mém nay, céc can bé dugc
giao phu trach cdng nghé théng tin c6 thé nhanh
chong gui cac thong tin dé nghi xt ly su cé mot
cach nhanh chong va thuan lgi. Dac biét, doi vai
cac su ¢6 o tinh chat phuc tap can phai bé sung
lién tuc cac thong tin lién quan dén su c6 nhu cac
tép hinh anh, nhat ky, mau ma déc..Théng qua
phan mém nay cac can bé cing c6 thé tham
khao céc su c6 dién ra tai don vi khac cing nhu
phuong an, két qua x ly su c6 dé qua doé diéu
chinh, trién khai cac bién phap dé han ché cac rai
ro c6 thé dién ra tai hé théng thoéng tin ctia don
vi minh.

Cdc chuc ndng chinh cia phan mém bao
gom:

- Chuc nang téng hgp cac van ban lién quan
dén canh bao vé an toan théng tin tUTrung uong
dén dia phuong.

- Chiic ndng Phiéu yéu cau xt ly su c6: Bao
gém cac tinh nang lién quan dén viéc gui, tiép
nhan, x{t ly va phan héi két qua xt ly su c6. Bén
canh do con ho trg viéc tim kiém, thong ké cac
su c6 trong pham vi toan tinh.

Théng tin truy cdp phdn mém

Phan mém dugc truy cap thong qua dia chi
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HOANG ANH TUAN
Trung tam CNTT&TT Thanh Héa

trén mang Internet tai dia chi:

Tén dang nhap: ‘ ‘

Mat khdu: | |

[ Nh& mat khdu

Diéng nhap

Giao dién phan mém sau khi dang nhap:

Cac chuc nang chinh nhu sau:

Vin ban dén Tong hop céc vin ban lién quan dén

=== hoat dong canh bdo an toan thong tin
@) va cic cong van vé cong nghé théng tin
Vin ban di
= Chirc niing giri va tra ciru cac yéu ciu
—— 22 hc)

: g ho tro xit Iy s ¢
Phiéu yéu cau

a) Chuic nang téng hgp céc van ban lién quan
dén canh bao vé an toan théng tin tU Trung uong
dén dia phuang. Truy cap vao muc”Van ban dén”
hodc “Van ban di” dé tim kiém van ban theo cac
tiéu chi khac nhau




ubdongson [Thodt]

CHUFC NANG [=] Toan bg vin bin

Cap nhétVB du thao d3 duyét
Toan bd vin ban
— VAN BAN LA NGUOT SOAN

Toan bd vin ban

Trang 1

( Ngay ban hanh Sol ky hiéu Nguwéi soan thao Nguweéi ky Trich yéu Nei nhan

g CAngvan canh bao 18 hdng HE quan fri ndi dung m3 ngudn
< 2010312016 USTTTT-CNTT 9\ mé Joomla

Co tdng sé 1 van ban

Trang1 4 1 B D

VAn bin OPPL
Van ban thubng

+ VAN BAN BE BIET

b) Chuic nang Phiéu yéu cau xt ly sy c6: Bao gom cac tinh nang lién quan dén viéc gui, tiép nhan,
xU ly va phan héi két qua xu ly su cé. Bén canh dé con hé trg viéc tim kiém, théng ké cac su co trong
pham vi toan tinh.

Tao mgi phiéu yéu cau:

- Sau khi lya chon chiic nang “Nhap mai PYC”; dién day di cac thong tin nhu hinh dudi day:

Luru & chuyén XL

e e A e |om s
MNgay gi¢ cdp nhat: 02:26 AM 30/03/2016 ()
M3 phidu: PYC1
Mguéri 1ap phiéu: ubdongson

Mguwéi yéu cau: |ubd0ngson v|
OJ Xi Iy chinh)] v]
N Phéi hop xi¥ Iy | | _
Thoi han iz Iy: | ( @*\9—)
" ‘\_____,./'\
®

8i dung cdng viéc:

@ Tép kém theo
o\ju“_arowse... | Mo file selected. H )

) Théng tin x@ Iy

(1) Xtrly chinh: Lua chon trong danh sach hién thi, bao gém cac thanh vién trong té tng ctiu su ¢
c6 tén trong danh sach hién thi:
(2). Thai gian xu ly: Lua chon thai gian yéu

[Tim kiem | clucan xirly xong

L il il (3). Noi dung céng viéc: Miéu ta so luge vé su
Trung tdm ANM - L =
Ban Dén Téc c6 can ho tro
ga" Q“f"”l'ﬁ‘:m]i SE”XH P Thanh Hs (4). Tép kém theo: Gan kém cac file anh, file

an quan Iy aw an an oa - 2 ~ , “ A A, oo A

Chi Cuc VSATTP van ban, file nhat ky... lién quan dén su cb can
Dang by Kol miéu ta chi tiét
Hai Déng Nhén Dén (5). Luu & chuyén xt ly: Chuyén xr ly noi
Lién Hiép HoI KHKT dung can ho trg dén cho can bo hé trg ing cdu.
Lién Doan Lao Ddng e o 0 0

- Kiém tra phiéu yéu cau: Sau khi Phiéu yéu
<] cau da dugc chuyén xi ly. D& kiém tra xem
thong tin phiéu yéu cau da dugc xu ly chua.
Nhing phiéu yéu cau da chuyén xui ly hodc
chua chuyén x( ly. Ta thuc hién theo huéng dan
dusi day:

Danh sach nhan sw theo don vi

hotro1-hungtn
hotro2-tuanha
hotro3-donlg
hotrod-tuanly
hotrob-tiendh
hotro&-duyln
hotro7-kiemtv
hotro8-cuongpt

bannghison
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ONGLHO RN GIEujuES Ve o)
Trang chd | Danh muc | Var an ban di |

PHIEU YEU CAU Ngay tao Thi han XL Ng i lap Nouwdi xir I chinh Ngwdi phdi nop Néi dung céing viéc

PYC chér xir Iy

PYC co gén déu sao |y
PYC chua chuyén
PYC & chuyén

PYC phdi hop xir Iy

[_.'j Co tng s6 0 van ban

PYC & x(r I} xong

- Tra ctru phi€u yéu cau: Dé tra clru cac phiéu yéu cau da dugc chuyén xu ly trudc day, cling nhu
cac phiéu yéu cau cta don vi khac. Ta thuc hién theo hudng dan dudgi day:

ﬂﬁép méi phiéu yéu cau "y
oYe erb fl} IS: Ngay lap Xw ly chinh
PYC cd gan dau sao |y \
PYC chwa chuyén o { ¥ bandantoc ™
PYC & chuyén A\ ) & » bannghison
PYC phéi hop x I 1 P Chi Cyc VSATTP
PYC @& x( Ij xong 1 b danguykhoi
—\rr?mmmuﬁ-T/ 3 b liendoanlaodong
(ﬁne‘m bo FYC \ 1 b nongtraixuthanh
PYC theo ngwdi véu cau 1 D soct
PYC theo ngudi x( Iy chinh @ 1 N cogddt
PYC theo ngudi phdi hop xr Iy |\
PYC theo tinh trang xir f 1 P sogtvt
\Tra ciru md réng ) P » sokncn
Tra clru phiéu yéu cau : 2 } soldtbxh
'(J?a'p ttr khéa cén tim _‘0 3 » sangoaivu
N 2 » sonnptnt
3 » sonoivu
1\ bommt /

Budc 1: Truy cap vao modul Phiéu Yéu Cau tu giao dién sau khi dang nhap.

Budc 2:

(1): Danh muc cac chiic nang lién quan dén “Phiéu Yéu cau” ctia ca nhan. Thong qua cac chiic nang
nay dé kiém tra cac théng tin dén cac yéu cau da dugc chuyén xt ly, két qua xur ly va tinh trang xur Iy...

(2): Danh muc cac chiic nang lién quan dén“Phiéu Yéu cau” clia cac ca nhan va don vi khac. Tai day
ta c6 thé xem cac su c6 dang dugc ho trg hodc da dugc hé trg trén pham vi dia ban tinh.

(3): Két qua hién thi tuang Ung véi cac chiic nang lua chon

(4): Tra cltu cac yéu cau theo cac tiéu chi khac nhau.
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DAMBAO ANTOANTHONG TINTRONG VIECSUDUNG
THU PIEN TU CONG VU

CHUC ANH HOA
Pho Truong phong Dao tao dich vu
Trung tam CNTT&TT Thanh Hoéa

tin gép phan quan trong trong viéc nang cao hiéu qua cong viéc, giam thai gian va chi phi thuc

hién trong qua trinh gidi quyét cdng viéc. Tuy nhién, bén canh dé xuat hién nhiéu nguy co gay
mat an toan théng tin trong viéc st dung thu dién td, ngoai viéc truc ti€p anh hudng tdi tai khoan
clia ngudi st dung con gian tiép anh hudng téi hé thong théng tin. Do do, gay anh hudng xau tdi
viéc st dung thu dién tr trong hoat ddng quan ly va trao d6i thong tin. Sau day, la cac hudng dan co
ban trong viéc ddm bdo an toan thong tin khi st dung thu dién ti trén moi trudng mang:

Trong thai gian gan day, thu dién ti da trd thanh mot cong cu hitu hiéu trong viéc trao d6i théng

- Nguy ca bi doc trdm ndi dung thu dién tu
- L6 lot thong tin bi mat, nhay cdm.
- Bi chiém quyén tai khoan thu dién t

-Thu rac (Spam mail)
- Phat tan thu gid mao, c6 néi dung ltra ddo hoac quang céo khong
phu hop

- Phat tan, lay lan ma déc, phan mém quang cdo trai phép,...
-Tan céng hé théng théng tin ctia don vi
- Bi lgi dung dé phuc vu cho muc dich xau
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Nguyén tac chung sirdung thu dién tiran toan

- Han ché t6i da viéc truy cap hom thu dién tl
bang cac may tinh khéng dam bao an toan hoac
mang may tinh khéng an toan (may tinh dat noi
cOng conQ).

- Han ché t6i da viéc st dung may tinh ca nhan
truy cap hom thu dién t&r cong vu thdng qua cac
mang Internet khéng an toan nhu: truy cap
mang Internet thong qua cac diém truy cap
khéng day tai quan an, gidi khat, san bay, nha cho
hoac noi khong ré nguén goc v.v..

- Khong stir dung hom thu dién t&r céng vu do
co quan cap cho muc dich ca nhan nhu: dang ky
cac dich vu thuong mai, dich vu trao déi chia sé
thong tin ca nhan.

- Khéng dat ché do chuyén thu tu dong tu
hom thu dién ti céng vu dugc cap téi hom thu
khac khong phai do cac co quan nha nudc cap
(yahoo, gmail...).

- Han ché st dung cac iing dung duyét thu
dién t 6 san trén cac thiét bi di ddng nhu Smart
phone hodc may tinh bang dé truy cap vao cac
hom thu dién ti cong vu dugc cap.

- Chay canh giac vdi nhiing thu dién t cé noi
dung, nguén géc kha nghi.

-Danh dau Spam ngay khi nhan dugc cac thurac.

- Khi nhan dugc thu dién ta gui kém tép tin
ma khong phat hién ra nghi ngd& thi thuc
hién cac budc sau: 1) Tai tép tin vé § clng (tuyét
déi khéng mé hoac kich hoat tép tin ngay); 2)
Dung phan mém diét ma doc quét kiém tra tép
tin via ti vé (néu can co thé lién lac lai véi ngudi
gui thu dé xac nhan tép tin da nhan dugc). Chi
m& tép tin néu khéng phat hién ra ma doc; 3)
Néu phat hién ra ma doc, gui thu dién ti dé dudi
dang file dinh kém vé dia chi ungcuusuco@
thanhhoa.gov.vn dé xu ly.

- Khéng g, nhan tép tin khong cé ngudn goc
rd rang qua hé théng thu dién t va han ché viéc
dung tép tin nén c6 ma hoa.

- Khuyén khich stir dung chit ky sé dé ky xac
nhan trén thu dién ti gUi di va kiém tra ngudn
goc thu dién ti khi ti€p nhan bang chirky s6 néu
thu dé da dugc ky bang chirky s6 ctia nguai gui.

- X6a thu khi khéng con can thiét dé tranh bi
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mat mat thong tin néu tai khoan bi 16.

- S dung va quan ly mat khiu theo hudng
dan st dung mat khau an toan.

SU dung thu dién ti trong moi truéng
mang kém an toan

Néu trong trudng hop can thiét phai truy cap
hép thu dién t& qua may tinh cd nhan tai cac dia
diém cong cong hodc moi trudng mang khéng
tin tudng, khéng c6 kha nang kiém soat an toan
thi sé c6 cac nguy ca: bi nghe Ién, bi gid mao thu
dién t& hodc chuyén hudng dén cac trang web
c6 théng tin khong lanh manh hoac bi lay cac
théng tin khi dang nhap. D€ dam béo an toan
théng tin can tuan theo cac nguyén tac sau dé
dam bao an toan:

- Truy cap hé thong thu dién ti théng mang
riéng &o (VPN) dé ddm bao an toan.

- S dung giao thic HTTPS khi truy cap vao
cac dich vu trén mang yéu cau xac thuc.

- Hodc thong qua may tinh ca nhan & co quan
hoac & nha. Sau dé tir may tinh nay truy cap dén
thu dién tir dé st dung email.

SU dung thu dién ti trén may tinh dung
chung

St dung thu dién tu tai mdy tinh dung chung
vi ¢ thé mac phai cadc nguy co tuong tu nhu viéc
strdung thu dién td tai moi trudng mang kém an
toan. Ngoai ra cé nguy co bi tu dong luu trit mat
khau va di liéu, hodc cai cdm cac phan mém ddc
hai trong may tinh ghi lai thao tdc ban phim,
chup anh man hinh hay danh cap dt liéu... Trong
trudng hop bat budc phai sir dung, can luu y moét
sO nguyén tac sau:

- Tru6c khi st dung nén tién hanh kiém tra
may tinh bang phan mém diét Virus ban quyén
do co quan cai dat.

- S&r dung ban phim 4o dé tranh viéc bi key-
logger danh cap mat khau. Tuy nhién viéc nay bi
vO hiéu néu may tinh dé ciing bi cai phan mém
chup anh man hinh. Viéc két hgp st dung ban
phim vat ly va ban phim 4o, ma hod dudng
truyén sé han ché viéc bi danh cdp mat khau
trong moi trudng khéng an toan.

-Tuyét d6i khéng luu trirmat khau trén trinh duyét.



KV NANG NHAN BIET, PHONG CHGNG THU RAC, THU GIA MAD

TRINH NGOC QUYNH
Phé Truéng phong Tong hop Hanh chinh
Trung tam CNTT&TT Thanh Héa

qua viéc gui thu dién ti gid mao, thu rdc dén cho ngudi dung. D€ phong tranh dugc nhiing
hinh thuc tan céng nay, ngudi st dung can ¢ nhiing cach thiic dé nhan thiic ¢ ban vé cac
nguy co cla thu dién tr va bién phap dé phong tranh.

Thu dién t rac (Spam mail)

- Thu rac (spam) la thu dién ti, tin nhan dugc gui dén
ngudi nhan ma ngudi nhan dé khéng mong muén hoac
khong c6 trach nhiém phai tiép nhan.

- Thu rdc khong chi lam anh hudng t6i cong viéc hang
ngay. VGi cac phuong thic gui thu rac ngay cang da dang
va tinh vi dé vuot qua cac bd loc thu rac thédng dung, gay ra
nhiéu nguy cc va rdi ro vé an toan théng tin cho ngudi
dung.

- Cac hé théng thong tin cé chira cac may tinh bi tin tac
khéng ché dé phat tan hé théng thu rac c6 thé gay qua tai,
[am anh hudng t&i hoat déng mang.

Tan cdng thu dién ti c6 cha dich (tan céng bang email gia mao)

-Tan céng email 6 chu dich la tan cdng bang email gia
mao nhu thé dugc gui ti moét ngudi quen biét. Email nay
c6 chita mét ma doc dinh kém lam hé thong bi lay nhiém
ma déc hay phan mém gian diép.

- Mét vi du dién hinh la email nham vao mét ca nhan hay
mot t6 chuc cu thé. Email dugc dinh kém mét ma déc va
duagc gui tir mét ké mao danh la mét dong nghiép hodc mot
dan vi bén ngoai.

- C4c tan cong kiéu nay da dugc ghi nhan véi hanh vi
danh cdp mat khau hodc lay nhiém méa doc cho muc dich
khac.

Cac ky nang nhan biét, phong chéng thu gid mao cua tin téc

1. Kiém tra Email header

Thoéng thudng khi soan va gui thu dién t, ngudi gUi thu chi bién soan néi dung, tiéu dé thu (title),
dia chi noi nhan, lua chon céac tap tin dinh kém, cac thong tin con lai khac sé do may cha gui thu tu
dong cap nhat nhu: dia chi hom thu nhan phan hoi khi thu bi tra lai (Return-Path); dia chi hom thu
ti€p nhan thu tra lai (Reply-To) va dia chi hom thu nguai gui (from).

Dé danh lira ngudi nhan tin, budc dau tin tac sé tim cach tu bién soan thu dién ti vai cac thong
tin gid mao vé: dia chi hom thu nhan phan hoi khi thu bi tra lai (ReturnPath); dia chi hom thu tiép
nhan thu trd |6i (Reply-To) va dia chi hom thu nguci gti (from). Sau do tin tac sé tim mét may chi thu
dién ti hoac tu cai dat mot phan mém gui thu (MTA) khéng yéu cau xac thuc hom thu ngudi gui dé
phat tan thu dién tlr gid mao téi ngudi can lira dao.

M ot trong nhitng muc tiéu ua thich hién nay ctia téi pham mang la Iia ddo nguci dung théng
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. N A 5 1N ~ . ¥ ~ 7 N . A 5
Email header la néi dung dugc guii kem theo nhitng email nham cung cap cac théng tin day du
a . ~ a . N N \ ~ N . R . e g NP
cho mét email. Nhiing théng tin nay thong thudng sé khong dugc hién thi cho ngudi dung, ma can
2 . PN 5 . .
ma trong giao dién cla Mail Client
Received: by 10.200.40.101 with SMIF id }cepTlé20Tgtr:
Thu, 28 Jul 2006 04:;20:20 -0700 (FDT)
N-Recaived: by 10,36.26.104 wich SMTP id 185mcilORSs407iei. 28, L4ERTOQE20TTY:
Thi, I8 Jul 2016 04:20:20 -0T00 (PDT)
Rerurn=Fach: o @view. oon_ne_ jp»
Received: from mbed0l06.ccn.ad.jp (mbkd0dl06.ccn.ad.jp. [153.149.230.7])
by mx.google.com wich ESHTF id x28s1320B1079%ica.50.2016.07.28.04.20.12)
Thu, 8 Jul 2016 04120120 -0TM (FIT)
Beceived-SPF: pass |googls.com: domain of wwe, @view,con.ne,ip desigoates 153,149.230.7 ar permitted sender) client-ip=183.149,230.7:
huthentication-Results;: mx.google.cons
spf=pass |(google.com: domain of ww,@viev.ocn.ne,ip designates 153.140.230.7 as pecmicted sendes) sotp.mallfrcm=w.Bview.ocn.ne.ip
Received: from mf-saf-uekdll. ccn.ad.jp (mf-smf-ushOll. sss ad. dp [153,140.328_330))
by whikdd106 . con. ad_jp (Foscfis) with ESMTIP id BFCOBDEOSSE:
Teu, I8 Jul 3016 30:20:11 +0500 (JET)
Received: from nctc.podil.mv-mia-uachd30 [mv-mca-uchb0id.occo.ad.jp [153.149.230.164))
by mf-smf-uck0l?.con.sd.ip [Switch-3.3.4/Switch-3.3.4) with ESMIF id uESBJIwhE034273r
Thu, Z8 Jul Z01& Z0iZ0:i0T +0900
Received: from vowebmail.ocn.ad.jp [([153.145.227.167])
By ntt.poddl.mv-mta-acbi30 with
id GELEITODPIALETHOLBLEuN: Thu, 38 Jul 2016 12:30:07 +0000
Received: feom mecstoeedll. scs ad. jp (me-feb3lip.ocn.ad. ip [180.37.108.99))
by vewebmail.ocn.ad. jp (Fostfie} wich ESHIR:
Teu, I8 Jul 2016 20:20:06 +0500 (JST)
Date: Tha, 28 Jal Z0lE 20:20:06 +0300 (JET)
Fromi Vivian Douglas <ww,§visw.oon.ne.ips
Beply-Toi “ocourierd®3dyean.net” <courierifsfyveah.net>

Vi du vé Email Header

Khi doc cac néi dung trong Email header, chiing ta can chd y doc ngugc tir dudi 1én trén dé xac
dinh cac thoi diém theo tha tu tir ci dé€n mai, trong d6 chd y mot s6 théng tin nhu sau:

Received: Thong tin may cht SMTP da tiép nhan email nay tir ngudi gli, day la thong tin quan
trong hién thi may chd da ti€p nhan email va gui di. Nén can nhac nhiing may chi SMTP phé bién
nhu Google, Hotmail hodc Yahoo...Dua theo cac lan Received ngudi dung cling hoan toan cé thé biét
dudng di ctia Email va cac IP may chu da chuyén ti€p Email. Néu dudng di nay qua long vong va di
qua nhiéu may chd nghi ngd thi d6 rat c6 thé la Email gia mao.

From: Dia chi Email cia ngudi gti. Tuy nhién, trudng hgp nay hoan toan co thé gia mao va khéng
nén tin cay cac dia chi Email dugc khai bao trong trudng nay.

To: Dia chi Email clla ngudi nhan

Reply-To: Dia chi Email clla ngudi sé nhan Email tra 16i, néu trudng gia tri nay khong tring vai
trudng gia tri From ma trong thu khéng truc ti€p nhac dén viéc chuyén tiép ndi dung thi kha nang
I6n day la thu gid mao.

Return-Path: Dia chi hdm thu nhan phan héi khi thu bi tra lai

X-Mailer: Thong tin (ing dung dugc st dung dé gli Email. Khi kiém tra thong tin nay ching ta c6
thé thu dugc tén (ing dung va phién ban cta ting dung dé

Dua vao nhiing lan Received dugc liét ké, chiing ta hoan toan cé thé xac dinh dugc IP clia ngudi
gui di thu gid mao hoac thu rac

Vi du vé&i doan Email Header trong mét thu rac:

kReceived: from cl-smtp-outd43i.am-mdn.com (cl-smtp-out43.am-mdn.com. [185.31.139.44])
by mx.google.com with ESMTES id gBBsi33546681fi.3.2016.08.03.05.52.17
for <#xxxx@gmail.com>
(version=TLS1 cipher=ECDHE-RSA-RES128-SHA bits=128/128);
Wed, 03 Aug 2016 05:52:17 -0700 (EDT)
Received: from smtp-frontl.authmailer.com (smtp-frontl.authmailer.com [185.31.136.72])
by smtp-clusterl.am-mdn.com (Postfix) with ESMTES id AD9361B008ES0
for <xxxxx@gmail.com>; Wed, 3 Aug 2016 09%:38:28 +0000 (UTC)
Received: from localhost.localdomain (unknown [125.253.124.A])
(Authenticated sender: ud4715331})
by smtp-frontl.authmailer.com (Postfix) with ESMTPSA id A534926007B
for <xxxxx@gmail.com>; Wed, 3 Aug 2016 12:38:26 +0300 (EEST)
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Thi cac méc thai gian dugc hiéu nhu sau:

[1] Received: from localhost.localdomain (unknown [125.253.124.A])

(Authenticated sender: w4715331)

by smtp-frontl.authmailer.com (Postfix) with ESMTPSA id A534926007B

for <xxxxx@gmail.com>; Wed, 3 Aug 2016 12:38:26 +0300 (EEST)
[2] Received: from smtp-frontl.authmailer.com (smtp-frontl.authmailer.com
[185.31.136.72])

by smtp-clusterl.am-mdn.com (Postfix) with ESMTES id ADS3618008ES0

for <xxxxx@gmail.com>; Wed, 3 Aug 2016 09:38:2E +0000 (UTC)
[2] Received: from cl-smtp—outd3.am-mdn.com (cl-smtp-outd3d.am-mdn.com. [185.31.139.44])
by mx.google.com with ESMTPS id g89=2i33546691fi.3.2016.08.03.05.52.17

for <zxxxx@gmail.com>

{version=TLS1 cipher=ECDHE-RSA-RES1Z2B-5HA bits=128/128);

Wed, 03 Aug 2016 05:52:17 -0700 (PDT)

Nhu vay ban dau Email dugc gui tur dia chi 125.253.124.A thong qua dich vu Authmailer SMTP, sau
dé dugc may chli 185.31.136.72 ctia dich vu Authmailer va cuéi cling la g dén may ch(i ctia Gmail
tai dia chi 185.31.139.44

2. Phat hién thu gid mao:

Qua phan tich cac thu dién ti gia mao da guii dén cac co quan nha nudc trong thaoi gian vita qua,
6 hai dau hiéu chinh dé c6 thé phat hién ra cac thu gid mao theo phuong thuc nay la:

Mot la: Khi m& xem ngudn géc chi tiét ctia thu dién tu, dia chi hom thu“Return-Path” khéng trung
vGi dia chi hom thu nguai gui dén (From). Hau hét cac thu dién tir dugc gui ti cac hé théng thu dién
tlr clla cg quan nha nudc (c6 dudi .gov.vn) déu cé hai dia chi nay trung nhau.

Hai la: Dia chi IP ciia may chd gUi thu khéng tring véi dia chi IP clia hé théng thu dién t that noi
bi gid mao la gUi thu dién t. Hién nay, cac dia chi IP gid mao nay thudng cé ngudn géc tir nudc ngoai
trong khi dia chi IP cac hé thong co quan nha nudc thudng co dia chi IP trong nudc.

L—  Dia chi hom thw tra lai - Return —

Return-Path: root@nbr.ctm |

Received: from xyz.gov.vn (LHLO xyz.gov.vn) (Y¥¥.¥VV¥Y¥.VY¥Y.YV¥Y) by

xyz.gov.vn with

LMTP; Sat, 18 May 2013 15:24:12 +0700 (ICT)

Received: from localhost (localhost [{f~—"—"—4
by xyz.gov.vn (Postfix) with § })ia chi IP cia mz'ly chua gﬁ'ithll’
for <huyennt@xyz.gov.vn>»; Satj/—sc—Tm=y—=<= S — =

Received: from nbr.com (unknown [m.xxx.xﬁﬁx])
by xyz.gov.vn Postfix) with ESMTP id C4493288FES8
for <huyennt@xyz.govwn> Sat, 18 May 2013 15:23:43 +0700 (ICT)

TV TT=T7

Date: Sat, 18 May 2013 12:25 " —— - A " "

Message-Id: <201305181625.z4{— Dia chi hom thw nhan can lira dao

To: huyennt@xyz.gov:

Subject: Théng bdo 16p dio tao _—Dia chi hom thw gii (bi gia
From: Vu Xuan Hoang <hoangvx8ahc.gov.ﬁ

Reply-To: hoangvx@abc.gov wn

—— Dia chi hom thw nhéin tra 161 (bi gid mao)

3. Kiém tra ky cac file tai vé

Khi nhan dugc nhitng Email gia mao, mét sé ngudi dung thudng chi quan va tai tryc tiép cac file
dinh kém vé va khai chay. Diéu nay tao ca hdi cho cac hinh thic tan cong lay lan va cai dat cac phan
mém doc hai. D& phong tranh dugc diéu nay, ngudi duing c6 thé thuc hién theo cach thic nhu sau:
- DGi vai cac file van ban, ¢ thé st dung cac dich vu Documents truc tuyén dé xem va chinh stra
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truc ti€p trén Website

Str dung céng cu Google Doc cua Google dé tai l1én va mao céc file dinh kém la van ban

- Chi mé file dinh kem tur nhirng dia chi quen thudc, véi nhiing dia chila hodc nghi ngd la gid mao,
can tai vé va kiém tra lai trén cac trang kiém tra phan mém déc hai truc tuyén

Dé gilp cac co quan, don vi trong viéc khac phuc va xt ly su ¢6, ngay khi phat hién su cé lién quan
dén hé théng thu dién ti can nhanh chéng théng tin vé Té Ung ciiu su’'cd mang mdy tinh ctia Trung
tam Cong nghé thong tin va Truyén théng Thanh Hoa theo dia chi dudi day, dé dugc hé trg, xt ly kip
thoi, han ché t6i da cdc nguy co mat an toan théng tin mang.

Thong tin lién hé: bién thoai: (0237) 3718699; Fax (0237) 3718299

Email: ungcuusuco@thanhhoa.gov.vn

HUGNE DAN PHONC TRANH THU CIA MAO

Ghi nhé sé 1: “Khéng nén tin tudng tén
hién thi trong Email”

Mot chién thuat Itira ddo yéu thich cda cac tin
tac 1a gid mao tén hién thi cia mot email dé danh
Itra ngudi nhan dugc

FAKE MESSAGE

v ocnd l.ili._1 |._.\

Céc tén hién thi hay dugc gid mao nhutén ctia
cac Cong ty, t6 chuc, hang 16n; Ngudi quen cua
ban; Ngudi néi tiéng...
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Hello n I

Mark Zuckerberg mark@faceboook com

o me =
Tha
. Mark Zuckerberg mark@faceboook com
reply- booak
. mark@face com
. 1 deepankerTO@gmail com
Mon, Nov 5. 2012 at 10 44 AM
Hello

Important manly because of the people m the conversation

Ghi nhé sé 2: “Can nhac ky luéng khi bam
vao lién két (link) trong email”

Can trong khi bam vao bat cu lién két (link)
dugc gti trong n6i dung email. Lién két (link) dé
c6 thé dan ban tai mét website IUa dao gid mao,
quang cdo hay mét website doc hai ma tin tac
dung |Ién dé tan cong.



Jerry uswwm Shared a file with you o8

—

STy | s Pt sRaret i oloweg POF
| v e 1
= Click!!l!

B Dra Peaa 8 Ve T S Vi ey B

1116 AM (4 minutes age) .

Google

Kinh gin Quy khich hang,

Vietcombank xin trdn trong girl 161 Quy khich hing chuong trinh uu 48 ob ndl dung nhu sau

Fu @b 19 Dismond Bay Resort & Spa
Tén chuomg trinh Chuong trinh Muypén mi mia 1 hai gidng sinh tai Diamond Bay Reson & Spa
D41 wromg wn dbi: Tht c khach hing thanh tadn biing thé Vietcombank

Nk dung wu dii: Click yao diy. @b nhin wu dii 100% midn phi

bling thi do VCB phist hinh
cic chwsong trinh khuydn mai khac tai khach san
hé - Ms. Vy (0947 B4B 566) / Ms. Uyen (0905 025 006) hodc emall ressrvations@dian

Ngdn hang TMCP Ngoai Thuong Vidt Nam
Tru sd 198 Trin Quagg do sbm. Ha Mo Vidt Nam | Tel (84) 04 30343137 | Fax (84) 04 38260067| Website grorw viglc
©Bing muong Vidt Nam. Tt cl cac quyln duoc bo hé

Link tro t&i website
cua tin tac

Ghi nhé sé 3: “B6 qua cac email yéu cau
cung cap théng tin ca nhan cta ban”

Mét t6 chirc, cdng ty, ngan hang,... sé khong
bao gi¢ yéu cau ngudi st dung cung cap thong
tin ca nhan. Do vay ban hoan toan c6 thé b6 qua
chung khi nhan dugc cac email véi ndi dung do.

Va tham chi han ché t&i da, can nhéc can than
khi cung cdp théng tin ca nhan cho bat ky t6
chuc nao.

Ghi nhé sé 4: “Can trong véi cac email ¢6
tiéu dé Hap dan - Nhay cdm- Khan cap”

Panh vao tam ly clia ngudi dung, cac tin tac
thudng xuyén st dung cac tiéu dé cé tinh Hap
dan - Nhay cdm - Khan cap trong email dé Iua

ngudi dung. Chang ta bi tiéu dé dé lam cha
quan, mat canh giac, hay tham chi la hoang hét
va cam thay can phai xt ly gap. Vi du nhu: “Cap
nhat bang luong cong ty Quy 2/2016";“Canh bao:
Tai khoan clia ban bi dinh chi....

Targeted Attack in Vietnam
“_‘ = Tgiy Thi 4, 280712 NguyenThi LanHuong <thuprig=eSptmmm> 4 wht

Lintu0ng <Ihuof SIS 0n>
Chil 8 Danh sach 1ang luong Cucs Nam 2012

T MguyenThi
in doorpamEmson
MNgdy Thix Tu, 25thing 7. 2012, 1109

Chu y Danh sach co loi ka?

i M G DanhSachTangLuong.xs
L M1Wd.2ﬂwﬂi>cmtm TR View Open a8 & Google sprgalshest Downlosd

2
W n -
|\ et S g D e —,
Chi 6. 20 A i i gl co gum HEM e —
§ - 12, b
Bin e Tol
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.
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| | Bl i ] 7 o e
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T i, 3 1081 £ m‘!’

) g View Dovr

Ghinhé s6 5:“Can than, can nhac khi tai vé
cac File dinh kém trong email”

Tan cong bang viéc st dung cai ma doc, virus
trong céc file dinh kém trong email la phuong
thic tan cong phé bién va nguy hiém nhat hién
nay.

Khéng nén tai va mé& chay file ngay khi nhan
dugc cac email c6 file dinh kem.

Chuy t6i dinh dang file va tao théi quen quét
virus véi cac file dinh kém trudc khi mé chung.

Ghi nhé s6 6: “Nhan dién cac email spam -
email quang cao”

Ban can canh giac khi nhan cac email spam,
email quang cao tU Internet. Trong cac email nay
thudng di kém véi nhiéu rdi ro mat an toan théng
tin ma ching ta khdng mong muén nhu Iira dao,
ma dodc, gay dnh hudng t&i cong viéc khi nhan
qua nhiéu...
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Ghi nhé s6 7: “Can trong véi cac tin nhan
rac”

Clng tuong ty nhu email spam thi cac tin
nhan rac (sms spam) cling gay cho ngudi dung
rat nhiéu phién toai. Bén canh dé ngay nay cac
tin nhan rac thudng xuyén dugc st dung nhu
mot phuong thiic dé lira ddo ngudi dung nhu:

Ban trdng thudng mot xe SH...

Nhdn tin, goi t&i 1800XXXX, 1900XXXX,
TI00XXXXXX, 6XXX, 7XXX, 8XXX, 9XXX,...

Truy cap vao duong link, trang web

(Nguén Cuc An toan théng tin -
B& Théng tin va Truyén théng)
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THONG KE TINH HINH

AN TOAN THONG TIN

I. Tinh hinh An toan thong tin Quy Il nam
2017 trong nudc va qudc té

1. Tinh hinh tan céng DDoS va Ung dung
Web

Theo bdo cdo cia Akamai - Q2 2017 State of
the Internet/Security Report, cac cudc tan céng
DDoS va tan cong tiing dung web trong Quy Il da
gia tang dang keé.

DDoS ATTACKS [Q2 2017 vs. QL 2017]

= 28% increase in total DDoS attacks

= 27% increase in infrastructure layer (layers 3 & 4) attacks
= 21% increase in reflection-based attacks

= 28% increase in average number of attacks per target

LARGEST DDoS ATTACKS
- Q2 2017: 75 Gbps
- Q1 2617: 120 Gbps
+ Q4 2616: 517 Gbps
« Q3 2616: 623 Gbps
- Q2 2616: 363 Gbps

S6 lugng cdc cudc tdn céng DDoS trong Quy I
tdng 28% so vdi Quy |.

TOP WEB APPLICATION ATTACK
VECTORS (Q2 2017)
» SQL Injection (SQLi): 51%
= Local File Inclusion (LFI): 33%
« Cross-Site Scripting (X55): 9%

WEB APPLICATION ATTACKS [Q2 2017 vs. Q1 2017]
« 5% increase in total web application attacks
» 4% increase in attacks sourcing from the U.S.
(top source country)
+ 21% increase in SQLi attacks

2. Tinh hinh mau ma déc xuat hién méi
trong tiing thang va téng sé ma doc

10,000,000 700,000,000

« Toal Malware:
000,000

466,666,667

350,000,000

0
g E 8 M BB B B @& B oA s

Nguén: shadowserver

3. Tinh hinh Spam trong Quy I

Bdo cdo cuia Kaspersky Lab vé tinh hinh thu
rac va llra dao truc tuyén trong quy Il cho biét, s6
lugng thu rac trung binh trén thé gidi da tang lén
56,97%. Viét Nam tr& thanh quéc gia ¢ nguén
phat tan thu rac ding dau (12,37%), vuot qua
Hoa Ky (10,1%) va Trung Quéc (8,96%).



@ vietnam @ United States China @ india @ Germany @@ Russia @@ Brazil @ France @ Iran

@ Netherimds ) taly @ Mexico @ Tukey @ Argentina @ Spain @ Pakistan @ Indonesia
United Kingdom ) Bulgaria ) Other

Nguén: Kaspersky Lab

4. Tinh hinh khai thac 16 héng uing dung
trong Quy Il

Bao cado cua Kaspersky Lab vé thong ké ti lé
khai thac 16 hdng ting dung trong quy Il cho biét
bén canh viéc khai thac 16 héng chl yéu qua
trinh duyét Web (chiém 38,63%) thi trong quy |l
vGi viéc khai thac cac 16 hdng lién quan dén ting
dung Office ctia Microsoft chiém vi tri thit 2 (vGi
26,15%), trong d6 16 héng 0-day c6 ma la CVE-
2017-0199 chiém 71% cudc tan cdng cua tin tac,
bén canh d6 la vao cac 16 héng nhu CVE-2017-
0261 va CVE-2017-2062

@ colombia

@ Adobe Flash @ Android () Browser @ Java (@ oOffice @ PDF

Théng ké ti 1é ma khai thac st dung dé lay nhiém
ma doc trén cac ing dung (Nguén Kaspersky)

4.L6 héng trén Microsoft Word anh huéng
hau hét cdc may tinh chay Windows

Mot 16 héng nghiém trong trén Microsoft

Word bi phat hién cé khd nang gay anh huéng
t&i toan bd phién ban Windows, bao gom ca Win-
dows 10. Theo cac chuyén gia, 16 héng cé tinh
chat nghiém trong bai cho phép hacker vuot qua
cac co ché an ninh clia Microsoft.

Cudc tan cong nham vao Microsoft Office khai
dau bang viéc gui mot email dinh kém tép tin
Word doc hai cha OLE2link. Khi ngudi dung mé&
file, ma khai thac sé duoc thuc thi va két noi téi
may chu tu xa do hacker ki€ém soat. Tai day ma
khai thac tai vé mot file tng dung HTML (HTA)
ddéc hai gid mao file tai liéu RTF (Rich Text Format)
cla Microsoft. File HTA sau d6 tu dong thuc thi
trén may nan nhan, tai thém cac ma doc khac vé
dé chiém quyén kiém soat may tinh nan nhan,
doéng thai dong tap tin Word lai.

Hang Microsoft da biét dén 16 hong sau khi
dugc cac chuyén gia thong bdo vé cac cudc tan
céng khai thac 16 héng chua dugc va ti thang
1/2017. DBa dugc MITRE Corporation dat ma tén
qudc té: CVE - 2017-0199.

5. Tan cdng lira ddo gan nhu khéng thé bi
phat hién trén Chrome, Firefox va Opera

Mot chuyén gia phat hién cach thic tan cong
phishing Punycode "gan nhu khéng thé phat
hién" v&i ca nhimng ngudi st dung can than nhat
trén Internet. Theo do, hacker khai thac moét 16
héng da biét trén cac trinh duyét web dé hién thi
tén mién gid mao cac nha cung cap dich vu hop
phap nhu Apple, Google hay Amazon. Tu d6,
hacker c6 thé &n cap thong tin dang nhap, théng
tin tai chinh va cac théng tin nhay cdm khac cta
nguai dung.

[0 Hey
€« ¢ | & secure | nttps://wnw.apple.com Y| i

Hey there!

This may or may not be the site you are looking for! This site is obviously not
affiliated with Apple, but rather a demonstration of a flaw in the way unicode
domains are handled in browsers.

5 o

6. 1.900 may tinh tai Viét Nam nhiém ma
déc téng tién WannaCry

Ma doc téng tién WannaCry da tao ra mét
"can dia chan" trén thé gidi trong thang 5 vura
qua. Théng qua viéc khai thac 16 héng Eternal-
Blue trén Windows, WannaCry c6 kha nang lay

nhiém vai téc do lay lan rat nhanh. Tai Viét Nam,
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hé théng cta Bkav ghi nhan 1.900 may tinh
nhiém WannaCry va c6 t6i 52% may tinh ton tai
16 héng EternalBlue c6 nguy co bi tan cong. Ngay
sau do, cong cu ki€ém tra WannaCry cling da dugc
hang cung cap mién phi téi ngusi dung.

7. Ma déc EnternalRocks dat cac hé théng
trudc nguy co tdn cong APT

Ma déc EnternalRocks dugc cho la nguy hiém
hon cd WannaCry béi c6 kha nang lay rong hon
WannaCry nha s&f dung tGi 7 cdng cu tan cdng bi
ro ri ctia NSA. Thay vi tha ma doc toéng tién, En-
ternalRocks gianh quyén kiém soat trai phép trén
may tinh bi nhiém dé thuc hién tan céng c6 chd
dich APT trong tuong lai.

EternalRocks Worm

8.L6 héng nghiém trong an nap trong chip
Intel suét 7 nam

L6 héng nam trong tinh ndng quan ly tu xa
trén may tinh st dung bé vi xt ly Intel, cho phép
hacker kiém soat may tinh tir xa. L6 héng anh
hudng tdi tat ca hé thong Intel gém PC, laptops,
may chu bat tinh nang AMT (Active Management
Technology - Tinh ndang quan ly ndng déng). Intel
x€p 16 héng nay & muc dac biét nghiém trong va
phat hanh cac ban firmware méi trong dé cé
hudng dan khic phuc danh cho céac té chuc
khoéng thé cai dat ban cap nhat ngay lap tuc.

9. Ma déc ma héa dit liéu Petya nguy hiém
hon ca WannaCry

Ma doc téng tién ma hoéa dir liéu Petya xuat
hién va lam té liét hang loat ngan hang, san bay,
may ATM va mét sé doanh nghiép 1én tai chau
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Au. Két qua phan tich ma déc cho thay, Petya
nguy hiém hon nhung s6 lugng may tinh bi lay
nhiém sé it hon rat nhiéu so véi WannaCry do
khéng c6 module ty ddng quét cac may trén In-
ternet dé phat tan.

10. Hon 800 Ung dung trén Google Play
chira ma ddc quang cao Xavier

Gilta thang 6, mot loai ma doc quang cao,
Xavier, lay nhiém hon 800 (ing dung Android, am
tham thu thap di liéu nhay cdm clia ngudi dung.
Khu vuc c6 s6 lugng ngudi dung nhiém ma déc
cao nhat 1a cac nudc Pdng Nam A trong d6 ¢
Viét Nam.

\

{/
Xavier

Yet Another Android
' Malware On Google
Play Store

T
'
E

Dé tranh lay nhiém ma doc Xavier, ngudi
dung can can trong khi tai cac ing dung, nén cai
phan mém diét virus thudng truc cho thiét bi ctia
minh, thudng xuyén cap nhat ban méi cho thiét
bi va cho phan mém bao vé dé.

Il. Tinh hinh An toan théng tin trén dia ban
tinh trong quy 11/2017

1. Théng ké cac website trén dia ban tinh bi
tan céng

Ngay Domain

03/4/2017 | duongsatthanhhoa.vn

25/4/2017 | syt.thanhhoa.gov.vn/null.html

25/4/2017 | ytethanhhoa.gov.vn/null.html

18/5/2017 | nhakhach25b.thanhhoa.gov.vn/sh.html

29/6/2017 | dongphucthanhhoa.com/by.htm

29/6/2017 | daxanhthanhhoa.com/by.htm
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TIN HOAT DONG

Khai mac I6p tap huan “Kiém tra, danh gia
an toan théng tin va bao mat cho cac hé théng
thong tin”

Sang ngay 03/6/2017, Trung tam CNTT&TT
Thanh Héa da phdi hop véi Trung tam Ung ciu
khan cdp may tinh Viét Nam (VNCERT) - Chi
nhanh mién trung vé viéc td churc I6p dao tao
“Kiém tra, danh gia an toan théng tin va bdo mat
cho cac hé théng thong tin” cho d6i tugng la cac
can bo truc tiép van hanh Trung tdm An ninh
mang va An toan d liéu clia tinh va cadc hoc vién
clia Trung tam CNTT&TT Son La, Quang Tri.

Tham du khai mac 16p tap huan cé d/c Lé
Xuan Lam - Giam doc Trung tam CNTT&TT Thanh
Hoéa; dai dién lanh dao Trung tam CNTT&TT
Quang Tri va Son La va Trung tam VNCERT.

Phat biéu tai buéi khai mac 16p dao tao, déng
chi Giam d6c Trung tdam CNTT&TT Thanh Hoéa
nhan manh: Trudc tinh hinh dién bién phc tap
vé mat an toan théng tin hién nay, dé hoat dong
dam bdo an toan thong tin dugc trién khai hiéu
qua hon nira, dac biét trong ky nguyén céch
mang céng nghiép lan thi 4, nguy ca chién tranh
mang ngay cang hién h{u; Trung tam CNTT&TT
t6 chuc 16p dao tao véi muc dich gitp cho céac
can bo truc tiép lam vé céng tac an toan thong
tin nang cao ky nang, phuong phap trong viéc
ki€ém tra, ra soat va danh gia cdc nguy ca mat an
toan thong tin cho cac hé théng thong tin néi
chung va bdo ddm bao mat cho cac iing dung
trén nén Web néi riéng. D€ qua d6 cht dong, sén
sang déi phé, ngan chan va gidm thiéu cac nguy
co de doa gay mat an toan thong tin.

Lép hoc dugc t6 chuc tu ngay 03 dén
06/6/2017 véi sy huéng dan truc ti€p ctia can bd
Trung tdm VNCERT. Két thuc khéa hoc, cac hoc

vién thuc hién bai kiém tra va dugc cap gidy ching
nhan hoan thanh khéa hoc do VNCERT céap./.
NGO PHUGNG

Khai truong Trang thong tin dién ti Tap chi
Van nghé Xu Thanh

Sang 14/6/2017, Ban bién tap tap chi Van
nghé X Thanh phéi hgp véi Trung tam CNTT&TT
t6 chuc 1& ra mat va di vao hoat déng chinh thic
Trang théng tin dién t. TSi du 1é ra mat c6 dai
dién Ban Tuyén gido Tinh Uy, S& Thong tin va
Truyén théng, HOi Nha bao Thanh Hoa; lanh dao
va phéng vién cac co quan bdo chi: bdo Thanh
Héa, bdo Van hoa-Dai séng, Dai PT-TH Thanh
Hoa; phong vién thudng trd bao Nhan dan, Phan
xa TTXVN, Thudng vu H6i VHNT Thanh Héa...

Tap chi X& Thanh la dién dan Van hoc nghé
thuat truc thuéc H6i Van hoc nghé thuat Thanh
Héa, dugc phép xuat ban chinh thic ti thang
01/1994, 23 nam qua, dugc su quan tam cla lanh
dao tinh va cac co quan lién quan, tap chi da lam
t6t chic nang nhiém vu ctia minh.

Viéc xay dung trang TTDT téng hgp Tap chi
Van nghé xt Thanh la yéu cau cap thiét trong thoi
dai céng nghé s6, dong thai cling la viéc thuc
hién “Dé an quy hoach va phat trién béo chi trén
dia ban tinh Thanh Héa giai doan 2012-2020" ma
UBND tinh Thanh Hoéa da phé duyét, gitp cho viéc
Tuyén truyén, phé bién quan diém, dudng 18i cla
Dang vé phat trién van hoc, nghé thuat, gidi thiéu
cac sang tac van hoc, nghé thuat phuc vu cac
nhiém vu chinh tri, kinh t&, xa héi ctia dia phuong.
Tu nhitng ngay dau tién hinh thanh dé an, Trung
tam CNTT&TT da tich cuc tu van, hé trg Tap chi
trong viéc xay dung dé an, thiét ké trang théng
tin dién tl, bao cdo S& TT&TT, Cuc phat thanh
truyén hinh va thong tin dién ti (B TT&TT) trong
viéc cap phép thiét lap trang théng tin dién t
chay chinh thuc trén méi trudng mang tai dia chi
tapchixuthanh.vn. Trang théng tin dién ti cda
Tap chiVan nghé xd Thanh ra dgi la mét thuan lgi
to I6n trong viéc dap ung nhu cau phé cap CNTT
trén mang internet, gilip cho viéc tuyén truyén,
phd bién quan diém, dudng 16i clia Dang vé phat
trién van hoc, nghé thuat, gidi thiéu cac sang tac
van hoc, nghé thuat phuc vu cac nhiém vu chinh
tri, kinh té€, xa héi clia dia phuong. Thong tin vé
cac hoat déng van hoc, nghé thuat cda dia
phuong; dang tai cac bai nghién ctu, ly luan, phé
binh nham dinh huéng séang tao va thi hi€u tham
my. B6i dudng luc lugng sang tac van hoc, nghé
thuat, gép phan xay dung nén van héa Viét Nam
tién tién, dam da ban sac dan téc va mang dam
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sac thai dia phuong./.
LE NGOC DUY

Trung tam CNTT&TT Thanh Hoéa lam viéc
véi Ban Thi dua Khen thuéng Trung uong vé
Giai phap phan mém truc tuyén hoé trg céng
tac quan ly nha nuéc vé Thi dua Khen thuéng

Sang ngay 10 thang 5 nam 2017, Boan cong
tac clia Trung tdm da c6 budi lam viéc véi Ban Thi
dua Khen thudng Trung uang dé gidi thiéu Giai
phéap phan mém truc tuyén ho trg cong tac quan
ly nha nuéc vé thi dua khen thudng dang dugc
trién khai 4p dung tai Thanh Hoa.

Tham du budi lam viéc c6 déng chi Tran Thi
Ha - Thu trudng B6 N6i vy, Trudng Ban Thi dua
khen thudng Trung uang; d/c Nguyén Quéc Tudn
- Pho Giam d6c¢ S& Noi vu, Trudng Ban thi dua
khen thuéng tinh Thanh Hoa; d/c Lé Xuan Lam -
Giam déc Trung tam CNTT&TT Thanh Héa.

Sau khi nghe Trung tam CNTT&TT Thanh Héa
gidi thiéu giai phap phan mém truc tuyén, d/c
Tran Thi Ha danh gia cao sdn pham phan mém,
tinh hiéu qua va qua trinh nghién clu céng phu,
nghiém tuc cta tap thé can bd Trung tam. Biéu
duong va ghi nhan Ban Thi dua Khen thudng
Thanh Héa la mot trong nhiing don vi dan dau
cd nudc trong viéc ddy manh Uing dung Cong
nghé thong tin trong céng tac quan ly nha nuéc
vé Thi dua khen thuéng (TD-KT), déng gbp vao
su phat trién chung cGia nganh Thi dua Khen
thudng toan quéc.

Qua day d/c cling yéu cau Trung tam CNTT -
Ban TDKT TW hé trg Trung tam CNTT&TT Thanh
Hoa dong bo va két nGi dén hé théng “Quan ly
H6 so Thi dua Khen thudng dién td” hién tai da
dugc ap dung tai Ban TDKT TW va dé nghi Trung
tam CNTT&TT tiép tuc hoan thién giai phap va tu
van cho Ban TDKT tinh Thanh Héa ban hanh Quy
ché strdung giai phap, quy ché quan ly, cap nhat
va xay dung co s& dir liéu, nhanh chéng dua vao
ap dung trién khai toan tinh ti ngay 01/7/2017
va sém cé phuong an trién khai nhan réng san
pham phan mém nay cho cac don vi khac trén
toan quéc./.

CAO VIET CUONG

Trung tam CNTT&TT Thanh Héa t6 chuic thi
cap Chiing chiing dung Céng nghé théng tin
dot 2 nam 2017

Theo Quyét dinh s6 46/QD-SGDDT va 47/Qb-
SGDDBT clia S6 GD-BT tinh Thanh Héa, Trung tam
CNTT&TT Thanh Héa la don vi dau tién va cling
la duy nhat clia tinh dugc cdp phép viéc té chic
béi dudng, 6n thi, t6 chiic thi va cap ching chi
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Cong nghé théng tin; Ching chi dugc quy dinh
tai Thong tu 03/2014/TT-2014 cda B6 Thong tin
va Truyén thong.

Sang ngay 21 thang 5 nam 2017, Trung tam
CNTT&TT Thanh Hoéa té chirc ky thi sat hach cap
Chung chi cong nghé théng tin chuan co ban,
dot 2 ndm 2017; Hoi déng thi dugc S& GD-BT
thanh 1ap gom 14 ngudi, bao gobm day d cac Ban
theo quy dinh vé viéc t6 chuc thi va cap ching
chi ing dung cong nghé théng tin tai Thong tu
lién tich s6 17/2016/TTLT-BGDDT-BTTT ngay 21
thang 6 nam 2016 gi(ra B6 GD-DT va B6 Théng
tin va Truyén théng.

Ky thi Dot 2 nam 2017, c6 34 thi sinh dang ky
du thiva chi cé 24/34 thisinh da vuot qua 2 phan
thi cGla minh la phan thi trac nghiém ly thuyét
truc tuyén trén phan mém va phan thi thuc hanh
ky nang trén may tinh; toan bo ho so vé ky thi da
dugc gli S6 GD-DT tinh dé tién hanh cdp ching
chi, phoéi ching chi dugc B6 GD-DT cap theo s6
lugng thi sinh thi dau, dugc S& GD-DT Thanh Hoa
phé duyét.

Theo ké hoach, Trung tam lién tuc thu ho so
dang ky béi dudng, 6n thi va dugc td chiic thi 01
lan vao hang thang trong nam.

Moi théng tin vé dang ky boi duéng, 6n thiva
dang ky thi xin lién hé vé: Phong Pao tao va
Dich vu - Trung tam CNTT&TT Thanh Héa, sé
73 Hang Than, phudng Lam Son, thanh phé
Thanh Héa - BT: 02373.718.698 hoac thong
qua website: http://ict.thanhhoa.gov.vn

NGUYEN TINH

Chi bd Trung tam CNTT dai hoi diém

Thuc hién K& hoach s6 178-KH/BU ngay
06/6/2017 ctia Bang bd S& Thong tin va Truyén
thong vé td chiic Pai hoi chi bd truc thudc nhiém
ky 2017 - 2020. Trong cac ngay 26 va 27/7/2017
Chi bd Trung tdm CNTT da té chiic Dai hoi lan tha
lIl, nhiém ky 2017 - 2020.

Pay la 02 chi bdé dugc Bang bd S& Thong tin
va Truyén théng chi dao t6 chuc Dai hoi diém
nham rat kinh nghiém té chiic Dai hoi cho cac chi
bo khéc. Dy va chi dao Dai héi 6 dong c’hl'Tré‘n
Hong Trang - Uy vién Ban Thudng vy, Uy ban
kiém tra Dang Qy khéi cac co quan tinh; cac déng
chitrong Bang Uy S&, Bi thu cac chi b truc thudc
Pang b6 SG va cac dang vién clia cac chi bo.

Can cu Diéu lé Dang 1é Dang Cong san Viét
Nam, cac quy dinh trong viéc té chiic Dai héi Chi
b6, su chi dao chat ché, truc tiép ctia Bang Uy S&
trong viéc xdy dung cac van kién va cac budc tién
hanh Pai hoi, Pai hoi diém & 02 Chi bd da diénra



theo dung K& hoach va thanh cong tét dep.

Bdo cdo chinh trj cda Chi bd Trung tam CNTT
khoa Il trinh tai Dai hoi Chi bo lan thi I, nhiém ky
2017-2020 chird: Trong nhiém ky 2015 - 2017, chi
b6 da bam sat sy lanh dao, chi dao cia BCH Bang
ay, Ban Giam déc dé lanh dao can bé dang vién,
CBCCVC, NLD, trién khai hoan thanh tét chuic
nang, nhiém vu dugc giao va cac chuong trinh, ké
hoach cong tac trong tam cla S&, Chi bd Trung
tam CNTT dat 100% khoi lugng céng viéc dugc
giao déu hoan thanh dam bao chat lugng va tién
do thai gian. Cong tac xay dung DPang luén dugc
chu trong, déi méi ndi dung phuong thic sinh
hoat phu hgp vdi tinh hinh thuc t&, néu cao tinh
than phé binh va tu phé binh theo tinh than Nghi
quyét Trung uong 4 (khoa Xl) va thuc hién Nghi
quyét Trung uong 4 (khéa XIl) gan vai thuc hién
“Hoc tap va lam theo tu tudng, dao duc, phong
cach H6 Chi Minh”. Céng tac gido duc chinh tri tu
tudng cho can bd dang vién luon dugc chi bd
quan tam chu trong.

Phat bi€u chi dao tai dai hoi Chibo Trung tam
CNTT, dong chi Tran Hong Trang - Uy vién Ban
Thudng vy, Uy ban kiém tra Dang Gy khéi cac co
quan tinh da biéu duong nhiing két qua ma Chi
bé Trung tam CNTT dat dugc trong nhiém ky
qua, danh gia cao céng tac té chiic Dai hoi cua
Chi bd Trung tdm CNTT. Déng chi yéu cau trong
nhiém ky t&i, cdc dong chi dang vién trong chi bo
ti€p tuc guong mau di dau, néu cao trach nhiém
trong moi linh vuc; doan két, d6i mai, tap trung
thuc hién ké hoach céng tac hang nam; nang cao
nang luc lanh dao va stic chién dau cua t6 chuc
Dang, chu trong tyu phé binh va phé binh; tuyén
truyén, van déng dang vién trong chi bo chap
hanh t6t cha truong, chinh sach ctia Dang, phap
luat ctia Nha nudc, xay dung chi bo trong sach
viing manh. Dong chi cling nhan manh: ti thanh
cong clia dai héi diém, Pang Qy S& sé té chiic hop
rat kinh nghiém, tiép tuc chi dao, dén doc céac chi
bo con lai chuan bi tét céng tac t6 chic Pai hoi
dam bao theo ké hoach dé ra.

VAN BAN MOl

Ngay 16 thdng 3 ndm 2017, Thi tudng Chinh phti ban
hanh Quyét dinh s6'05/2017/QD-TTg quy dinh vé hé thng
phuong dn iing citu khdn cdp bdo ddm an toan théng tin
mang quéc gia.

Quyét dinh nay quy dinh vé hé théng phuong an ting ctu khan
cap bdo ddm an toan thong tin mang qudc gia. Hé thong thong tin
do Bo Qudc phong, Bd Cong an quan Iy khong thudc pham vi diéu

chinh cGa Quyét dinh nay.

Theo quyét dinh nay, su ¢6 an toan thong tin mang nghiém
trong la su co dap (ng dong thai cac tiéu chi. Thi nhét, hé thong
thong tin bi su ¢6 la hé thong thdng tin cap do 4, cap do 5 hoac
thudc Danh muc hé théng thong tin quan trong qudc gia va bi mgt
trong cac su cd sau: Hé thang bi gian doan dich vu; D liéu tuyét
mat hodc bi mat nha nudc ¢6 khd nang bi tiét 19; Dir liéu quan trong
clia hé thong khdng béo dam tinh toan ven va khdng c6 kha néng
khoi phuc dugc; Hé thong bi mét quyén diéu khién; Su 6 6 kha
nang xay ra trén dién rong hodc gay ra cac anh hudng day chuyén,
lam t6n hai cho cdc hé théng thong tin cap dd 4 hodc cap d6 5 khac.
Thit hai, cht quan hé thdng thong tin khong da kha nang tu kiém
sat, x{t Iy dugc su co.

Quyét dinh cling quy dinh cu thé hé thong phuong an ting ctu
khan cdp bao dam an toan thong tin mang quéc gia. Trong do,
phuong an ting ctiu khan cdp bao dam an toan thong tin mang
qudc gia la phuong an ting ctu cho su ¢d an toan thong tin mang
nghiém trong dap ting cac tiéu chi néu trén va hé thong thong tin
bi s cd la hé thdng thdng tin cap @6 5 hodc thudc Danh muc Hé
thdng thdng tin quan trong quac gia.

Quyét dinh quy dinh cu thé phan cdp t6 chiic thyc hién ting cu
su ¢6 bdo dam an toan thong tin mang qudc gia. Cu thé, Ban Chi
dao an toan thong tin qudc gia dam nhiém chiic nang Ban Chi dao
qudc gia vé (ing cu khdn cap bao dam an toan thong tin mang
(Ban Chi dao quéc gia).

Ngay 25 thdng 4 ndm 2017, UBND tinh Thanh Héa ban
hanh Quyét dinh s6'1293/2017/QD-UBND vé Ban hanh Quy
ché ddm bdo an toan thong tin mang trong hoat déng iing
dung cong nghé théng tin ciia cdc co quan qudn Iy nha nudc
tinh Thanh Hoa.

Doi tuong ap dung clia Quy ché la cac s, ban, nganh cap tinh,
cdc don vi sunghiép cdng lap truc thudc UBND tinh; UBND cac huyén,
thi xd, thanh phd, UBND cac xd, phutng, thi trén; cac can b, cong
chiic, vién chiic, nguoi lao dong va cac t6 chiic, cé nhan ¢ lién quan
tham gia van hanh, khai thac cac hé thong thong tin tai cac co quan
quan Iy nha nudc; cc doanh nghiép cung cp dich vu vién thong,
CNTT, Internet, cac doanh nghiép, t6 chiic, ca nhan c6 tham gia vao
cac hoat dong tng dung CNTT clia cac co quan quan Iy nha nudc.
Quy ché ciing khuyén khich cac co quan, don vi khac cd hoat dong
(ing dung va phat trién CNTT trén dia ban tinh &p dung.

Quy ché quy dinh cac ndi dung vé bao vé thong tin ca nhan,
bao vé hé thdng thdng tin, giam st an toan hé thong thong tin va
ngan chan xung dot thong tin trén mang nham tuan thu cac quy
dinh cia Lugt An toan thdng tin mang va cac van ban phap ludt co
lién quan dé gidp cac co quan quéan Iy nha nudc gidm thiéu t6i da
€ac nguy co gdy mat an toan thong tin mang trong hoat dong ting
dung CNTT.

Mat so quy dinh mdi cta Lugt An toan thdng tin mang va cac
van ban phap ludt 6 lién quan dugc UBND tinh Thanh Héa cép nhat,
b sung quy dinh cu thé tai quy ché nay.

CAOVIET CUONG

TRUNG TAM CNTT&TT THANH HOA - S0 03 S



Hoi thao “Cach mang Cong nghiép 4.0 va trién khai
chinh quyén dién tir trén dia ban tinh Thanh Hoa”

gay 28-7, Tai TP Thanh
N Hoéa, S& Thoéng tin va

Truyén théng phoi hop
véi HOi Tin hoc Thanh Hoéa va
Cong ty dich vu Mobifone Khu
vuc VI t8 chuc hoi thao “Cach
mang Cong nghiép 4.0 va trién
khai chinh quyén dién tu trén
dia ban tinh Thanh Héa".

H6i thdo nham nang cao
nhan thc, hiéu dung va day da
dé ti€p can cudc cach mang
céng nghiép lan thua 4, dong
th&i néu cac giadi phap dé té
chuc thuc hién cac dé an, ké
hoach cua tinh trong trién khai
xay dung chinh quyén dién tu,
cac dich vu thanh phé théng
minh trén cac linh vuc, gép
phan thuc day phat trién kinh
té, xa hoi, quoc phong, an ninh
cla tinh Thanh Héa.

Cudéc cach mang coéng
nghiép lan thi 4 dugc ma dau
bang nhirng d6t pha khoa hoc
vao thé gidi vi mé, hinh thanh
nhiing céng nghé mdéi nhu
cong nghé nano, in 3D, cong
nghé sinh hoc phan tU, di
truyén, tri tué nhan tao (Al), In-
ternet két noi van vat (Internet
of Things - loT)... da va dang lam
bién déi toan bd hé théng san
xuat, quan ly, quan tri ctia méi
quoc gia. Trong thai gian khong
Xa, cudc cach mang nay sé cé
tac dong manh mé tGi dai séng
san xuat ctia con ngudi, két noi
loT tr& nén phd bién, nhiéu
hoat déng sé dugc thuc hién
bang tri tué nhan tao.

Thuc hién chl truong cla

Toan cdnh hoi thdo.

Nha nudc vé viéc tang cudng
nang luc ti€p can cudc cach
mang céng nghiép 4.0, trong
thoi gian qua Trung uong,
Chinh pht va tinh Thanh Hoéa
da ban hanh nhiéu cha truong
dé day manh tng dung CNTT
xay dung chinh quyén dién tu,
phat trién cac dich vu thanh
phé théng minh, tiing budc
ti€p can vGi cac cong nghé méi
trong cudc cach mang cong
nghiép lan thi 4.

D6i vai tinh Thanh Héa,
nh{ing ndm qua, viéc tng dung
CNTT da c6 tac doéng tich cuc
dén qua trinh thuc hién cdi cach
hanh chinh nham bao dam viéc
cong khai, minh bach, dan chu,
céng bdng trong viéc tiép can
théng tin, tiing budc cung cap
cac dich vu hanh chinh céng
qua mbi trudng mang, goép
phan han ché cac tiéu cuc, tang
tinh chinh xac, kip thaoi, tién ich
va hiéu qua trong giao dich
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gitra chinh quyén véi t6 chiic va
céng dan. Viéc t6 chuc héi thao
“Cach mang Cong nghiép 4.0
va trién khai chinh quyén dién
tU trén dia ban tinh Thanh Hoa"
la diéu kién quan trong dé t6
chuc thuc hién cac dé an, ké
hoach cua tinh trong trién khai
xay dung chinh quyén dién tu,
cac dich vu thanh phé théng
minh trén cac linh vuc, gép
phan thuc hién thing lgi Nghi
quyét s6 36-NQ/TW ngay 01-7-
2014 cta B6 Chinh tri (khoa XI)
vé day manh (ng dung, phat
trién cong nghé thong tin, dap
Ung yéu cau phat trién bén
viing va hdi nhap quéc té; Nghi
quyét s6 36a/NQ-CP ngay 14-
10-2015 cGa Chinh pha vé
Chinh phu dién ti, phan dau
dén nam 2030 tré thanh tinh
cong nghiép theo hudng hién
dai.

Theo thanhhoa.gov.vn



