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Bao dam an toan théng tin
V 4
cho he thong thong tin quan tron
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CAO VIET CUONG
Trudng phong Tong hop - Hanh chinh
Trung tam CNTT& TT Thanh Hoa

rién khai Quyét dinh
T632/QD—TTg cta Chinh

pht, Cuc An toan thong
tin (BO TT&TT) t6 chiic chubi
hoat déng tap huan, dién tap
dam bdo an toan théng tin cho
cac linh vuc quan trong.
Chuong trinh &dm bdo an toan
cho cac hé théng thong tin
guan trong cla cac linh vuc
quan trong da dién ra vao té
chuc chiéu ngay 27/6 tai TP.
Sam Son, Thanh Hoéa, véi su gop
mat cla 17 co quan nha nudc,
Tap doan kinh t& Téng cong ty
nha nudc va cac té chuc tai
chinh ngan hang.

Tham du budi Dién tap cé
ong Nguyén Thanh Hung, Tha
truéng BO TT&TT; 6ng Nguyén
Thanh Hai, Cuc truéng Cuc
ATTT, B& TT&TT: dai dién lanh
dao tinh Thanh Hoéa; cung cac
can bé lanh dao, can bo quan ly,
can bé ky thuat cta 17 don vi
tham gia chuong trinh, bao
goém: Bdo hiém xa hoi Viét Nam;
Uy ban Chting khoan Nha nuéc;
Cuc CNTT - Ngan hang Nha
nudc Viet Nam; Tap doan Dién
luc Viét Nam; Tap doan Dau khi
Viét Nam; Tap doan Xang dau
Viét Nam;...

Phat biéu khai mac budi
Dién tap, 6ng Nguyén Thanh

o

4O Na. TRUYEN THONG
g() THO

& THONG CONG N
Thanh Héa,

Trung tam X0 §1

nam 2018 -~

Ong Nguyén Thanh Hdi, Cuc truéng Cuc An toan thong tin - B)
TT&TT phdt biéu khai mac budi dién tdp (Anh: ICTnews)

Hai cho biét, ATTT hién nay da
trd thanh van dé néng, thu hat
dugc su quan tam clia cac cap,
cac nganh va cong doéng xa hoi.
Cong tac bdo ddm ATTT la cong
tdc mang tinh thudng xuyén,
lién tuc, khong ngung cha
doéng phong ngura, dién tap x
ly cac tinh hudng dat ra. Thuc
tién cho thdy, cac cudc tan cong
mang vao hé théng thong tin
quan trong clia cac qudc gia
trén thé gidi déu la hinh thuc
tan céng co cha dich, tinh vi. Do
d6, mac du hé théng thong tin
quan trong dugc ap dung
nhiéu giai phap bao dam ATTT,
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tham chi khong két néi Inter-
net, dugc co lap... nhung van bi
tan céng mang gay su o, thiét
hai. Nguyén nhan cha yéu la do
nhan thic va nang luc ky thuat
cla nhan luc phu trach con
chua tuong xung.

Clng theo nhan dinh cla
ong Nguyén Thanh Hai, hoat
déng bao dam ATTT cia mdi co
quan, t6 chiic ngoai viéc phai
tuan thd nghiém quy dinh cta
phap luat con can tap trung vao
3 van dé gém con ngudi, cong
nghé va quy trinh x{ ly su c6.
Trong dé, yéu té con ngudi la
quan trong nhat. Trong diéu



Cdc don vi dién tdp ndng cao ndng lyc xit Iy tinh huéng tdn cong mang vao hé thong diéu khién cong
nghiép va tai chinh quan trong.

kién nguén luc dé dau tu ha
tang ky thuat hién dai, tién tién
nham bao dam ATTT con khé
khan va chua thé trién khai
xong trong ngan han, cac co
quan, t6 chlic can sém tap
trung hoan thién 2 yéu t6 con
ngudi va quy trinh. Yéu té con
ngudi can dugc quan tam dao
tao diing muc, ndng cao ca vé
nhan thuc va nang luc ky thuat.

Thai gian qua, Cuc ATTT va
Trung tam VNCERT thudc B6
TT&TT da thudng xuyén td
chtic cac hoat dong dién tap
trong nuéc va quoc té véi nhiéu
chu dé khac nhau. Tuy nhién,
day la 1an dau tién té chiic dién
tap vGi ch dé vé cac hé théng

diéu khién céng nghiép va tai
chinh, ngan hang quan trong
tai Viét Nam. Chuong trinh dién
tap “Nang cao nang luc xu ly
tinh huéng tan cong mang vao
hé thong coéng nghiép va tai
chinh quan trong” dién ra trong
thoi gian 2 tiéng, 17 don vi
tham gia theo 2 khu vuc. Trong
dé, 8 don vi dién tap bao dam
ATTT cho cac hé thong diéu
khién céng nghiép va 10 don vi
dién tap vé bao dam ATTT cho
cac hé théng tai chinh, ngan
hang. Truc ti€p hudéng dan cac
doéi dién tap la 2 chuyén gia
quéc té dén ti Nga va My.
Chuong trinh Dién tap bao
goém 5 tinh huéng tap trung

vao viéc xU ly chi dao, lam viéc
theo nhém gilp cac lanh dao,
can b6 quan ly, ky thuat vién
chuyén trach vé an toan théng
tin, CNTT clia cac cd quan quan
ly SCADA/ICS va hé théng tai
chinh - ngan hang quan trong
c6 thé thuc hién cac bién phap
phong chéng, xt ly cac tinh
huéng tan céng mang trong
cac kich ban mo phong khi hé
théng van dugc van hanh binh
thuong. Qua do, giup can bo co
thém nhan thic vé cac nguy co
an toan thong tin méi doi véi
hé thong do minh quan ly va
kinh nghiém thuc t& nhanh
nhay, tu tin hon khi xt ly cac
van dé an toan thong tin chua
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Toan cdnh Hoi nghi “Bdo ddm ATTT cho hé thong théng tin quan trong”.

biét trudc khi van hanh hé
théng thong tin quan trong clia
t6 chic minh.

N&i ti€p su kién, sang ngay
28/6/2018, Cuc ATTT, BOTT&TT
da chi tri té chiic H6i nghi “Bao
dam ATTT cho hé théng théng
tin quan trong” nham nang cao
nhan thuc, ky nang va kinh
nghiém thuc té trong céng tac
bao dam ATTT, phong, chéng
tdn c6ng mang vao cac hé
thong théng tin quan trong clia
11 linh vuc, dac biét la cac hé
thong SCADA/ICS va hé théng
théng tin quan trong cla cac té
chic tai chinh - ngan hang.
Tham gia trinh bay tham luan
tai hoi nghi la cac chuyén gia
hang dau trong linh vuc ATTT
dén tu co quan chuic nang
thudéc BO TT&TT, cac chuyén gia
uy tin trong nudc va quoc té

(dén tir My va An Do) vé bao
dam ATTT cho hé thong
SCADA/ICS va hé théng tai
chinh - ngan hang quan trong.

Phat biéu tai Hoi nghi, Thu
trudng Nguyén Thanh Hung
nhan manh, can khan truong ra
soat, hoan thanh viéc xac dinh
va xday dung phuaong an bao
dam ATTT cho céc hé théng
théng tin cap d6 4, cap do 5
trudc thang 11/2018 theo chi
dao cta Thu tudng Chinh phu.
Trén co s& do, ra soat, 4p dung
cac tiéu chuan, quy chuan ky
thuat quéc gia va quoc té. Cac
bién phap bao dam ATTT can
t6i thiéu dap Ung yéu cau cua
tiéu chudn quéc gia TCVN
11930 nam 2017.

Tai H6i nghi, cac chuyén gia
cung cac dai biéu khach mai da
tap trung vao thao luan va chia
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sé cac van dé co lién quan trong
hoat dong bdo dam ATTT cho
hé théng thong tin quan trong;
tu d6 nghién ciu, dé xuat va ap
dung cac bién phap, giadi phap
nang cao nang luc bado dam
ATTT cho ¢ quan, té chic cla
minh, gép phan vao coéng tac
bdo dam ATTT quéc gia ndi
chung.

Tham gia chuang trinh, cac
don vi dugc nang cao kién thi,
ky nang vé bao dam an toan
thong tin mang. BDong thdi, cac
don vi dugc trdi nghiém thuc té
cac cudc tan céng/phong thu
mang, tr d6 dugc trang bi thém
ky nang va kinh nghiém thuc
tién dé trién khai cong tac bao
dadm an toan cho hé théng
thong tin quan trong clia quéc
gia./.



Vai tro caa Trung tdm diéu hanh an toan thong tin
trong viéc trién khai chinh quyén dién ti tinh Thanh Hoa

TRAN NGOC HUNG
Phé Trudng phong Qudn tri hé thong
Trung tam CNTT&TT Thanh Héa

gay nay, v&i su phat
trién nhu va bao cla
khoa hoc cong nghé -

ddac biét la cong nghé théng tin,
cung vé6i su phé dung cua
mang Internet trong xu thé
cudc cach mang céng nghiép
lan thi tu, ngay cang c6 nhiéu
thiét bi théng minh két noi
mang giup cho cac té churc, ca
nhan, dia phuong da va dang
Ung dung cong nghé théng tin
vao moi mat clia dai song, gép
phan nang cao hiéu qua hoat
déng, phuc vu phat trién kinh
té - xa hoi, gop phan bao dam
quéc phong, an ninh cla dat
nudc. Cung vdi su phat trién
nay, cac déi tugng tan céng va
hinh thuic tan c6ng mang cling
ngay mot da dang, phuc tap...

Nhitng cudc tan cong nay
khong chi gay dinh tré hé
thong, tiét 16 thong tin nhay
cadm, ma con céng khai nhiéu
tai liéu mat cha cac quoc gia
gay tén that vé chinh tri, ngoai
giao.

Trong thdi gian qua, thuc
hién chi dao cta Chinh phu
trong viéc xay dung Chinh pht
dién t0, tinh Thanh Hoéa da xay
dung Dé an “Xay dung Chinh
quyén dién ti va phat trién cac
dich vu thanh phé théng minh
tinh Thanh Hoéa giai doan 2017
- 2020" v6i cac muc tiéu hudng
t&i xay dung Chinh quyén dién
td tinh Thanh Héa. Viéc trién
khai xdy dung chinh quyén
dién ti théng qua thuc day
phat trién va ing dung CNTT sé

xuat hién nhiing nguy co méi
vé mat an toan thong tin va
tiém &n nhing mdi de doa
nghiém trong dén hoat dong
cUa toan bo hé thong. Bai vay,
da dat ra nhiém vu ddm bao an
toan théng tin mang cho cac hé
thong théng tin cla cac co
quan, t6 chuc trén dia ban tinh
nham tranh khéi nhimng hiém
hoa mat an toan théng tin
trudc nhiing tan cong mang cé
thé xay ra. D€ c6 thé lam viéc
nay can phai trién khai xay
dung Trung tam diéu hanh an
ninh mang (SOC) cuda tinh,
trong do phai c6 mét hé théng
giam sat an toan mang
(GSATM) phu hgp nham kiém
soat, thu thap toan b Iuu
luong dir liéu vao ra cho ca mot
hé théng thong tin va dua ra
nhiing cdnh bao chinh xac t&i
ngudi quan tri hé théng khi cé
tan cong xay ra.

Dé bao dam an toan théng
tin cho cac hé théng théng tin
cac co quan, té chic da trang bi
nhiéu thiét bi, cdng nghé khac
nhau dé hé trg viéc ddm bado an
ninh thong tin hé théng. Tuy
nhién, trén thuc té ké ca khi
dugc cap nhat lién tuc, cac hé
théng bao mat van khong thé
theo kip t6c d6 xuat hién cla
cac loai hinh tan céng mdi. Do
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dé, dat ra nhu cau can c6 nhiing don vi tap trung
dé xtt ly cac van dé an ninh, c6 kha nang xur ly
nhanh cac su c¢d va giam sat lién tuc dé phat hién
cac bat thuong du la nho nhat. Bong thdai la noi
xay dung cac gidi phap téng thé nham ung phoé
vGi cac cudc tan coéng dugc 1én ké hoach ky
ludng.

Mé hinh Trung tdm Diéu hanh An toan thong
tin (SOC) sé cung cap mét gidi phap téng thé cho
van dé an ninh théng tin. Vé cg ban, nhiém vu
ctaTrung tam SOC bao gom: Giam sat, phat hién
cac bat thuong trong hé théng; kién toan hé
théng, ngan nglia cac vu viéc mat an toan théng
tin; Phan ng, diéu tra, xt ly lai cac su c6, méi de
doa; Kiém soat va danh gia mdc dé tuan thu cua
t6 chuc. Bén canh d6, Trung tam SOC con c6 thé
gian tiép thuc hién cac muc tiéu: Thu hep khoang
cach gilta viéc van hanh CNTT va bdo dam ATTT;
Quan tri tap trung tat ca cac cong nghé phong
thu, gidm sat, canh bao; Banh gid muc d6 hiéu
qua trong céng viéc dau tu bao mat, van hanh hé
thong.

Trung tam diéu hanh an ninh mang (SOC) két
hgp gilta ba thanh phan: Quy trinh, Con ngudi va
Coéng nghé. Cac thanh phan nay thé hién méi
quan hé nhu & hinh dudi day. Ngoai cac gidi phap
cong nghé, nhitng quy trinh, chinh sach chat ché
trong cac khau két hgp véi nguén luc con ngudi
cling dong vai tro rat Ién trong dam bao an ninh.

ninh théng tin xac dinh nhiing nguy co chinh,
thu tu uu tién dugc moé hinh héa tur cac dir liéu
thu thap va phan tich, tur d6 dua ra cac bién phap,
cach thiic dugc cach phét hién va phong chong,
khac phuc. Cac quy trinh dugc thuc hién theo mo
hinh nhu & hinh dudi day:

* Help Desk
» Other IT departments

ALERTS FROM:
(t ,) + Security Intelligence Platform
-

Monitoring

% B
T I e r 1 + Opens ticket and closes false positives

Basic investigation and mitigation

.
¥

-

"
» ] * Deep Investigations
Ie r + Mitigation / recommends changes
*J‘ .

-

'

", . + Advanced investigations + Forensics
W Tle r 3 « Prevention + Counter intelligence

Threat hunting + Malware reverser

Fhat hién

Phan tich

Hir ly
Ung edru
APT

e —
P 530wy

Didu tra

Endpoint
Gidm sat

SIEM Kigém thir

- Con ngudi: La nhiing chuyén gia trong Trung
tam diéu hanh an ninh mang, dugc phan cong
nhiém vu rdé rang dé phéi hgp van hanh hé
théng. Mai vi tri @m nhiém mot cong viéc trong
hé théng, tuan theo quy trinh quy chuan ctia don
vi; Bén canh dé ciing can cé su hgp tac lam viéc
gilta cac vi tri, cadc bd phan dé phat hién, khac
phuc su c6. So d6 phan tach céc vi tri cong viéc
gan lién véi nhan su dugc thé hién & hinh dudi
day:

- Quy trinh: La cac quy dinh, quy trinh, chinh
sach an ninh théng tin dugc trién khai trén hé
thong. Day la budc ma cac b phan phu trach an

CJ TRUNG TAM CNTT&TT THANH HOA - S0 09

Tier 1
Alert
Analyst

Hunter
(Threat Intel)

s0C SME/
Hunter
Manager (Mahware RE)

SME/
Hunter
(Endpoint)

Tier 1

Lroontines | (0]

Analyst

Tier 1
Alert
Analyst

Incident
\ Responder

Tier 1

 Frontines | (0

Analyst




Trong dé:

+ Alert Analyst: Nh{rng chuyén vién c6 nhiém
vu theo doi - giam sat, va canh bao tir hé thong
VvGi thai gian 24/7; Khi ¢6 canh bao tir hé théng,
sé phan tich, danh gia va chuyén tai Incident Re-
sponder hoac SME/Hunter.

+ Incident Responder: La nhiing chuyén vién
c6 nhiém vu tiép nhan nhiing canh béo tir Alert
Analyst; Thuc hién ngan chan cac su c6 dugc tiép
nhan.

+ SME/Hunter: La nhiing chuyén gia cé kinh
nghiém lam viéc, c6 chuyén mén cao. Truc tiép
xU ly cac su c6 an ninh, diéu tra, va dua ra cac diéu
lénh ngan chan céc su co.

+ SOC Manager: La ngudi quan ly hé thong
SOC.Tiép nhan cac thong tin bao cao, phan tich
tur cdc SME/Hunter; Ngudi phat ngén khi cé sy co
xay ra véi hé thong.

- Cong nghé: Mot trong s6 cac giai phap cong
nghé trong tdm cda Trung tdm SOC la hé théng
giam sat an toan théng tin mang (SIEM) déng vai
tro quan trong trong viéc dam bao an toan thong
tin cho toan bd Trung tam. Hé théng nay cho
phép thu thap, chuan hoa, luu trit va phan tich
tuong quan toan bd cac su kién an toan mang
dugc sinh ra trong hé thdng CNTT cla t6 chui;
Day cling chinh la thanh phan c6t 16i trong mét
Trung tam SOC.

Hé thong GSATM dong vai trod rat quan trong
khong thé thi€u trong ha tang CNTT. Thuc hién
giam sat moi hoat dong ctia hé théng, tinh trang
hoat déng clia toan bo cac thanh phan tham gia
nhu ting dung, thiét bi,... thu thap, chuan hoa, luu
trlf va phan tich tuong quan toan b6 cac sy kién
an toan mang dugc sinh ra trong hé théng thong
tin cQa té chiic. Qua dé, kip thai phat hién va dua
ra canh bao toan dién van dé an toan théng tin
trong hé théng.

Hé théng GSATM da phat trién qua cac cong
nghé: quan ly thong tin an toan (Security infoma-
tion management - SIM), quan ly su kién an toan
(Security Event Management - SEM) va giai phap
quan ly phan tich su kién ATTT (Security Informa-
tion and Event Management - SIEM).

- Hé théng SIM tu déng thu thap dit liéu, ghi
su kién tu cac thiét bi an toan, chdng han nhu
tudng Ira, may cha, hé théng phat hién xam

nhap va phan mém chéng virus. Hé thong dich
cac di liéu, ghi vao cac dinh dang tuong quan
don gian; Do chua c6 thanh phan phan tich va x
ly su kién an ninh, nén SIM chi c6 thé phat hién
va xUt ly dugc cac bién cé don gian.

- Hé thong SEM thu thap cac dit liéu sy kién,
nhat ky do cac thanh phan (thiét bi, i'ng dung)
trong hé théng tao ra. Sau do tap trung héa viéc
luu trit va xtr ly, phan tich cac su kién, roi lap bao
cao, dua ra théng bao, canh béo lién quan dén
van dé an ninh, an toan ctia hé théng; Han ché
clia SEM la khéng c6 kha nang luu tr nhat ky
trong thdi gian dai.

SIEM la mot gidi phap hoan chinh két hgp ti
SIM va SEM, cho phép cac t6 chiic thuc hién viéc
giam sat cac su kién ATTT cho mot hé thong. N6
dugc xay dung trén nhiing uu diém cla hai giai
phap SIM, SEM va b6 sung thém cac tinh nang
m&i nham muc dich tang cudng hiéu qua trong
viéc gidm sat an toan mang. Nguyén ly ca ban
clia SIEM la thu thap cac di liéu vé cac su kién an
toan ti nhiéu thiét bi khac nhau, & cac vi tri khac
nhau trong hé théng. T d6 gilip ngudi quan tri
c6 thé dé dang theo déi tat ca cac dir liéu & tai
mot vi tri duy nhat dé phat hién xu hudng va theo
doi cac dau hiéu bat thudng, cliing nhu cac dau
hiéu tdn cong mang cé thé xay ra. Mot diém
manh n{a cda SIEM la kha nang gidm sat, quan
ly ngudi diing va su thay d6i cau hinh cho cac hé
thdng khéac nhau, cung cap kha nang kiém soat
dang nhap, xem xét va ting phé su co.

Vé ca ban hé thng GSATM tuan thi theo mo
hinh SIEM. Day la mé hinh chung cho hé thong
GSATM dugc sir dung phd bién hién nay trén thé
gi6i. Doi vai hé thong GSATM chuc nang chinh
cla no la sé thu thap di liéu, phan tich va luu trir
dir liéu, canh bao.

Bai s0 sau, tac gia sé cung cap thém vé viéc
trién khai mé hinh gidm sat tai cac cg quan, don
vi trén dia ban tinh Thanh Hdéa trong viéc gidam
sat an toan thong tin mang tap trung phuc vu xay
dung Chinh quyén dién tdr./.
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Cong tdc bao dam an toan thong tin
trong viec trien khai dng dung CNTT
trong cdc o quan dang tinh Thanh Hoa

ong nghé théng tin
C(CNTT) [a moét trong

nhiing ha tang quan
trong clia quoc gia, vlia la
nganh kinh té - ky thuat, vua la
nganh ha tang mém phuc vu
phat trién kinh té - xa hoi, dam
bdo an ninh quéc phong va chu
quyén s6. Tuy nhién, cing vGi
qua trinh ddy manh (ng dung
CNTT, cdc nguy co vé 16 lot, mat
an toan théng tin cling ngay
cang tang va nhing hinh thuc
tdn cong trén mang ngay cang
da dang, tinh vi, nguy hiém.
Ung dung Céng nghé théng tin
di doi véi an toan, an ninh
thong tin dang la van dé“nong”
va dang dugc nhiéu quéc gia,
nhiéu t6 chuc va céng déng
dac biét quan tam.

Thuc hién cac Dé an tin hoc
héa hoat déng clia co quan
DBang giai doan 2001 - 2005 (Bé
an 47); giai doan 2006 - 2011
(Dé an 06), dén nay ha tang ky
thuat vé Cong nghé théng tin
(CNTT) ctia cac co quan Dang
tinh Thanh Hoa da dugc dau tu
xay dung, lap dat dua vao su
dung kha doéng bo. Viéc phat
trién va ing dung CNTT clia cac
cap Uy dang tinh Thanh Hoa da

LE TRUNG ANH
Phong Co yéu - CNTT
Vdn phong Tinh iy Thanh Hoa

c6 nhiing chuyén bién ca ban
ca vé nhan thurc va hanh dong;
cong tac lanh dao, chi dao Ung
dung CNTT gan véi cai cach
hanh chinh va déi méi phuong
thuic lanh dao ctia Pang da gop
phan nang cao chat lugng, hiéu
qua cac mat cong tac, d6i mai
I€ 16i tac phong lam viéc; chat
lugng, hiéu qua trong céng tac
chuyén mén tung budc dugc
nang lén ro rét. Phan Ién céac
van ban di/dén nhu cac béo cao
dinh ky, dot xuat da dugc thuc
hién bdang mang may tinh;
nhiéu don vi da sir dung céc
phan mém dé phuc vu diéu
hanh tac nghiép di vao hoat
dong c6 nén nép. Cac cong tac
quan ly vé nghiép vu van thu,
luu trit, quan ly thé, ho so dang
vién, xtt ly don thu, khiéu t6, ké
toan, quan ly tai san thuan lgi
va khoa hoc hon.

Viéc trién khai tng dung
cdng nghé thong tin phai gan
két chat ché véi viéc bdo dam
an toan, an ninh va bao mat
thong tin. Cong tac bdo dam an
ninh, an toan mang luén dugc
dé cao. Thuc hién nghiém tuc
Chi thi s6 28-CT/TW ngay
16/9/2013 cla Ban Bi thu trung
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uong Dang "vé tang cudng
cong tac ddm bdo an toan
théng tin mang"; Chi thi sé
14/CT-TTg ngay 25/05/2018 clia
Thu tuéng Chinh pht "vé viéc
nang cao nang luc phong,
chéng phan mém déc hai"; cac
canh bdo cla Cuc An toan
thong tin - B6 thong tin va
truyén théng vé cac phan mém
doéc hai dang phat tan trén
mang Internet... Cac co quan
dang trong tinh luén tuan tha
theo quy ché quan ly, stt dung
va bdo vé mang thong tin dién
rong clia Bang, khéng két noi
mang may tinh ndi bd vai
mang Internet, trién khai hé
théng ATK (tuong Itra mém),
cac thiét bi tuong lka cing
(Firewall), thiét bi phat hiém
xam nhap trai phép (IPS), thiét
bi bdo mat ASA, dinh tuyén
Router, phan vung VLAN; hé
théng backup SAN, cai dat hé
théng phong, chéng virus, hé
diéu hanh, phan mém hé théng
c6 ban quyén. Cac thiét bi tin
hoc dugc cac co quan chic
nang kiém tra an ninh trudc khi
dua vao st dung; st dung cac
gidi phap bdo mat chung thu
sO, chit ky s6, cac thiét bi bao



DANG BO TINH THANH HOA

HE THONG THONG TIN PIEU HANH TAC NGHIEP

NHAP TAI KHOAN VA MAT KHAU

Tai khoan:

Mat khdu

Canh bao tdi trirde khi d8ng nhap vao cac trang knac
Téi dang st dung méy tinh cdng céng.
Ghi nhd dang nhap

DANG NHAP NHAP LAl

Vi Iy do béo maét, vui long dang xuat va déng trinh duyét sau khi hoén thanh céc cong viéc cén phéi xdc thuc théng tinl

Bon vi chil quan: Tinh dy Thanh Hoa @ Ban quyén thudc Van phong Tinh dy
Dia chi: $6 04 Ha Vian Mao, Phirimg Ba Dinh, Thanh pho Thanh Héa

Bbién thoai: 02373.852337; Fax: 02373852867

HB o kij thudt 02373 752 345 - 02373.852 866
Email: hotrokythuat@thanhhoa.dcs.vn

Hé thong thong tin diéu hanh tdc nghiép trong cdc co quan Ddng.

mat truyén hinh hoi nghi truc
tuyén,...

Ung dung cac giai phap bao
dam an toan, bao mat cla Ban
Ca yéu Chinh pht cho di liéu
luu trt va trao déi trén mang
nhu: bao mat van ban dién t&
cap do "tuyét mat, t6i mat" gui,
nhan trén mang, thiét bi bao
mat dudng truyén hoi nghi
truyén hinh truc tuyén; trién
khai thiét bi nhé an toan. Trién
khai hé théng diét virus thong
nhat trén toan bd hé thong
mang dién rong cla Pang,
dugc phan cap va quan tri, cau
hinh tap trung. Thudng xuyén
cap nhat, thong bao thong tin
vé nguy cd, hiém hoa mat an
toan hé théng, an ninh théng
tin trong cac hoat déng ung
dung CNTT; quan triét, nang
cao nhan thuc, y thuc trach
nhiém va ky nang st dung cho

ngudi dung vé cac bién phap
bado dam an toan hé théng va
an ninh théng tin, bao vé bi mat
cla Bang va Nha nudc trong
hoat dong ung dung CNTT.
Thuc hién cac gidi phap ky
thuat thyc hién quan ly ngudi
dung tap trung trong mang
may tinh ndi bo (trong méi co
quan va trong toan bd hé
théng cac ca quan dang); kiém
soat, giam sat hoat dong truy
nhap, khai thac thong tin trong
mang; sao luu, bao vé di liéu
hé théng va céc ing dung.
Thuc hién ké hoach Ung
dung CNTT trong cac co quan
dang giai doan 2015 - 2020 sé
tich hop cac hé théng co sé ha
tang va hé théng thong tin clia
co quan Pang theo moé hinh
kién trac théng nhat cia Trung
uong; bao dam cac ung dung
CNTT déu thiét thuc, hiéu qua,

tiét kiém va gan két chat ché
gitta tinh tién lgi v&i bao dam
an toan théng tin, bao vé bi mat
cla Pang va Nha nudc; Cac
giao dich gilta cac co quan
dang dugc thuc hién trén moi
trudng mang may tinh néi bd
va Internet c¢6 quan ly tap
trung; gép phan dac luc vao ddi
méi phuang thuc, 1€ 16i lam
viéc, cai cach tha tuc hanh
chinh trong Pang, tang cudng
cdng tac cai tién quy trinh lam
viéc, chudn hoa quy trinh,
nghiép vu dé ing dung CNTT
dat hiéu qua cao; phuc vu truc
ti€ép cac cap uy Dang trong viéc
xay dung cac van ban lanh dao,
chi dao.

Cac ca quan Dang dan hoan
thién co s& ha tang ky thuat va
hé théng bao mat, an toan
théng tin: Hé théng mang
thong tin dién réng cac cg quan
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Dang két néi véi nhau qua mang
truyén sé liéu chuyén dung trén
dudng truyén chd yéu la cap
quang, cac don vi dinh tuyén
thanh mang ngang hang c6 thé
truy cap truc tiép sang viing céng
céng cta nhau ma khéng can hé
théng Uy quyén (Proxy). Da xay
dung Trung tam tich hop dr liéu
(Data Center), cau hinh, cai dat,
tap trung cadc may chu, da liéu
cla cac huyén, thi, thanh phé,
thuan Igi hon trong cong tac
quan ly, cai dat, trién khai, van
hanh, bao tri, bdo ddm an toan,
an ninh théng tin. Phong hop
truc tuyén da dugc xay dung va
st dung thudng xuyén gilra trung
uong vdéi tinh, tinh v&i cac huyén
mang lai hiéu qua, tiét kiém thai
gian, chi phi té chuc héi nghi

Xuat phat tur yéu cau cap thiét
phuc vu céng viéc, Van phong
Tinh Uy da chu trong dau tu xay
dung cac hé théng théng tin dac
thu va cac hé théng théng tin,
hom thu cong vu trén Internet
theo tén mién do Van phong
Trung uong Pang cap (.dcs.vn) st
dung dé trao d6i thong tin khéng
mat. Tai cdc dang uy xa, phudng,
thi tran trong tinh da chuyén doi
sang sU dung cac ung dung va
thu dién tlr cong vu trén Internet
dé thuan tién trong trao doi
théng tin, dap Uing yéu cau, ding
quy dinh, gidm chi phi ddm bao
an toan.

Dé cong tac bdo dam an toan,
an ninh théng tin c6 hiéu qua
hon, déng thai ddy manh Ung
dung c6ng nghé thong tin trong
toan dang bo, cac co quan dang,
nha nudc, doanh nghiép va
ngudi dan can thuc hién toét mot
sO giai phap sau:

Mét la: Quan triét, chi dao thuc

hién chdp hanh nghiém Luat An
toan thong tin mang, Chi thi s6
28-CT/TW ngay 16/9/2013 cla
Ban Bi thu trung uong Pang ; Chi
thi s6 14/CT-TTg ngay 25/5/2018
cta Thu tuéng Chinh phu; Luat
Co yéu, Phap Iénh Bao vé bi mat
Nha nudc va cac nghi quyét, chi
thi, van ban chi dao clia Bang,
Nha nudc vé céng tac dam bao
an toan thong tin, bdo vé bi mat
Nha nudc.

Hai la: Ddy manh tuyén truyén,
giao duc cho can b, dang vién
va nhan dan nhan thuc ré tam
quan trong clia an toan théng tin.
Nang cao y thuc, trach nhiém,
chdp hanh phap luat vé an toan
thong tin.

Ba la: Ban hanh quy dinh ndi
b6 vé dam bao an toan théng tin.
Trang bi day du cac kién thuc co
ban vé may tinh, mang may tinh,
bdo mat thong tin, cac quy dinh
clia phap luat vé an toan thong
tin cho can b9, dang vién, cong
chuc, vién chuc trong khai thac,
st dung, van hanh cac hé théng
thong tin.

Bén la: Quan tam bé tri, tuyén
dung, dao tao can bd chuyén
trach vé CNTT c6 pham chat
chinh tri vtng vang, du nang luc,
trinh d& chuyén mon dé truc tiép
quan ly, van hanh hé théng mang
va cac hé théng théng tin cla co
quan, don vi, dia phuong.

Ndm la: Chi d6ng xay dung va
trién khai cac bién phap phong
ngla, ké hoach ting pho su cé an
toan théng tin, dau tranh ngan
chan, day Iui théng tin xau, doc
hai trén mang, dac biét la mang
xa hoi. Thudng xuyén tu kiém tra,
danh gia cong tac dam bdo an
toan théng tin clia co quan, don
vi, dia phuong./.
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Théng tin chung vé
16 hdng bao mat

- L6 hong bdo mat la
khiém khuyét clia cac
thanh phan phan mém,
phan cing hoac cla
toan bo hé théng c6 thé
bi s&r dung dé thuc hién
cac moi de doa an toan
thong tin (ATTT) clia hé
thong. Bat ky hé théng
nao cling déu cé nhiing
16 héng nhat dinh,
chung c6 thé dugc sinh
ra trong moi giai doan
thuéc vong doi clia hé
thong.

- L6 héng bao mat
Websitela nhiing diém
yéu nam trong thiét ké
va cdu hinh cta hé
théng, 16i cta lap trinh
vién hodc so suat trong
qua trinh van hanh.

1.L6 hdng bao mat
Injection (L6i chén ma
doc): Injection la 16
héng xay ra do su thiéu
sét trong viéc loc cac di
lieu dau vao khoéng
dang tin cay. Khi ban
truyén cac d liéu chua
duoc loc téi Database
(Vi du nhu 16 héngSQL
injection), t&i trinh
duyét (16 hdng XSS), téi
may chd LDAP (16 héng
LDAP Injection) hoac t&i
bat cu vi tri nao khac.




Mot s6

LO HONG

pho bién clia Website
va cach déi pho

HA TUAN ANH

Trung tam CNTT - So Tai nguyén va Moi truong

Cach ngan chan 16 héng: DE chéng lai 16
héng nay chi “don gian” la van dé ban da loc dau
vao dung cach chua hay viéc ban can nhac liéu
mot dau vao co6 thé dugc tin cay hay khong. Vé
can ban, tat ca cac dau vao déu phai duoc loc va
kiém tra tri trudng hgp dau vao dé chic chan
dang tin cay. (Tuy nhién, viéc can than kiém tra
tat ca cac dau vao la ludn ludn can thiét).

2. Broken Authentication: Day la nhém céc
van dé co thé xay ra trong qua trinh xac thuc. Vi
du nhu: URL c6 thé chira Session ID va ro ri né
trong Referer Header clia ngudi dung khac; Mat
khau khéng dugc ma héa hodc dé giai ma trong
khi luu trit; L6 héng Session Fixation; Tan cong
Session Hijacking c6 thé xdy ra khi thdi gian hét
han cua session khong dugc trién khai dung hoac
st dung HTTP (khdng bdo mat SSL)...

(1 E

Cach ngan chan 16 héng: Cach don gidn nhat
dé tranh 16 h6ng bado mat web nay la sir dung
mot framework.

3. L6 héng XSS (Cross Site Scripting): Day la

mot 16 héng rat phé bién. Ké tan cdngchén cac
doan ma JavaScriptvao ting dung web. Khi dau
vao nay khéng dugc loc, ching sé dugc thuc thi
ma doc trén trinh duyét cia ngudi dung. Ké tan
cong co thé 1ay dugc cookie clia ngudi dung trén
hé thong hodc Itra ngudi dung dén cac trang web
doc hai.

Cach ngéan chan 16 héng: C6 mot cach bao
mat web don gidn d6 la khong trd lai thé HTML
cho ngudi dung. Théng thudng cach giai quyét
dan gian chi la Encode (chuyén déi vé dang di
liéu khac) tat ca cac thé HTML. Vi du thé <script>
dugc tra vé dudgi dang &lt;script&gt.

4. L6 héng Insecure Direct Object Refer-
ences: L6 hdng nay xay ra khi chuong trinh cho
phép ngudi dung truy cap cac tai nguyén (dir
lieu, file, database). Néu khong thuc hién qua
trinh ki€ém soat quyén han (hodc qua trinh nay
khéng hoan chinh) ké tdn cong c6 thé truy cap
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mot cach bat hgp phap vao cac dit liéu nhay cam,
guan trong trén may cha.

Cach ngan chan 16 héng:

- Test can than: Nguyén nhan gay ra |6i
thudng 1a do su bat can clta developer. Tuy
nhién, néu dé san pham bi 16i thi day la 16i cha
tester. Day la 16i nam trong code, do d6 tester
phai chiu trach nhiém néu dé |6i nay xay dén vai
ngudi dung.

- Bao vé diliéu “nhdy cdm”: V&i nhiing dir liéu
nhu source code, config, database key, can han
ché truy cap. Cach tét nhat la chi cho phép cac IP
ndi b truy cap cac dit liéu nay.

- Kiém tra chat ché quyén truy cap clia ngudi
dung.

5. Security Misconfiguration (Sai sét cau
hinh an ninh): Do viéc cau hinh an ninh long léo
tai cac tang trong kién tric web nhu nén tang,
0OS, mdy chl Ung dung, webserver, database,...
khién cho ké tan céng cé thé khai thac vao cac
ung dung, vi du nhu sau: Chay ting dung khi ché
do debug dugc bat; Directory listing; S dung
phan mém 16i thai (WordPress plugin, PhpMyAd-
min cG); Cai dat cac dich vu khéng can thiét;
Khong thay doi default key hodc mat khau; Tra vé
16i xr ly thong tin cho ké tdn cong loi dung dé tan
coéng.

Cach ngéan chan 16 héng: C6 mét qua trinh
“xay dung va trién khai” t6t. Can moét qua trinh
audit chinh xac bdo mat trén may chu trudc khi
trién khai.

6. Sensitive data exposure (RO ri dif liéu
nhay cdm): Cac dir liéu nhay cdm khoéng dugc luu
trir va bao vé can than, dan dén khi bi ké tan céng
khai thac gay ra nhiing anh huéng cho hé thong
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may chd va khach hang.

Cach ngan chan 16 héng:

- SU dung HTTPS c6 chiing chi phu hgp va PFS
(Perfect Forward Secrecy). Khong nhan bat c
thong tin gi trén cac két n6i khong phaila HTTPS.
C6 ¢ an toan trén cookie.

- Can han ché cac di liéu nhay cam co kha
nang bi 16 ctia minh. Néu ban khéng can nhiing
dir liéu nhay cdm nay, hay huay né.

- Néu ban cé dit liéu nhay cdm ma ban thuc su
can, luu trlrma hda né va ddm bao rang tat ca cac
mat khau dugc sir dung ham Hash dé bao vé.
Khéng luu trir cdc khda ma héa bén canh dir liéu
dugc bao vé.

7. Missing function level access control (16i
phan quyén): Do thiéu cac diéu khoan trong viéc
phan quyén quan tri cac muc, dan dén viéc ké tan
cobng c6 thé loi dung va truy ra cac diém yéu trén
hé théng hay Igi dung dé leo thang dac quyén.

Cach ngén chién 16 héng: G phia may cha,
phai luén dugc phan quyén mét cach triét dé tu
khau thiét ké.

8. Cross Site Request Forgery (CSRF): Lgi
dung so hd ctia nan nhan, ké tan céng c6 thé lua
nan nhan thuc hién cac hanh déng nguy hiém
ma nan nhan khong hé hay biét, vi du nhu
chuyén tién tir tai khoan nan nhan sang tai khoan
ké tdn céng, théng qua cac 16 héng XSS.

Cach ngén chan 16 héng: Luu trit mot Token
bi mat trong mét trudng form dn ma khong thé
truy cap dugc tu trang web clia bén tha ba. Tat
nhién ban phai xac minh trudng an nay. Mét sé
trang web yéu cau mat khiu clia ban ciing nhu
khi stta d6i cac cai dat nhay cam.

9. Using component with known vulnera-
bilities: Do viéc st dung ma khéng kiém duyét
cac thu vién, plugin, module, ting dung... c6 ton
tai cac 16 héng da dugc cong khai, tir dé ké tan



cong ¢6 thé loi dung dé tan cong vao hé théng
va thuc hién cac muc dich xau.
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Cach ngan chan 16 héng: Chu y can than khi
st dung cac thanh phan cla bén tha 3. Kiém tra
can than cac doan code quan trong clia ban. Néu
cac doan code nay ¢4 16 héng, tin tic c6 thé doc

co s& d liéu, tép tin cdu hinh, mat khau... clia
ban. Dam bdo ban dang s dung phién ban méi
nhat cla tat cad moi thi va c6 ké hoach cap nhat
ching thudng xuyén.

10. Unvalidated redirects and forwards:
Viéc chuyén hudng khéng an toan ngudi dung
dén mot dudng dan bén ngoai c6 thé bi ké tan
céng Igi dung dé chuyén hudng nan nhan dén
mot trang dich dugc chudn bi sdn clha ké tan
cong..

Cach ngan chan 16 héng:

- Khéng st dung chiic nang chuyén hudng

- C6 mot danh séach tinh cac vi tri hop 1é dé
chuyén hudng dén.

- C6 Whitelist tham s6 ngudi dung xac dinh.

-

Huéng dan ngan chan

MA 90C DAO TIEN RO

TREN TRINH DUYET

mat cla cac dong tién 4o, tao con s6t trén

toan cau. Diéu nay cling da thuc day hacker
gia tang mang mé cac hinh thuc tan céng nham
bién may tinh ngudi dung thanh cong cu dao
tién do. Hién co 2 hinh thuc tan cong phé bién
nhat dugc hacker st dung la khai thac 16 héng
website va Igi dung mang xa hoi dé phat tan
virus.

Thc‘ii gian qua, ching kién su tang gia chéng

NGUYEN THI LIEN
Trung tam CNTT&TT Thanh Héa

Hacker thudng chon cac website cé nhiéu
ngudi st dung dé tan cong va cai ma doc cé chuic
nang dao tién o I1én dé. Khi nguai dung truy cap
vao cac website nay, ma doc sé dugc kich hoat.
Véi han 40% website tai Viét Nam tén tai 16 héng
c6 thé bi xam nhap, khai thac, day sé la dich
nham cda hacker trong viéc phat tan ma doc dao
tién do.

Véi hinh thic th hai la hacker phat tan virus
dao tién do théong qua mang xa héi. Sau khi lay
nhiém, ma déc sé am tham s dung tai nguyén
clGia may nan nhan dé chay cac chuong trinh dao
tién.

Dac diém chung ctia Ma doc dao tién 3o sé
khién cho toc do x ly ciia may tinh clia nguoi
dung tr& nén cham, cé ltc gan nhu khéng thé
chay cac phan mém cé yéu cau téc do xur ly cao

TRUNG TAM CNTT&TT THANH HOA - S0 09 B



(chinh stra anh hodc video). Néu ngudi dung chi st dung cac phan mém véan phong binh thudng sé
khéng cam nhan may tinh bi cham, chi khi két n6i internet, dung cac phan mém xt ly d6 hoa, thiét
k& mai thay van dé nay.
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Cach thic ngan chan dao tién do théng qua trinh duyét

1. Kiém tra hiéu ndng may tinh va cac két ndi

- S dung phan mém mién phi c6 tén “Process Explorer” ctia Microsoft tai dia chi https://docs.
microsoft.com/en-us/sysinternals/downloads/process-explorer dé kiém tra danh sach cac tién trinh
dang chay va tai nguyén sif dung trén may tinh.
¥ Process Explorer - Sysinternals: www.sysinternals.com

File Options View Process Find Users Help

CIFIETEEERT Y Y=

o |- e | [ [

Process PID CPU  Private Bytes Description Company Name VirusTotal Verified Signer
1] System Idle Process 0 64.27 0K 4K
= & Bkaexe 29180 12.10 33752 K 30.436 K Bkav Pro Intemet Security Bkav Corporation 062 (Verified) Bkav Co...
[[=i FoxitReader exe 24584 536 197.572 K 32972 K Foxit Reader 7.2, Best Read... Foxit Software Inc. 061 (Verified) Foxt Sof ..
[&z] IntemetWrapper.exe 21112 5.00 1.912K 9.432 K IntemetWrapper Sony Corporation 0/57 (Verified) Sony Cor...
Qplowﬁﬂm 24636 412 52,968 K 71,660 K Sysintemals Process Explorer  Sysintemals - www . sysinter... 0/61 (Verified) Microsoft...
[2z] MBAMService exe 2904 21 462.032 K 354,080 K Malwarebytes Service Malwarebytes 0/60 (Verified) Malware...
=[] svchost exe 1176 191 35584 K 34,236 K Host Process for S Corporation 0/61 (Verified) Microsoft:
O|OUTLOOK EXE 19704 0.7 152,063 K 119,064 K Microsoft Outlook Microsoft Comporation o/62 (Verified) Microsoft
(W] WINWORD.EXE 26088 0.55 110,784 K 60,624 K Microsoft Word Microsoft Corporation 061 (Verified) Microsoft.
0 K Hardware Intemmupts and DPCs
1] VAIOUpdt exe 21176 0.39 2928 K 4828 K
%, WDDrive UtitiesHelper exe: 8644 034 333K 4524 K WD Drive Ltiities Helper Westem Digttal Technolog... 0/59 (Verfied) WESTE
B_] csrss.exe 20504 0.33 2816K 15508 K
= @ chome exe 1212 030 198.260 K 136,436 K Google Chrome Google Inc /61 (Verified) Google Inc
1] dwm.exe 18004 0.28 SL112K 064K
= K] System 4 020 1,892 K 711692 K
= 't WDAppManager.exe 9596 0.20 78076 K 31,960 K WD App Manager Westem Digital Technolog... 0/61 (Verfied) WESTE.
& Blavlilexe 23704 0.19 12,888 K 22,020 K Bcav Lkl Bkav Corporation /62 (Verified) Bkav Co
=) [7] Brav System Service exe 2304 0.17 20943 K 7568 K Bkav System Service Bkav Corporation 1/62 (Verified) Bkav Co
= . explorer.exe 2716 0.16 85388 K 93,000 K Windows Explorer Microsoft Corporation 0/62 (Verified) Microsoft...
= B Snagit Editor.exe 11612 0.13 144 316 K 29,456 K Snagit Editor TechSmith Corporation 0/55 (Verffied) TechSmi...
CodeMeter.exe 2912 0.07 324K 5,156 K CodeMeter Runtime Server ~ WIBU-SYSTEMS AG 0/58 (Verified) WIBU-S...
" chrome exe 3080 0.06 76.224 K 54,044 K Google Chrome Google Inc. 0/61 (Verified) Google Inc
= [{ WDBachupService exe 26372 0.06 31520 K 14,316 K WDBackupSenvice Westem Digital Technoleg... 0/57 (Verified) WESTE...
' chrome exe 5256 0.05 259,024 K 366,928 K Google Chrome Google Inc. 061 (Verified) Google Inc
[z] WDDriveService exe 2484 0.05 11.412K 12,584 K WD Drive Service Westem Digital Technoleg... 0/62 (Verified) WESTE...
¢ chrome exe 4092 0.04 328.032K 147,804 K Google Chrome Google Inc. 061 (Verified) Google Inc
] VESMgrSub exe 27444 0.04 5.608 K 8164 K
[#z]swchost exe 1080 0.04 6.852 K 6,428 K Host Process for Windows S... Mi Corporation 061 (Verified) Microsoft ...
¢ chrome exe 16572 0.03 70872 K 22212 K Google Chrome Google Inc. 061 (Verified) Google Inc
B WINWORD.EXE 20680 0.03 24380 K 37,168 K Microsoft Word Microsoft Comporation 061 (Verified) Microsoft ...
[57]lsass.exe 936 0.03 7576 K 9,368 K Local Securty Authority Proc... G tion 061 (Verified) Microsoft....
[z]svchost exe 392 0.02 8.136K 8,952 K Host Process for Windows S... Mi ft C 1 0/61 (Verified) Microsoft ...
i UniKeyNT exe 29596 0.02 1.980 K 1,976 K 061 (No signature was...
ﬂ Eventhing.exe 13100 0.02 1.508 K 1,144 K Evenything 0/61 (Mo signature was...
(= [7] swehost exe 80 0.02 9.992 K 11,916 K Host Process for Ghee Comp 1 061 (Verified) Microsoft....
] Evenything exe 2628 0.0 31.512K 29,400 K Evenything 061 (Mo signature was...
(= [7] swehost exe 1052 0.01 24748 K 17.176 K Host Process for Ghee Com 1 0/61 (Verified) Microsoft....
jﬁ WINWORD.EXE 22368 0.01 142K 25308 K ft Word Ce 1 061 (Verified) ft

CPU Usage: 35.73% Commit Charge: 35.91% Processes: 137 Physical Usage: 70.50%
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- Bang cach kiém tra tai nguyén clia cac tién trinh dang st dung, ta phat hién dugc su gia tang dot
ngdét trong viéc st dung hiéu nang clia may tinh dé qua dé dat nghi van vé viéc lay nhiém cac loai
ma doc dao tién do.

- St dung cong cu khac cling clia Microsoft la TCPview tai dia chi https://docs.microsoft.com/
en-us/sysinternals/downloads/tcpview. Cong cu nay cho phép nhanh chéng xem chinh xac qua trinh
két néi vai cac dia chi bén ngoai internet, va tham chi cho phép ban két thic qua trinh, déng két néi.
Théng qua cong cu nay, ngudi dung c6 thé kiém tra danh sach cac tén mién ma ma doéc két néi dén
nhu & trén cé xuat hién trén may tinh ctia minh hay khéng.

& TCPView - Sysinternals: www.sysinternals.com

File Options Process View Help

& A <

Process FID Protocal Local Address Local Port Remote Address Remate Paort State ©

" [System Proc.., O TCP desktop-k992591 55632 123.30.245113 https TIME_walT
W7 [System Proc... 0 TCP desktop-k992a91  556EE 52.109.88.40 https TIME_WaIT
BT [Systern Proc... 0 TCP desktop-k992a91  55EE7 52.109.88.35 hittps TIME_WaIT
(: browserexe 2292 TCP desktop-k992291 55672 216.58.203.229 hittps CLOSE_WAIT
(5 browserexe 2092 TCP desktop-k992291 55680 172.217.27.46 hittps CLOSE_WAIT
(= browserexe 2292 TCP desktop-k992591 55682 74.125.24.105 https CLOSE_WAIT
& chiome.exe 060 TCP desktop-k992a91 55607 54.192.75.155 hitps CLOSE_WAIT
@ chiome.exe 30680 TCP desktop-k992a91 55647 94.31.29.16 hitps CLOSE_WAIT
@& chrome.exe 9080 TCP desktop-k992a91 55653 203.162.235.186 http CLOSE_WAIT
(5 browserexe 15412 TCP DESKTOP-K9324,.. 51360 localhost 51361 ESTABLISHED
(& browserexe 15412 TCP DESKTOP-K9324... 51961 localhost 51960 ESTABLISHED

i browser.exe 2232 TCP desktop-k992a91 54555 74.125.24.183 hitps ESTABLISHED
browiser. exe 2292 desktop-k992a91 74.125.200.18 ESTABLISHED

(& browserexe 2292 TCP desktop-k992a91 55673 172.217.27.46 https ESTABLISHED
& browserexe 2292 TCP desktop-k992a91 55674 216.58.199.14 hitps ESTABLISHED
E browserexe 2292 TCP desktop-k992a91 55675 216.58.199.14 hittps ESTABLISHED
(& browserexe 2292 TCP desktop-k992a91 55676 216.58.203.229 https ESTABLISHED
(& browserexe 2292 TCP desktop-k992a91 55677 172.217.27.46 https ESTABLISHED
@ browserexe 2232 TCP desktop-k932a91 55673 172.217.27.46 https ESTABLISHED
5 browser exe 2232 TCP desktop-k932a91 55681 7412524105 https ESTABLISHED
5 browser exe 2232 TCP desktop-k992a91 55683 7412524 94 https ESTABLISHED
& chrome.exe 9080 TCP desktop-k992291 54414 c4.52 cOad.ipd. static.slr... hitps ESTABLISHED
& chiome.exe 9060 TCP desktop-k992a91 54415 edge-star-shy-02-hkg3.fa... hitps ESTABLISHED
& chrome.exe 9080 TCP desktop-k992591 55023 222.255.236.155 hitps ESTABLISHED
& chrome.exe 8060 TCP desktop-k992a91 55161 edge-star-mini-shv-01-hk. .. hitps ESTABLISHED
& chrome.exe 9080 TCP desktop-k992291 55166 104.244.42.200 hittps ESTABLISHED
& chrome.sse 3060 TCP desktop-k992a91 55312 104.17.103.69 https ESTABLISHED
& chiome.exe 3060 TCP desklop-k932591 55458 199.96.57.6 hitps ESTABLISHED
& chiome.exe 30680 TCP desktop-k932a91 55557 184.84.51.108 hitps ESTABLISHED

2. Ngan chan ma ddc dao tién ao trén Chrome, Firefox

SUrdung tién ich trén trinh duyét: No Coin, minerBlock va NoScript la tién ich m& rong dugc phat
trién dé phat hién va ngan chan van nan dao tién 4o lén khi ngudi dung duyét web. Cach sirdung rat
daon gian, ngudi dung c6 thé tham khao nhu sau:

Budc 1:Tai vé theo dudng dan sau.

- No Coin (Chrome): https://chrome.google.com/webstore/detail/no-coin-block-miners-on-
t/gojamcfopckidlocpkbelmpjcgmbgjcl?hl=en

No Coin Extension clia Google Chrome dugc danh kha kha hiéu qua khi chan dugc cac phan mém
nhu Coinhive. N6 c6 thé phat hién ra cac doan ma JavaScript sit dung béi miner va ngan chan trinh
duyét truy cap vao website do. Luu y extension nay c6 thé khién cho toan bd webpage khong thé
truy cap bang cac user khac.

- minerBlock (Chrome): https://chrome.google.com/webstore/detail/minerblock/emikbbbebcd-
fohonlaifafnoanocnebl?hl=en

minerBlock |a mot extension cé san cla Google Chrome c6 kha nang bao vé trinh duyét khoi
crypto jacking bang hai phuong thic khac nhau. Mét la cach truyén théng chan cac request/scripts
tu mét danh sach blacklist thudng dugce sir dung bai AdBlock va cac phan mém chan miner. Cach thu
hai la phat hién cac hanh vi dao tién do tiém tang bén trong cac doan script da tai va xu ly ngay lap
tuic. Day la uu thé khién minerBlock dem lai hiéu ting tot hon véi crypto jacking qua proxy.

- NoScript (Firefox): https://addons.mozilla.org/en-US/firefox/addon/noscript/

NoScripts |a mot Add-on chan JavaScript cho Firefox, véi quy dinh kha nghiém ngdt. N6 sé v hiéu
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héa hoan toan cac noi dung JavaScript trén webpage, dan dén xt ly vo s6 website. NoScripts tich
hop hiéu qua véi Tor Browser.

Budc 2: Nhan vao Add to Chrome (d6i vai trinh duyét Chrome) hodc Add to Firefox (d6i véi trinh
duyét Firefox) -> Thém tién ich dé cai dat. Luc nay trinh duyét ctia ban da dugc bao vé truéc ma doc
dao tién ao.

@ - No Coin - Block miners on the web!

whkkd o

OVERVIEW REVIEWS RELATED

Block coin miners usi your
computer ressourcesithout your
consent.

No Coin

The most trusted coin miner T
blocker for your browser o

Additional Information

3. Chan két néi dén tén mién khai thac tién ao trén Windows

02 cach lam dugi day gitp ngudi dung chan két n6i dén cac tén mién chira ma déc dao tién do
ma khong can cai dat bat ky phan mém bén thi 3. Tuy nhién, han ché cta cach thic nay la can phai
xac dinh chi tiét danh sach tén mién can chan vi Hacker lién tuc tao mdi danh sach cac tén mién dé
diéu khién ma doc.

Cach 1: Sir dung Firewall dugc cung cap trén Windows, tao cac luat dé chan cac két néi dén cac
tén mién theo danh sach trén.

Cach 2: St dung file host trén Windows dé ngan chan qua trinh phan giai tén mién cuc bo trén
Windows.

Budc 1: Trén may tinh chay Windows, ban vao My Computer va truy cap dudng dan sau:

C:\Windows\System32\drivers\etc.

Buéc 2: Click chuét phai vao tap tin hosts -> Properties...

J. « Local Disk (C:) » Windows » System32 » drivers » etc v | 43 || Searchetc 2
Organize ¥ [ )Open  Bum  Newfolder E: i @
Ao A Neme § Date modified Type Size
I Desktop [ hosts 1117/20171249 .. _ File 1k8|
1% Downloads [Jimhostss,  Open 400 AM  SAM File 4K8
% Recent Places | metworks | [ Edit with Notepad++ 400 AM  File 1KB
@ OneDrive [ protocol | @ Thém vo tip tin nén... 400 AM  File 2k8
[ senices | @ Thémvo “hostsrar” 400AM  File 18KB
4 Libraries B Nénvs email...
[*) Documents | _ B Nénvao "hostsrar” vi email
o Music 1 Restore previous versions
I Pictures
H Videos sedb i
Cut
& Homegroup Copy
1 Computer Create shortcut
&, Local Disk (C) Doee
s TGDD NEW (D: ! Rename
ca DATAL (E) Properties ‘—
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...chon tiép vao Security -> Chon vao muc c6 trén may tinh ctia ban (thong thuéng la dong co6
chit Users) -> Edit...

gu.[ J « Local Disk (C) » Windows » § 32 e b etc Lball L“"ﬁ o
hosts Properties . — -
Organize v [ ]Open  Bum  Mewf E ~ 0 e
A [Genera| Secusty [ Detal | Previous Versions|
A Favorites 4 Name ize
Object : C\Windows'\System32\drivers'etc'host:
[ Desktop L] hosts G s 1ke
8 Downlcads ] Imhosts.sam Group or user names: 4K8
%l Recent Places |1 networks 8 svsTEM ] 1K8
% OneDrive [] protocal 88 Admiisirators (THPC\Adinsrtors) e 28
L] services 18kB
A Libraries
[ Documents
il Tommomeer ook 2 (e ]
& Music
5] Pictures Permissions for Users Hlow Deny
[ Videos Full control v
Moddy v
@ Homegroup Read 8 execute v
Flead v
% Computer w'“_ . v
& Local Disk () L pece pem
A TOUD NEW (D For specal pemissos orsdvanced seings. ( Advanced
ca DATAL (E) click Advanced.
ca DATA2(F) Leam about access control and pemissions
a Test Windows: ™
hosts Date modified: 11/17/2017 12:49) | OK Gonodd ] [ oo |
1 File Size: 928 bytes

...chon tiép vao muc Users -> Danh dau tich vao cac 6 tai muc Allow.

Ju ¢ Local Disk (C:) » Windows » §

——— _—
Organize ¥ | ] Open  Bum  Newfold ). Permissions for hosts

X Favorites * Name Security
B Desktop || hosts Obj c
14 Downloads | Imhosts.sam
%l Recent Places ] netwerks
& OneDrive || protocol

1KB
4KB
1KB

Group or user names:

2, SYSTEM
82, Administrators

(TQH-PC\Administrators)
| services
4 Libraries
[ Documents
J Music
i Pictures
Videos

Homegrou
egroup

% Computer
& Local Disk (C) | Wiie

s TGDD NEW (D Leam about sccess control and pemissions

s DATAL (E)

ca DATA2 (F) ok ] [Lconcel ] [ zonty

= TactWindaue ¥

Budc 3: Quay trd lai C:\Windows\System32\drivers\etc -> M& tap tin hosts -> Chon vao Notepad
néu may tinh yéu cau -> Thém vao cudi van ban doan ma sau:

0.0.0.0 afminer.com0.0.0.0 coin-have.com0.0.0.0 coinerra.com0.0.0.0 coinhive.com0.0.0.0 coinneb-
ula.com0.0.0.0 crypto-loot.com0.0.0.0 hashforcash.us0.0.0.0 jescoin.com0.0.0.0 ppoi.org0.0.0.0 authed-
mine.com

Budéc 4: Nhan vao File -> Save dé luu két qua.

) hosts - Notepad - e
Edit Fommat View Help
| : x .
e CoteN | 16 used by Microsoft TcP/Ip for windows.
Open... Ctri+0
S Culrs ings of IP addresses to host names. gach

dual 1ine. The IP address should
Tumn followed bz the corresponding_host name.
host name should be separated by at least one

(such as these) may be inserted on individual
‘#" symbol.

machine name denoted by a "#°' s

g. 97 rhino. acme. com # source server

# .

# 38. .10 X. acme. com # x client host
/[# Tocalhost name resolution is handled within DNS itself.

I|# 127.0.0.1 Tocalhost

* 1 Tocalhost

||l127. genuine.microsoft.com

127. a.one.microsoft. com

ll127. s.microsoft. com
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4. Ngan chdan ma doc dao tién do trén facebook

Buéc 1: Strdung tién ich trén trinh duyét

Dé ngan chan cac loai ma doc dao tién 4o gui qua Facebook, ban ¢ thé st dung phan mém
J2TEAM Security. V& ca ban, J2TEAM Security sé gitp han ché tinh trang Iira dao trén Facebook, ngan
chan céac trang web ddc hai, ki€ém tra xem ai la ngudi nhan tin véi ban nhiéu nhat trén Facebook...
Méi day, nha phat trién tién ich vira cap nhat thém tinh nang gitp ngan chan cac doan ma (script) dé
dao Bitcoin bat hgp phap khi chua dugc ngudi dung déng y.

Dau tién, ban hay cai dat J2TEAM Security cho trinh duyét Chrome tai dia chi:

https://chrome.google.com/webstore/detail/j2team-security/hmilcjjclebjnfohgmgikjfnbmfkigocc

Khi hoan tat, ngudi dung chi can bdm vao biéu tugng cla tién ich & goc phai trinh duyét va chon
Block Cryptocurrency mining script. K& tir [ic nay, méi khi truy cap vao cac trang web c6 chén script
dé dao Bitcoin, tién ich sé tu ddng ngan chan va hién thi théng bao trén man hinh.

Ctra hang

wer | Tm@ - J2TEAM Security

junookyo blogspot.com

Akkdk (2045)  Nangsudt

TONG QUAN BAI DANH GIA HO TRO €O LIEN QUAN G+

@ Tuong thich vé thiét b cia ban

Bdo v& ban khéi nhimng trang lira ddo
va chira m4 déc bang cong nghé bao
vé theo thai gian thuc,

Protect you from phishing and malware

websites with real-time protection
technology.

Author: Juno_okyo (The creator of Facebook
Protector)

FEATURES

Security:
+ Real-time protection

A Trang web
© B30 ciolam dung

Théng tin b8 sung

Phign ban: 0.1.54

Ba cdp nhat 19 thang 12, 2017
Kich thudic: 142KiB

Nefin neit Xem tit cA 7 U b

Buéc 2: Ndng cao nhdn thiic va xt ly khi b lay nhiém

- Canh giac va khong mé cac tap tin hay dudng dan la dugc guii qua Facebook Messenger hay bat
ky ing dung truyén théng nao khac (vi du: Viber, Zalo, thu dién t....).

- Néu nhan dugc cac thong tin (tap tin hodc dudng dan) la, c6 thé thédng béo hodc gui thong tin
vé T Ung ctiu sy ¢6 ctia Trung tdm dé téng hop va phan tich, cdnh bao khi c6 nhiing ddu hiéu, nguy
cd tan cong mang mdi.

-Déi vai ngudi dung da bi lay nhiém can cai dat va cap nhat cac phan mém phong, chéng ma déc,
virus dé phat hién va ngan chan, loai bé ma doc.

- Ngay lap ttic d6i mat khau cho tai khoan dang nhap trén trinh duyét cia minh néu da 16 md file
nén dinh kem.

Dé gilp cac co quan, don vi trong viéc khac phuc va xt ly su ¢6, ngay khi phat hién su cé lién quan
dén ma doc dao tién do can nhanh chéng théng tin vé T6 Ung ctiu su ¢6 clia Trung tdm Cong nghé
thong tin va Truyén thong Thanh Hoa theo dia chi duéi day, dé dugc hé trg, xi ly kip thdi, han ché téi
da cac nguy co mat an toan thong tin mang.

Thong tin lién hé: Dién thoai: (0237) 3718699; Fax (0237) 3718299.
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THONG KE TINH HINH

AN TOAN THONG TIN

I - Tinh hinh An toan thong tin Quy Il nam
2018 trong nudc va qudc té

1. Tinh hinh tan céng DDoS

Theo bao cdo DDoS Intelligence méi nhat clia
Kaspersky Lab, trong quy Il nam 2018, Trung
Qudc la quéc gia dung dau danh sach hing chiu
cac vu tan cong DDoS, ding tha hai la Hong
Kong, thi ba la My va & vi tri thi tu la Han Quéc.
Trong s6 10 quéc gia bi tdn céng nhiéu nhat, Viét
Nam ding thu 9.

® o208 @ 22018

Danh sdch 10 quéc gia bi tdn céng DDoS trong
quy 1l/2018 (ngudn securelist.com)

2. Théng ké danh sach cac dich vu bi khai
thac diém yéu dé tan céng

Theo téng hop chia Kaspersky trong quy
[1/2018 danh sach cac ¢ng dung bi t6i pham
mang khai thac cac diém yéu/l6 héng dé tan
cong. Ty 1é khai thac clia dich vu Telnet (75,4%)
dung & vi tri s6 1.Tiép theo la khai thac thong qua
dich vu SSH (11,59%) va HTTP (5,53%).

Trong s6 10 quéc gia bi tan céng qua dich vu
SSH déi véi cac thiét bi loT thi Viét Nam ding tha
2 (11,38%). Bung dau la Trung Quéc (15,77%).

Country %"
China 1577%
vi

etnam

usA

France 5.45%

Russia

Brazil 4.22%
Germany 4013

Souith Korea 3.39%

India 2.86%

N A I

&
E]
:
)
5
N
5]
i

3. Tinh hinh tan cdng bang ma déc

Bao cao téng két clia Kaspersky Lab vé tinh
hinh ma doc hai trong quy 11/2018 cho biét, Viét
Nam ding & vi tri thi 3 trong 10 nudc bi tan cong
bang loai hinh ma déc doi tién chudc /ma hoa dir
liéu.

Thong ké danh sach cac quéc gia cé ngudi
dung bi tan céng bang ma déc dao tién do. Theo
do, Viét Nam ding & vi tri tha 8 (9,13%), vi tri s6 1
vé Ethiopia (17,84%), tht 2 la Afghansitan
(16,21%)

4.Tinh hinh Spam va tan céng Phishing

Bao cdo téng két clia Kaspersky Lab vé tinh
hinh thu rac va lira dao tryc tuyén trong quy
11/2018 cho biét, Viét Nam ti€p tuc nam trong
nhém cac quéc gia c6 ngudn phat tan thu rac
ding dau véi vi tri tha 6 (3,98%), ding thi 1 la
Trung Quoc (14,36%) va thi 2 1a My (12,11%).

Bao cdo cla Kaspersky Lab vé tinh hinh tan
céng Phishing trén pham vi toan cau trong quy
[1/2018. Dan dau la Brazil vGi 15.51%, thu 2 la
Trung Quéc véi 14.77%...

5. 5 loai ma déc dang lay nhiém nhiéu tai
Viét Nam

Chia sé tai toa dam Nang cao nang luc phong,
chéng phan mém déc hai theo Chi thi 14 Tha
tudng Chinh phu, dugc Cuc An toan théng tin -
BO TT&TT phdi hop cung Hiép hoi An toan théng
tin Viét Nam (VNISA) t6 chic chiéu ngay 11/6,
6ng Vi Ngoc Son, Phé chu tich phu trach mang
Chéng méa doc (Anti Malware) ctia Bkav cho biét,
ty 1 1ay nhiém ma déc tai Viét Nam luén & miic
rat cao; moi nam cé trén 60 triéu lugt may tinh bi
nhiém ma doéc.

Theo thong ké clia Bkav, thiét hai do virus may
tinh gay ra cho nguai dung Viét Nam da lién tuc
tang qua cac nam, tir 8.500 ty déng vao nam
2014 lén 8.700 ty dong (nam 2015), 10.400 ty
déng (nam 2016) va nam ngoai la 12.300 ty dong.

5 loai ma déc dang lay nhiém nhiéu tai Viét
Nam bao gom: Dao tién do, ma héa dit liéu, phan
mém gian diép, tan cdng c6 cha dich va qua thiét
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bi USB.

Con vai virus dao tién o - loai virus xuat hién
tir nam 2017 va thuc su bung né trong nam nay,
théng ké ctia Bkav cho thay, 5 thang dau nam
2018, da c6 trén 735.000 may tinh nhiém ma doc
dao tién do, vai con dudng lay nhiém chu yéu la
qua 16 héng phan mém SMB (16 héng virus
Wanna Cry st dung). Cling theo dai dién Bkav,
hién nay c6 tGi trén dudi 40% s6 may tinh tai Viét
Nam van con 16 héng SMB

Mét loai virus cling khéa phé bién, lay nhiém
nhiéu & Viét Nam thgi gian qua la virus ma hoa
dirliéu. Theo thong ké clia chuyén gia Bkav, trung
binh c 10 email c6 1 email chia ma déc ma hoéa
dir liéu.

D6i véi virus qua USB, mbi nam trung binh cé
80% USB tai Viét Nam nhiém virus it nhat 1 lan
trong nam. Diéu nay khién cho 1,2 triéu may tinh
nhiém virus USB.

6.Hon 145.000 Fiber Router & Viét Nam tén
tai 16 héng cho phép hacker tan céng tir xa

Hon 145.000 Fiber Router & Viét Nam ton tai
16 héng cho phép hacker tan cong ti xa vao hé
thong mang. Cac nha nghién cltu bao mat téi ti
vpnMentor da tiét 16 hai |6 héng anh hudng téi
thiét bi mang GPON home routers. Bang viéc khai
thac hai 16 héng nay, ké tan cdng co thé thuc thi
bat ki ma thuc thi tur xa nao.

Chi vai ngay sau khi nhiing 16 héng nay duoc
céng bé, ching da dugc sit dung dé khai thac
kiém soat cac thiét bi bai it nhat 05 mang botnet.

- Mang botnet Mettle: Cong cu kiém soat, diéu
khién ma déc va ra quét mang Internet dugc luu
tr trén mot may chu coé dia chi tai Viét Nam.
Mang ma doc nay st dung mét modul tan cong
ma ngudn ma co tén la Mettle dé lay nhiém ma
déc lén cac Home router ton tai diém yéu.

- Mang botnet Muhstik: mang botnet nay méi
dugc phat hién khi dang khai thac 16 héng Dru-
pal. Hién tai mang botnet nay da duoc cai tién dé
khai thac 16 héng GPON, cung vai 16i trong
firmware JBOSS va DD-WRT.

- Mang botnet Mirai: Ma khai thac GPON ciing
da dugc tich hgp vao trong mot vai bién thé mai
clla mang botnet loT Mirai.

- Mang botnet Hajime: La mét mang botnet
khac it dugc biét dén, co6 muc tiéu thudng la cac
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thiét bi loT, ciing dang s dung thém ma khai
thac GPON dé kiém soat cac thiét bi Home
Router.

- Mang botnet Satori: Mang botnet da lay
nhiém hang tram nghin thiét bj trong nam 2017,
da thém ma khai thac GPON vao trong bién thé
mGi nhat.

Ngoai ra, ma khai thac chiing minh tinh kha
thi (PoC) cho cac 16 héng GPON nay dugc cong
bé rong rai trong cdng dong, gitp cho nhing
ngudi khong cé ky nang ciing cé thé dé dang
thuc hién kich ban tan céng.

7.Ban cap nhat thang 6 ciia Microsoft va 11
16 héng nghiém trong

Ngay 12/6, Microsoft phat hanh ban cap nhat
an ninh cho hon 5016 héng, 11 trong s6 d6 dugc
danh gia la nghiém trong. Day la cac 16i anh
hudng t&i Windows, Internet Explorer, Edge, MS
Office,... Khi bi khai thac thanh cong, hacker c6
thé tan cdng chay ma tuy y trong mang ndi bo
hodc tan cong ti xa. Nguai dung dugc khuyén
céo can ngay lap tuc kiém tra va cap nhat ban va.

L&i nghiém trong nhat ma Microsoft va trong
thang nay 1a 16 héng thuc thi ma tirxa (CVE-2018-
8225) ton tai trong DNSAPIL.AII ctia Windows Do-
main Name (DNS), anh hudng dén tat ca cac
phién ban Windows ttr 7 dén 10, ciing nhu cac
phién ban Windows Server. L6 h6ng nay nam &
cach Windows phan tich cac truy van DNS, cé thé
bi khai thac tan céng bang cach gui cac truy van
DNS 16i téi mot hé théng muc tiéu ti mot may
chi DNS déc hai bi hacker kiém soét.

Mot 16i nghiém trong khéc |a 16 héng thuc thi
ma tu xa (CVE-2018-8231) trong chéng giao thiic
HTTP (HTTP.sys) cia Windows 10 va Windows
Server 2016, cho phép ké tan cong tir xa thuc thi
ma tuy y va kiém soét cac hé théng bi anh hudng.
L6 héng nay bat nguén khi HTTP.sys xt ly khéng
dung cac doi tugng trong bd nhd, cho phép ké
tan céng gui moét gdi tin dac biét téi mot hé
théng Windows bi anh hudng dé kich hoat thuc
thimatuyy.

L6 héng thuc thi ma ti xa nghiém trong tiép
theo (CVE-2018-8213) anh hudng dén Windows
10 va Windows Server, ton tai theo cach hé diéu
hanh x{ ly cac doi tugng trong bé nhé. Khai thac
thanh cong c6 thé cho phép ké tan cong kiém



soat may tinh Windows bi danh hudng.

Néu hé théng ton tai 16 héng, ngudi dung can
ap dung cac ban vé an ninh cang sém cang tét,
bang cach vao Cai dat (Settings) -> Cap nhat & an
ninh (Update & security) -> Cap nhat Windows
(Windows Update) -> Kiém tra (Check) cac ban
cap nhat hoac cai dat cac cap nhat theo cach thu
cong theo méa ban va.

8. Léi Facebook khién bai dang riéng tu ciia
14 triéu ngudi dung hién thi céng khai

Thang 6 vua qua, Facebook da gui théng bao
dén 14 triéu ngudi dung vé mét 16i co thé khién
bai dang riéng tu ctia ho vo tinh hién & ché do
céng khai. Khong lau sau do6, Facebook da khac
phuc dugc kip thai 16i khong dang co nay.

Van dé xay ra tur ngay 18/5, dugc Facebook
khac phuc vao 22/5 tuy vay phai dén 27/5 thi bai
dang bi 16i mai dugc chinh lai quyén riéng tu ma
ngudi dung thiét lap trudc do. Loi nay xuat hién
khi nén tdng dang thr nghiém tinh nang lam ndi
bat ndi dung trong dong thoi gian nguai dung.
Cac ndi dung néi bat sé dugc hién thi cong khai,
nhung Facebook da vé tinh lam céng khai tat ca
ndi dung mai sau do.

9. Phat hién botnet khéng 16 gém 500.000
router

Hon n(a triéu thiét bi dinh tuyén va luu tr tai
hang chuc quéc gia da bi nhiém mot ma doc bot-
net phuc tap, c6 khd nang dugc thiét ké bai
nhom hacker do Nga hau thuan.

Bb phan nghién ctu tinh bdo mang Talos clia
Cisco da phat hién mot malware botnet cac thiét
bi 10T, cé tén VPNFilter, dugc thiét ké véi kha
nang linh hoat cé thé thu thap théng tin tinh bao,
can thiép vao qua trinh lién lac internet, cling
nhu tién hanh cac hoat dong tan cdng mang pha
hoai.

VPNFilter c6 thé danh c3p théng tin dang
nhap cua trang web va theo déi cac hé théng
diéu khién cong nghiép hodc SCADA, nhu hé
thong luéi dién, ca s6 ha tang va nha may khac.

Cac nha nghién ctu cho biét ho céng bo
nhiing phat hién ctia minh trudc khi hoan thanh
nghién cltu, do lo ngai vé mot cudc tan codng sap
t&i ¢ thé xay ra tai Ukraine, von la nan nhan cua
nhiéu tan céng mang ti Nga, bao gobm tan céng
gdy mat dién trén dién réng va NotPetya.

Néu router ctia ban da bi nhiém malware nay,
hay reset lai vé ché d6 mac dinh ban dau dé diét
malware va cap nhat firmware cang sé6m cang
t6t. DE phong chéng lai cac cudc tdn cong tuong
tu, ban nén thay déi thong tin dang nhap mac
dinh trén thiét bi ctia minh. Néu router cla ban
c6 nguy ca bi tan cong trong khi lai khéng thé
cap nhat, don gian nhat la mua 1 router mai. Bdo
mat va quyén riéng tu cla ban dang gia hon
nhiéu gia tri cia mot chiéc router.

10. Adobe tung ban va cho 16 héng Zero-
Day dang bi khai thac trén Flash Player

Adobe vua phat hanh ban va bao mat cho
moét 16 héng nghiém trong trong Flash Player
dang bi cac tin tac khai thac dé tdn cong ngudi
dung Windows. Bugc phat hién doc lap bai
nhiéu hang bao mat nhu ICEBRG, Qihoo 360 va
Tencent, cac cudc tan cong qua 16 héng zero-day
cla Adobe Flash chd yéu nham vao ngudi dung
G Trung Péng bang cach s dung mot bang tinh
Excel dac biét. Khi mé tai liéu nay, tat ca cdc ma
khai thac va payload doc hai dugc phan phéi
théng qua cac may chad ti xa. L6i tran bd nhaé
dém stack, dugc dat tén la CVE-2018-5002, anh
hudng dén Adobe Flash Player 29.0.0.171 va cac
phién ban c hon trén Windows, MacOS va Linux,
cing nhu Adobe Flash Player trén Google
Chrome va c6 thé bi khai thac dé thuc thi ma tuy
y trén cac hé théng muc tiéu.

Bén canh ban va cho CVE-2018-5002, Adobe
cling tung ra cac ban cap nhat bdo mat cho hai
16 hdng "quan trong", bao gém 16i tran Integer
(CVE-2018-5000) va |6i doc Out-of-bounds (CVE-
2018-5001) ca hai 16i trén déu dan dén viéc 16 lot
thong tin. Vi vay, ngudi dung dugc khuyén cao
ngay lap tuc cap nhat Adobe Flash Player 1én
phién ban 30.0.0.113 théng qua co ché cap nhat
trong phan mém hodc bang cach truy cap Trung
tam Download cta Adobe Flash Player. Cac
chuyén gia khuyén céo, ngudi dung nén gé bd
Adobe Flash Player trén may tinh dé tranh bi
hacker khai thac. Trong trudng hgp can st dung
phai cai dat phién ban 30.0.0.113 mgi nhat dé
thay thé. Théng tin chi tiét vé |6 hdng va ban cap
nhat, cac ban cé thé xem va download tai day:

https://helpx.adobe.com/security/products/fl
ash-player/apsb18-19.html
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I1-Tinh hinh An toan théng tin trén dia ban
tinh trong quy 11/2018

1.T6ng hagp tinh hinh ting cuu su ¢é trén dia
ban tinh

Trong quy II, T6 Ung cttu su ¢6 cdia Trung tam
ho trg iing ctiu sy ¢6 cho cac ca quan nha nudc
trén dia ban tinh vai 95 lugt hé trg, ban hanh 03
céng van canh bao lién quan dén ma doc, Web-
site va an toan thdéng tin.

Theo s6 liéu giam sat an toan thong tin cla
nha mang Viettel, trén dia ban tinh ghi nhan
hang chuc nghin cac luot két néi va tham gia vao
mang may tinh ma Botnet nhu Andromeda, APT,
Kazy, Ramnit, Sality...

Theo ghi nhan cda Trung tam An ninh mang
va An toan d{ liéu, trong thai gian tur 01/04-30/6
ghi nhan c6 433 cudc tan cong khai thac chiém
quyén quan tri; 231 cudc tan cong bang ma doéc;
51 cudc tan cdng vao Uing dung Website; 04 cudc
tan cong tu chdi dich vu vao cac dich vu dang
hoat déng tai Trung tam.

2. Cong van an toan thong tin

- Ngay 20/4/2018 S& Théng tin va Truyén
thong ban hanh cong van s6 416/STTTT-CNTT vé
hudng dan, kiém tra, ra soat, va 16 héng bao mat
trén cac thiét bi modem, router.

- Ngay 27/4/2018 S& Thong tin va Truyén
théng ban hanh cong van s6 460/STTTT-CNTT vé

Tang cudng ddm bdo an toan théng tin ky nghi
|& 30/4 va 01/5/2018

- Ngay 24/4/2018 Trung tam Cong nghé théong
tin va Truyén théng Thanh Héa ban hanh cong
van s8 75/TTCNTT&TT-QTHT vé canh bao 16 héng
an toan thong tin hé quan tri néi dung Drupal.

-Ngay 03/5/2018 Trung tam Cong nghé théong
tin va Truyén théng Thanh Héa ban hanh cong
van s6 77/TTCNTT&TT-QTHT vé viéc canh bao 16
héng an toan thong tin SA-CORE-2018-004 cUa
hé quan tri ndi dung Drupal

-Ngay 9/5/2018 S6Thong tin va Truyén thong
ban hanh céng van s6 516/STTT-CNTT vé viéc
danh gid muc d6 bdo ddm an toan théng tin
mang

- Ngay 23/5/2018 S& Thong tin va Truyén
thong ban hanh cong van s6 619/STTT-CNTT vé
viéc ra soat cong tdc ddm bdo an ninh, an toan
cla hé théng diéu khién céng nghiép va nguy co
16 lot théng tin qua st dung mang xa hoi.

- Ngay 20/6/2018 S& Thong tin va Truyén
thong ban hanh cong van s6755/STTT-CNTT vé
viéc bdo cao té chic Hoi nghi bdo dam ATTT cho
cac hé thong thong tin quan trong 2018.

- Ngay 20/6/2018 S& Thong tin va Truyén
thong ban hanh cong van s6 770/STTT-CNTT vé
viéc xin gop y cho du thdo Ké hoach ting pho su
c6 dam bao an toan théng tin mang.

TIN HOAT DONG

Trung tdm CNTT&TT t6 chiic van hanh céc
cudc hop trén hé théng Hdi nghi truc tuyén
cua tinh

Du an xay dung hé théng phong hop truc
truyén cho cac co quan nha nudc tinh Thanh Héa
dat tai 03 diém cau trung tam la Van phong Tinh
ay, Van phong UBND tinh, SGThong tin va Truyén
théng va 28 diém cau dau cudi (27 huyén, thi xa,
thanh phé va Ban Quan ly Khu Kinh té Nghi Son)
do SGThong tin va Truyén théng lam chu dau tu.
Sau khi dy an trién khai xong, da giao cho Trung
tam CNTT&TT van hanh va t6 chic ky thuat cac
cudc hop trén toan hé théng. Trong quy 11/2018,
Trung tdm da t6 chic thanh cong cho 05 cudc
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hop do Tinh Gy va UBND tinh ch( tri, cu thé nhu
sau:

- Ngay 02/4/2018, tai UBND tinh t6 chic Hoi
nghi truc tuyén ban bién phap ddy nhanh tién do
dau tu cong, tang cudng cong tac QLNN vé dau
thau va QL dau tu XD...

- Ngay 17/4/2018, tai UBND tinh t6 chuc Hoi
nghi truc tuyén trién khai K& hoach chéng that
thu thué d6i vai ho kinh doanh trén dia ban tinh...

- Ngay 22/4/2018, tai Tinh Qy t6 chic Hoi nghi
truc tuyén trién khai hoc tap quan triét cac nghi
quyét, chi thi, quy dinh van ban cta BCT, BBT
Trung uong va BTV tinh Uy...

- Ngay 13/6/2018, tai UBND tinh t6 chic Hoi
nghi truc tuyén trién HNTT quan triét, trién khai
cac luat mai gém: Luat Quy hoach, Luat Thiy san,
Luat Lam nghiép...



- Ngay 29/6/2018, tai Tinh Qy t6 chic Hoi nghi
truc tuyén hoc tap, quan triét Nghi quyét Hoi
nghi trung uong 7 (khéa XlI) ctia Bang

Ngo6 Phuong

Trung tdm CNTT&TT tham gia dién tap
qudc té vé an toan théng tin ASEAN - JAPAN
nam 2018

Ngay 23/5/2018, tai Ha Noi, Trung tam
CNTT&TT Thanh Héa da tham du dién tap qudc
té vé an toan théng tin ASEAN-JAPAN nam 2018
vGi cha dé "Tan cong DoS/DDoS va hoat déng
ph6i hop tng clru, xur Iy su c6”. Dién tap do Trung
tdm Ung ctu khén cdp may tinh Viét Nam (Bo
TT&TT) da chd tri t6 chic cho cac thanh vién
mang ludi ting ctiu su ¢6, cac don vi CNTT clia cac
BO, nganh, tinh/thanh trén toan quéc tham gia.
Thi trudng Bo TT&TT Nguyén Thanh Hung da
dén tham du va phat biéu khai mac cudc Dién
tap.

23/05/" A
X ,{ Pt

Theo dai dién VNCERT, mé hinh dién tap bao
gém 3 cap: co quan diéu phéi qudc té, cd quan
diéu phéi quéc gia va cac don vi hat nhan. Trong
do, cac don vi hat nhan 1a noi can dugc bao vé
nhat, noi ma c6 thé gap phai tinh huéng bi tan
cdng mang truc tiép hoac gian tiép; va déong thai
clng la dan vi nén tham gia hé trg iing ctru su ¢
tan cdng mang cho cac don vi khac nham phong
tranh lay lan dén don vi minh. Mé hinh dién tap
nay chinh la cdu trac cda lién minh phéi hop
qudc té trong Ung cliu su ¢ may tinh trong khu
vuc dang dugc ap dung hién nay. Do d6, khac véi
dién tap APCERT va dién tap ASEAN téap trung
vao phan tich cac loai hinh tan c6ng mang thi
dién tap ASEAN - Nhat Ban tap trung vao tao lap

co ché phai hgp, van hanh nhanh va chinh xac
cac cong doan chuyén giao théng tin gira tat ca
cac don vi cd lién quan khi c6 tdn cong mang xay
ra.

Kich ban Dién tap quéc té ASEAN - Nhat Ban
2018 giad dinh cé cac cudc tdn cong mang ti mot
nhom tin tac va gém 3 giai doan kéo dai trong 3
ngay. Ngay 1 la giai doan canh bao, Nhat Ban
phat hién viéc truy cap website va trao déi email
bi cham lai dong thoi cé cac cudc tan cong DDoS
nho xuat hién; Ngay 2 |a giai doan tan céng: xuat
hién canh bao mot cudc tan cong dién rong va
sau dé cac cudc tan cong quy mé I6n gay ra tac
nghén viéc truy cap website va ngling tré viéc gui
nhan email cdia cdc don vi nan nhan. Do vay, viéc
lién lac bang dién thoai dugc sir dung; Ngay 3 la
giai doan dinh diém: sau khi dich vu email dugc
khoi phuc thi cadc email gid mao c6 chira ma déc
dugc gUi dén may tinh cia quan chic cac quéc
gia thanh vién ASEAN lam mdy tinh nhiing nguai
nhan nay bi nhiém ma déoc. Cac email Itra dao tinh
vi nay sau dé lam bung phat ma déc khéng chi
trong cac ca quan, té chuc chinh phd ma con lay
lan ra cong déng.

Yéu cau dat ra cap quéc gia tham gia Dién tap
qudc té€ ASEAN - Nhat Ban |a bang cach trao ddi
cac bao cdo tinh huéng vé nhiing gi dang dién ra
va cung cap cac théng tin canh bao cé ching ci
clng véi chién lugc gidam thiéu thiét hai, d6i pho
vGi cac cudc tan cdng, mdi quéc gia can lam cho
cdng dong nhan thic duge mic dé nguy hai ctia
tinh huéng dang dién ra va cé bién phap d6i phé
kip thaoi.

Cao Viét Cuong

Dién tap an toan théng tin mang truc tuyén
WhiteHat Drill 05

WhiteHat Drill 05 la chuong trinh dién tap truc
tuyén véi cha dé "Diéu tra, xtt ly va phong chéng
ma doc dao tién do qua 16 héng phan mém” dugc
Cuc An toan théng tin (Bé Théng tin va Truyén
thong) va Tap doan céng nghé Bkav phdi hop t6
chuc vao ngay 9-10/5/2018. Bay la chuang trinh
dién tap quy mé Ién nhat ti trudc téi nay tai Viét
Nam va&i su tham gia cta 150 déi dén ti cac co
quan quan ly nha nudc, ngan hang, tap doan,
doanh nghiép... trén toan quéc. Tham du dién
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tap, Trung tdm CNTT&TT c T Ung cliu su c6
dang ky tham du cac néi dung ctia budi dién tap.

Phat bi€u tai Lé khai mac, 6ng Nguyén Huy
Dling, Phé cuc truéng Cuc An toan théng tin
(@nh) cho biét: “Nang luc ddm bao ATTT cua té
chuc, quéc gia khéng do bang viéc c6 bi tan céng
mang hay khéng, ma bang tinh chuyén nghiép
va cht déng khi xay ra tdn cdéng mang. Cuc An
toan Thong tin luén déng hanh cling cac té chuc,
doanh nghiép va cdng déng dé ching ta chuyén
tu tinh thé bi dong sang chu déng déi pho vai
mdi cudc tan cong mang. Day cling la mét trong
nhing hgp tac hiéu qua gilta co quan nha nudc
va doanh nghiép trong cong tac bdo dam ATTT".

Fucantoas WhiteHat .
i S WhiteHat Drill 05

PIEU TRA, XU LY VA PHONG CHONG

Chia sé vé chl dé cta chuong trinh, 6ng Ngé
Tuan Anh, Pho cht tich phu trach an ninh mang
cla Bkav cho biét: “Thaoi gian gan day, cac cudc
tan cong phat tdn ma doc nham thu lgi bat chinh
nhu ma doc tong tién ransomware, danh cap tai
khodn ngan hang, ma déc dao tién do... da bung
no. Trong d6, ma doc dao tién do dugc hacker
ngay cang lya chon nhiéu vi viéc tdn céng xay ra
am tham, nan nhan kho nhan biét hon dé xt ly.
Khi bi lay nhiém, toan bo tai nguyén may tinh cla
nan nhan bi huy déng trdi phép vao muc dich
dao tién 4o cla hacker.WhiteHat Drill 05 la
chuong trinh dién tap an toan thong tin mang cé
s6 doi tham du 16n nhat tu trudc t6i nay tai Viét
Nam”.

Theo kich ban, hé théng clia cac doi bi cai ma
déc dao tién do qua 16 hdng phan mém. Nhiém
vu cUa tung doéi la phai c6 [ap hién trudng, trdnh
ma déc lay lan réng hon, phan tich ma doc dé xac
dinh ngudn géc cudc tan cong. Tiép dén, can xac
dinh chinh xac 16 héng bi khai thac, va 16 héng
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dé tranh bi tan cong trd lai. Cac déi thuc hién
téng cong 5 Pha. Két thuc phan thi, doi thi cta
Trung tdm da hoan thanh cac pha cta dién tap
va xép thi 16/71 d6i tham gia.

Lé Duy

Trung tdm CNTT&TT Thanh Héa té chuic thi
cap Chung chi iing dung Céng nghé théng tin
dot8, 9 nam 2018

Theo Quyét dinh s6 46/QD-SGDDT va 47/Qb-
SGDDT cla S& Gido duc va Pao tao tinh Thanh
Hoa, Trung tam Cong nghé théng tin va truyén
théng Thanh Héa la don vi dau tién va clng la
duy nhat cda tinh dugc cap phép viéc té chiic boi
dudng, 6n thi, t6 chic thi va cap ching chi Cong
nghé thong tin; Chung chi dugc quy dinh tai
Thoéng tu 03/2014/TT-2014 cta B6 Thong tin va
Truyén thong.

Trong hai thang 5,6 nam 2018, Trung tam
Cong nghé thong tin va truyén thong Thanh Hoa
t6 chuc ky thi sat hach cadp Chiing chi cdng nghé
thoéng tin chuan co ban,dot 8,9nam 2018; Hoi
déng thi dugc S& Gido duc va dao tao thanh lap
bao gém day dl cac Ban theo quy dinh vé viéc té
chuic thi va cap chiing chi iing dung cong nghé
thong tin tai Thong tu lién tich s6 17/2016/TTLT-
BGDDT-BTTT ngay 21 thang 6 nam 2016 gilta BO
Giao duc va Dao tao va B6 Théng tin va Truyén
thong.

Ky thi Bgt 8,9nam 2018, c6 377 thi sinh dang
ky du thi va tham du 2 phan thictia minh la phan
thi trdc nghiém ly thuyét truc tuyén trén phan
mém va phan thi thuc hanh ky nang trén may
tinh; toan bo ho so vé ky thi da dugc gui S& Gido
duc va dao tao tinh dé tién hanh cap ching chi,
phoi chiing chi dugc B Gido duc va Dao tao cap
theo s6 lugng thi sinh thi dau, dugc S6 GDDT
Thanh Héa phé duyét.

Theo ké hoach, Trung tam lién tuc thu ho so
dang ky béi dudng, 6n thi va dugc té chiic thi 01
lan vao hang thang trong nam.

Moi thong tin vé dang ky boi dudng, 6n thiva
dang ky thi xin lién hé vé: Trung tam CNTT&TT
Thanh Héa, s6 73 Hang Than, phudng Lam Son,
thanh phé Thanh Héa - BT: 02373.718.698

D6 Tién



